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Abstract

Security protocols are distributed programs designed to ensure secure communi-
cation in a network controlled by an adversary. They are widely used today for
securing on-line services such as personal communication and electronic voting.
Their design is notoriously error-prone, and a great deal of research has been de-
voted to their analysis. In this thesis we provide two main contributions towards
the automated analysis of such protocols: algorithms for the symbolic analysis of
equivalence properties, and a symbolic probabilistic framework for security proto-
col analysis.

We consider the problem of verifying two equivalence properties relevant in
protocol analysis: static equivalence and trace equivalence. Both notions model
the property that an attacker cannot distinguish between two protocol executions,
and they have been used to model security goals such as off-line guessing, elec-
tronic voting anonymity, and RFID untraceability. Static equivalence is concerned
with an attacker who passively eavesdrop on a network and then tries to distinguish
between possible executions by performing off-line computations. Trace equiva-
lence is used in the analysis of security properties against an attacker who may
participate actively in protocol execution.

We present an efficient decision procedure for static equivalence under equa-
tional theories generated by subterm convergent rewriting systems. This class of
theories encompasses the most common cryptographic primitives, including sym-
metric and asymmetric encryption and decryption, hash functions and digital sig-
natures. Our algorithm achieves a better asymptotic complexity than competing
algorithms, albeit with a narrower scope. We discuss its implementation in the
FAST tool and show that it indeed performs much more efficiently than other ex-
isting tools for the same task.

We also present a procedure for deciding the trace equivalence of bounded sim-
ple processes under equational theories generated by convergent rewriting systems
and for which a finitary unification algorithm exists. Although we do not have a
termination result, our procedure is correct for the largest class of equational theo-
ries handled by any existing procedure for deciding trace equivalence and, together
with the work by Cheval et. al [64], it is the only one to handle non-trivial else
branches.

Finally, we introduce a symbolic probabilistic framework for the analysis of
security protocols. Our framework provides a general method for expressing weak-
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nesses of cryptographic primitives. These weaknesses are represented as property
statements relating subsets of the domain with subsets of the range of a crypto-
graphic primitive. We show that the class of property statements that we consider
is sufficient to express, for example, weaknesses in random generation algorithms
or partial information leakage, as might occur, for example, when using a length-
revealing encryption system or in the presence of an adversary using differential
cryptanalysis. Therefore, the attacker in our model is considerably more power-
ful than conventional symbolic attackers. These properties can be used within our
framework to automatically find attacks and estimate their success probability. Ex-
isting symbolic methods can neither model such properties nor find such attacks.
We show that the probability estimates obtained by using our framework are negli-
gibly different from those yielded by a generalized random oracle model based on
sampling terms into bitstrings while respecting the stipulated properties of cryp-
tographic primitives. As case studies, we use a prototype implementation of our
framework to model non-trivial properties of RSA encryption and automatically
estimate the probability of off-line guessing attacks on the EKE protocol.



Riassunto

I protocolli di sicurezza sono programmi distribuiti ideati per assicurare comu-
nicazioni sicure in una rete sotto il controllo di un avversario. Oggigiorno sono
utilizzati largamente per proteggere servizi on-line quali corrispondenza personale
e votazione elettronica. La loro progettazione è notoriamente propensa ad errori,
e una buona parte della ricerca è stata votata alla loro analisi. In questa tesi forni-
amo due contributi principali verso l’analisi automatica di tali protocolli: algoritmi
per l’analisi simbolica di proprietà d’equivalenza, e un framework per l’analisi di
protocolli di sicurezza.

Consideriamo il problema di verificare due proprietà di equivalenza rilevanti
nell’analisi di protocolli: equivalenza statica ed equivalenza delle tracce. En-
trambe le nozioni modellano la proprietà che un attaccante non possa distinguere
un’esecuzione del protocollo da un’altra, e sono state impiegate per modellare obi-
ettivi di sicurezza quali off-line guessing, anonimità nelle votazioni elettroniche,
e intracciabilità degli RFID. L’equivalenza statica studia un attaccante che inter-
cetta passivamente comunicazioni da una rete e tenta di distinguere tra differenti
esecuzioni attraverso calcoli off-line. L’equivalenza delle tracce viene utilizzata
per l’analisi di proprietà di sicurezza contro un attaccante che possa partecipare
attivamente all’esecuzione del protocollo.

Presentiamo una procedura decisionale efficiente per l’equivalenza statica sub-
ordinata a teorie equazionali generate da sistemi convergenti di riscrittura in sot-
totermini. Questa classe di teorie include le primitive crittografiche più comuni,
tra cui cifratura e decifratura simmetrica e asimmetrica, funzioni di hash e firme
digitali. Il nostro algoritmo raggiunge una complessità asintotica migliore dei com-
petitori, sebbene con una portata inferiore. Ne discutiamo l’implementazione nel
tool FAST e mostriamo che le sue prestazioni sono molto più efficienti di altri tool
preesistenti per lo stesso compito.

Presentiamo anche una procedura per decidere l’equivalenza delle tracce di
processi semplici limitati subordinata a teorie equazionali generate da sistemi con-
vergenti di riscrittura e per i quali esiste un algoritmo di unificazione che produca
risultati di dimensione finita. Sebbene non disponiamo di una dimostrazione di ter-
minazione, la procedura risulta corretta per la più larga classe di teorie equazion-
ali supportata da qualsiasi procedura preesistente per decidere l’equivalenza delle
tracce, e, assieme al lavoro di Cheval et. al [64], è l’unica a supportare ramifi-
cazioni else non banali.
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Infine, presentiamo un framework probabilistico e simbolico per l’analisi di
protocolli di sicurezza. Il nostro framework fornisce un metodo generale per es-
primere debolezze delle primitive crittografiche. Queste debolezze sono rappre-
sentate come affermazione di proprietà che mettono in relazione sottoinsiemi del
dominio con sottoinsiemi del codominio di una primitiva crittografica. Mostriamo
che la classe di affermazioni di proprietà è sufficiente ad esprimere, per esem-
pio, debolezze in algoritmi di generazione di valori casuali o rivelazione parziale
di informazione, come si può verificare, per esempio, nell’utilizzo di un sistema
crittografico che riveli la lunghezza dell’input o in presenza di un avversario che
effettui criptoanalisi differenziale. Di conseguenza, l’attaccante nel nostro mod-
ello è considerevolmente più forte degli attaccanti simbolici convenzionali. Queste
proprietà possono essere utilizzate all’interno del nostro framework per ricercare
automaticamente attacchi e stimare la loro probabilità di successo. Metodi simbol-
ici preesistenti non sono in grado né di modellare tali proprietà né di rilevare tali
attacchi. Mostriamo che le stime di probabilità ottenute utilizzando il nostro frame-
work differiscono in misura trascurabile da quelle prodotte da un modello di ora-
colo casuale basato sul campionamento di termini in stringhe di bit che rispettino le
proprietà delle primitive crittografiche stipulate. Come casi di studio, impieghiamo
un’implementazione prototipale del nostro framework per modellare proprietà non
banali della cifratura RSA e per stimare automaticamente la probabilità di attacchi
di guessing off-line sul protocollo EKE.
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Chapter 1

Introduction

Security protocols are small distributed programs designed to provide guarantees
such as authenticated, confidential or anonymous communication even when ex-
ecuted in an hostile environment, typically by making use of cryptography. Such
protocols are often executed in networks where an attacker is able to impersonate
users as well as read, block, modify or redirect sent messages. Due to the broad
availability and usage of security-critical applications on the Internet, the deploy-
ment of security protocols has become critical to ensure that functionalities such as
private communication, electronic commerce, and electronic voting can be safely
realized. It is therefore crucial to obtain as much confidence as possible in the
correctness of such protocols.

Symbolic methods for protocol analysis have contributed greatly to this goal.
Such methods are usually based on the Dolev-Yao model, first introduced by Dolev
and Yao in their seminal paper [98]. In this model, freshly generated data or pub-
licly known constants are represented by atomic symbols in a term algebra, with
function symbols representing the functions (cryptographic or not) used by the
agents. Properties of cryptographic operators, such as the fact that one can obtain a
secret message if one knows its encryption and the (symmetric) key used in the en-
cryption, are represented either as deduction systems (e.g. [34,88]) or as equational
theories (see [83] for a broad survey).

In such methods, cryptography is assumed to be perfect: each message and
secret is either known or not known, and the attacker cannot learn anything about
a plaintext by examining its encryption unless he also knows the corresponding
decryption key. By abstracting cryptographic details, these methods have made
verification amenable to automation and have thus uncovered protocol attacks that
were overlooked by manual human analysis [32, 100]. Perhaps the most well-
known example is Lowe’s attack [121] on the Needham-Schroeder protocol pro-
posed nearly twenty years earlier [130]. Such tools have also been used to prove
security properties, e.g. [14, 38, 132].

Today, symbolic methods exist and have been automated and used for analy-
zing different security properties, for bounded and unbounded protocol execution,

1



2 CHAPTER 1. INTRODUCTION

and considering a broad range of cryptographic primitives [16, 34, 45, 102, 136].
However, symbolic methods often do not accurately represent an attacker’s capa-
bilities, as the modeling of cryptographic primitives is greatly simplified. As a
consequence, broad classes of attacks that rely on weaknesses of cryptographic
primitives fall outside the scope of such methods [40, 72, 143].

In contrast, computational methods aim to prove security of cryptographic pro-
tocols and primitives by reasoning directly about bitstrings. Security guarantees
in computational models are typically a consequence of (often rather strong) as-
sumptions on the security of the cryptographic primitives being used, such as in-
distinguishability under chosen ciphertext attacks [108] or key-dependent mes-
sage security [44, 60]. These properties are usually formulated as games where a
polynomial-time attacker, possibly with access to some computation oracles, tries
to get some information that cryptographic primitives are designed to conceal. The
standard technique in computational security protocol analysis is to show that if a
protocol can be attacked, then the attacker can win one of these games against some
of the cryptographic primitives involved, thereby reducing a protocol’s security to
the security of the cryptographic primitives that is employs.

A vast body of research has been devoted to proving security properties of
cryptographic protocols in computational settings, e.g. [39,59,108,115]. [41] uses
these methods to prove the (computational) security of the TLS protocol, one of the
most significant successes of such approaches. Computational methods consider a
much more realistic and powerful attacker, and thus yield much stronger security
guarantees. However, such methods are usually hard to automate, and long, error-
prone, hand-written proofs are usually required to establish the security of given
protocols using specific cryptographic primitives.

The contributions of this thesis comprise algorithms for deciding equivalence
properties in the symbolic model, as well as an automatable, symbolic framework
for strengthening the security guarantees that can be provided by automated meth-
ods. In Section 1.1 we describe existing procedures for the analysis of equiva-
lence properties in symbolic settings. Section 1.2 gives an overview of existing
approaches to security protocol analysis that aim to provide strong security guar-
antees in an automatable or machine-checkable manner. We describe our contribu-
tions in greater detail in Section 1.3.

1.1 Equivalence Properties in Symbolic Models

Most existing tools and methods using the symbolic approach to protocol security
are tailored for the analysis of trace properties, which encompass central security
goals such as confidentiality and authentication [16,35,136]. However, many other
relevant security properties are best expressed as equivalence properties. These in-
clude the security against off-line guessing attacks [4, 36, 79], strong secrecy [46]
(an attacker cannot distinguish between the intended secret and a randomly gener-
ated value), electronic voting anonymity (an attacker cannot distinguish two vote
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assignments that differ by swapping two voters’ votes [93]) and RFID untraceabil-
ity (the attacker cannot tell whether two transactions were made by the same RFID
tag [13]).

1.1.1 The Applied-Pi Calculus

The applied-pi calculus, first introduced in [6], is a process algebra designed for
the analysis of security protocols. It extends the original pi calculus [126] by in-
troducing equational theories, which are necessary for its purpose of analyzing
security protocols. It is more general than the similar spi calculus [7] because it
allows arbitrary equational theories, in contrast with the fixed set of cryptographic
primitives modeled by the spi calculus. In the applied-pi calculus, protocol partic-
ipants are represented as processes, passing messages to each other via channels.
Protocols are represented by the parallel composition of processes representing its
participants. In this fashion it is possible to model the most important aspects of
security protocols and the hostile environment in which they are designed to be
executed: the possibility of each agent executing several sessions of possibly more
than one security protocol by sending and receiving messages over communication
channels, without a priori guarantees concerning the identity of its communication
partners. In this model, the attacker is often represented as a context, able to send
and read messages sent over channels that are not explicitly secret. In this fashion
an attacker is able to redirect messages from one channel to another, a mechanism
by which it may impersonate agents, prevent messages from being delivered or
replace them with messages of its own choosing.

The applied-pi calculus is one of the most successful formalisms for symbolic
security protocol analysis: Many important security notions have been defined and
analyzed using the applied-pi calculus [13, 14, 36, 72, 93, 117], and the calculus it-
self has been the subject of significant research [15,92,99]. In particular, both no-
tions of equivalence studied in this thesis, static equivalence and trace equivalence,
have been formalized using the applied-pi calculus, and our symbolic probabilistic
framework uses the notion of applied-pi calculus frames to represent an attacker’s
knowledge.

1.1.2 Static Equivalence

Static equivalence is used to model the notion that an attacker cannot distinguish
between two sequences of messages. Its main limitation is that it is a static prop-
erty, i.e., it only considers a fixed protocol execution without taking into account
the communication between the agents and how an attacker may be able to interfere
with it.

The first paper to study the decidability of deduction and static equivalence un-
der general and abstract classes of equational theories was [5]. ProVerif [45] can
be used to decide static equivalence and even use it to verify equivalence proper-
ties in a dynamic setting, taking into account attacker inputs to the network [49].
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More recently, the YAPA [37] and KISS [69] tools implement efficient and general
decision procedures for both problems. Other existing decidability results cover
monoidal theories and other AC (associative-commutative) equational theories, in-
cluding theories representing abelian groups [5, 82].

1.1.3 Trace Equivalence

Trace equivalence is another equivalence notion. It intuitively represents the prop-
erty that, given the output of two execution traces generated by one of two distinct
processes, the attacker cannot tell which of the two processes was used to gener-
ate the given trace. Trace equivalence has been used to model and reason about
several important security properties relevant in the analysis of a broad range of
protocols. Such security properties include unlinkability and anonymity [13, 68]
(crucial, for example, in the analysis of RFID protocols [55,141]), strong notions of
secrecy [46], resistance to off-line guessing attacks [36], and voting secrecy [93]).
Hüttel shows that trace equivalence in the spi calculus is decidable for bounded
processes and undecidable in the unbounded case [112].

In [64] it is shown that the problem of deciding trace equivalence in the applied-
pi calculus can be reduced to the problem of deciding equivalence between sets of
constraint systems. Constraint systems are a widely known technique in symbolic
security protocol analysis, and techniques for solving constraint systems under a
broad range of equational theories have been given, e.g., in [56, 58, 66, 70, 80, 94,
125].

Indeed, most existing procedures for deciding trace equivalence rely on con-
straint solving techniques: [36] and [67] provide decision procedures for the prob-
lem of trace equivalence of bounded, simple processes with trivial else branches
under subterm convergent equational theories. [64, 65] provides another decision
procedure which considers a more restricted set of cryptographic primitives (sym-
metric and asymmetric encryption, hashing, pairing, and digital signatures), but a
broader class of processes that need not be simple and may have non-trivial else
branches. Non-trivial else branches allow reasoning about protocols in which a
participant may test two terms for equality and take some action other than simply
aborting in case the two are not equal, such as the e-passport protocol discussed
in [13]. A recent implementation of this procedure is described in [62]. Another
decision procedure is given in [91] for simple processes with trivial else branches
and group theories, namely XOR and Abelian groups, with an additional unary
homomorphic function symbol.

AKISS is a tool that can be used to decide trace equivalence of bounded
processes with trivial else branches under optimally-reducing equational theo-
ries [61]. It is different from other existing algorithms in that it uses a resolution-
based technique, as opposed to the constraint solving technique of other approaches.
Termination is conjectured but not proved for subterm convergent theories.
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1.1.4 Other Equivalence Properties in Security Protocol Analysis

Several other useful notions of process equivalence exist for the applied-pi calculus
[49, 81, 92]. An excellent summary is provided in [65]. Testing equivalence [7] is
closely related to trace equivalence: it is implied by it, and coincides with it for
image-finite processes, such as processes without replication [65].

In the context of the spi calculus, [101] and [139] present tools for verifying
testing equivalence and open bisimulation, respectively. Note that in the spi calcu-
lus only a fixed set of common cryptographic primitives is considered. Since [49],
ProVerif has been able to verify diff-equivalence, an equivalence notion stronger
than observational equivalence, and [63] extends the scope of equivalence notions
handled by this tool. [81] shows that observational equivalence and trace equiv-
alence coincide for a class of processes called determinate processes and gives
a procedure for deciding the observational equivalence of (bounded) simple pro-
cesses with trivial else branches.

1.2 Strengthening Symbolic Models

Much research has been devoted to bridging the gap between symbolic and compu-
tational models. Such works aim to combine the automatability of symbolic meth-
ods with the strong security guarantees provided by computational approaches, as
discussed in the introduction to this section. [48] and [85] provide excellent sur-
veys of such works. We can broadly classify these approaches into three main
directions: computational soundness results, automating computational security
proofs, and the more recent computationally complete symbolic attacker frame-
work. The state of the art in each of these approaches is discussed in greater detail
in the following sections.

1.2.1 Computational Soundness Results

Computational soundness results aim to find security properties of cryptographic
primitives that are sufficiently strong to ensure that symbolic security (easier to
verify) implies computational security (much stronger).

The first such result was presented in Abadi and Rogaway’s seminal paper [9].
Such results now exist using both trace mapping approaches [124] and the simu-
latability framework [25], for a variety of equational theories, and considering dif-
ferent security properties. Results now exist for passive and active adversaries un-
der symmetric [9,22] and public-key encryption [24,111,124], hash functions [106],
modular exponentiation [54], bilinear pairings [116], zero-knowledge proofs [18],
and non-malleable commitment [104]. Soundness results for equivalence proper-
ties also exist for symmetric and public-key encryption, hash functions, and digital
signatures [71, 84, 86, 113]. Significant effort has also been devoted to weaken-
ing the assumptions on the cryptographic primitives, e.g. by considering length-
revealing encryption systems [11] or key-dependent message security [23,52], and
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to broadening the class of protocols covered by such results [20], e.g. by analyzing
key exchange protocols [89, 118]. More recently, [21] offers a soundness result
for ProVerif [45].

The limitations of these results include the very strong assumptions on the
security of cryptographic primitives, the requirement that messages are tagged so
that their structure is known to any observer, and the difficulty of extending the
results to new cryptographic primitives, which usually involves re-doing most of
the work. More recent papers aim to solve some of these limitations, e.g. by
establishing composability results for the computational soundness of a class of
primitives [51].

1.2.2 Automated Computational Security Proofs

Another line of research is to obtain computational security proofs in an auto-
mated, machine-assisted, or machine-checkable manner. This is typically done by
a sequence of transformations between different formulations of security proper-
ties. The technique is to ensure that each of these transformations preserves the
desired security properties up to a negligible probability, and to reach a final for-
mulation which is trivially equivalent to the desired security property. In this way
computational security properties may be proved automatically, and such methods
may sometimes provide upper bounds on the probability of an attack.

The original ideas in this direction were first presented in [19, 50, 110]. Today
various tools and frameworks exist for this task, such as CryptoVerif [47], Cer-
tiCrypt [31] and EasyCrypt [29]. [30] introduces a logic for reasoning about cryp-
tographic primitives in such models, and [87] uses automated methods to reason
about the computational security of asymmetric encryption. Typically termination
is not guaranteed in such approaches, and lack of a proof does not necessarily en-
tail the existence of an attack (i.e., these methods may output “I don’t know” [48]).
However, attacks may often be obtained by the human inspection of a failed secu-
rity proof.

1.2.3 The Computationally Complete Symbolic Attacker

The computationally complete symbolic attacker framework is a more recent re-
search direction originally proposed in [27]. Rather than using a symbolic repre-
sentation of the actions which an attacker may take, this framework relies on a sym-
bolic representation of the actions that an attacker may not take as a consequence
of the security properties assumed for the primitives considered. Security prop-
erties may thus be modeled as reachability properties, as is the case in traditional
symbolic methods. Moreover, such a framework may provide security results with
much weaker assumptions than those required by computational soundness results:
For example, dynamic corruption and key-cycles are allowed, and bitstrings are not
assumed to be tagged, i.e., unambiguous parsing of bitstrings is not required [28].
This framework has been used for a complete analysis of a security protocol for
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the first time in [26]. [73] shows that satisfiability can be decided in polynomial
time for the class of clauses considered in this framework, thereby showing that
this security protocol analysis technique is amenable to automated reasoning.

1.3 Contributions

In this thesis we give two main contributions towards the automation of security
protocol analysis. First, we present new algorithms for deciding static equivalence
and trace equivalence. Second, we introduce a new framework for the automated,
symbolic probabilistic analysis of security protocols. Within this framework it
is possible to express security relevant properties of cryptographic primitives that
can be exploited by an attacker and that are out of the scope of existing symbolic
methods, thereby strengthening the security guarantees that can be automatically
obtained. We now discuss each of these contributions in greater detail.

1.3.1 The FAST Algorithm and Tool

The FAST algorithm and tool is an efficient decision procedure for static equiva-
lence under subterm convergent equational theories. It takes advantage of a DAG-
representation of terms (as in [5, 69]) and of several properties of subterm con-
vergent equational theories to significantly optimize the saturation procedure in
which most existing techniques for deciding static equivalence rely. In particular,
the algorithm does not rely in unification in any way, instead performing a form of
matching which is sufficient for reasoning about these equational theories.

As a result of these optimizations, FAST achieves a significantly better asymp-
totic complexity than other tools for the same task [37, 69], albeit with a narrower
scope. The practical results show that FAST is also significantly faster in practice:
for many examples, FAST terminates in under a second, whereas other tools take
several minutes.

The theoretical algorithm has first been published in [76]. Its implementation
as the FAST tool is described, and its performance analyzed, in [77]. Both are joint
work with David Basin and Carlos Caleiro.

1.3.2 Symbolic Verification of Equivalence Properties

We present a constraint solving procedure for deciding the equivalence of con-
straint systems under equational theories generated by convergent rewriting sys-
tems for which a finitary unification algorithm exists. This procedure supports
constraint systems with negative constraints but not sets of constraint systems. Re-
lying on the results of [65], we show that such a procedure can be used to decide
the trace equivalence of bounded simple processes, a class of processes first defined
in [81] which is expressive enough to model most security protocols. Our proce-
dure uses a few techniques which we believe can be used for symbolic reasoning
in general, and especially in constraint solving.
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Generalized frames. First, we introduce the notion of generalized frame. As is
usual, we consider a set of recipes that represent ways in which messages can be
built, by using function symbols, publicly known names, and the terms in the range
of the frame. However, our notion of generalized frame differs from traditional
applied-pi calculus frames because terms in such a frame may contain recipe vari-
ables, i.e., variables which are instantiated by recipes rather than by terms. This
idea is not entirely novel: It has long been used in constraint systems (somewhat
implicitly), expressed as the requirement that variables representing adversary in-
puts must be deducible given the attacker’s knowledge when the message is sent.
Moreover, the deduction facts used in the KISS algorithm [69] use a similar idea:
intuitively, these facts may be used to express that a term with a hole is deducible
as long as the hole is filled with a deducible term. Note that these two uses are in
fact distinct: Variables in constraint solving algorithms must always be instantiated
with the same recipe, corresponding to the recipe used by the attacker to compute it
before sending it over to the network; in contrast, variables occurring in deduction
facts are used to finitely represent an attacker’s knowledge in the presence of cer-
tain equational theories (such as blind signatures or trap-door commitment), and
they may be instantiated with different recipes. We allow these recipe variables
in the frame representing the attacker’s knowledge, with the constraints imposed
on variables corresponding to attacker inputs being captured by means of our de-
ducibility constraint system. In this way, a single uniform technique may be used
to reason about the complex equational theories considered and the deducibility
constraint system to be solved.

Φ-unification. Related to the first technique, we introduce the notion of Φ-unifi-
cation, i.e., unification with respect to a (generalized) frame. Such a unification
problem may contain variables of two types: term variables and recipe variables,
with the former being instantiated with terms, as usual, and the latter with recipes,
as described in the paragraph above. Recipes are then mapped to terms by the
frame Φ. A solution of such a problem is a pair of substitutions (α, γ), with α
being a term substitution as usual and γ a recipe variable substitution. By using
these two types of variables we are able to reason about equivalence properties in
constraint systems, which require reasoning about the recipes used by the attacker
to deduce a message. We show that, despite Φ-unification being syntactical, com-
plete sets of Φ-unifiers do not necessarily exist. We present a sound but possibly
non-terminating algorithm for Φ-unification.

D-saturation. Finally, we introduce the notion of D-saturation. Frame satura-
tion has been extensively used to reason about static equivalence by finitely and
conveniently representing all the terms deducible by an attacker [5, 37, 69, 76].
D-saturation is a generalization of this notion in the presence of deducibility con-
straints: In such a context, it is possible that an attacker can deduce either a term t
or a term t′ but, because deducing each of them requires sending different messages
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over the network at some step of the protocol execution, he is not able to deduce
both. Therefore, a D-saturation consists of a set of pairs (θ,ΘF (θ)), in which θ
is an instantiation of the variables in the constraint system (corresponding to the
variables which represent attacker inputs to the network), and ΘF (θ) represents a
saturation of the resulting frame, providing a finite representation of the attacker’s
knowledge when θ represents the messages he has sent during protocol execution.
We define D-saturation, analyze its properties, and provide an algorithm for com-
puting them. As our Φ-unification algorithm, our D-saturation algorithm is sound
but possibly non-terminating.

Termination of our constraint solving procedure depends only on the termina-
tion of the Φ-unification and D-saturation procedures. We conjecture that these
procedures always terminate for the class of inputs that may occur when the equa-
tional theory considered is subterm convergent. Moreover, we believe that it is
possible to generalize our technique so that it can be used for deciding the equiva-
lence of sets of constraint systems. For these reasons, we believe that these notions
are of independent interest.

Related work. A brief summary of existing procedures for deciding trace equiv-
alence is given in Section 1.1.3. Our procedure handles a more general set of
equational theories and processes than [36, 67], and a more general set of equa-
tional theories than [64,65]. However, [64,65] handles a wider class of processes
(not necessarily simple). Moreover, unlike these two algorithms, no termination
result exists for our procedure. Compared to AKISS [61], our algorithm handles
a more general set of equational theories and an incomparable set of processes:
namely, AKISS handles processes that are not necessarily simple, but does not
support non-trivial else branches.

In conclusion, our procedure handles the largest class of equational theories
among those currently proposed, and it is the only procedure besides [65] to han-
dle non-trivial else branches. However, it can only handle deterministic processes,
and we have not proven any termination result. Table 1.1 provides a quick overview
of related work with respect to the class of equational theories and processes han-
dled, termination guarantees and the existence of an implementation.

Table 1.1: Trace Equivalence Decision Procedures
Equational Theories Processes (Bounded) Termination Implementation

This Finitely Unifiable Deterministic No No
[36] Subterm Convergent Deterministic, trivial else Yes No
[65] Standard DY Any Yes Yes ( [62])
[61] Optimally Reducing Trivial else No Yes

1.3.3 Symbolic Probabilistic Analysis of Security Protocols

The last main contribution of this thesis is a framework for the symbolic probabilis-
tic analysis of security protocols. This framework represents a fundamentally new
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approach to strengthening the security guarantees provided by automated methods,
which is in a sense dual to current research that aims to bridge the gap between
symbolic and computational models (discussed in Section 1.2): Rather than as-
suming strong security properties of cryptographic primitives and using them to
prove security, we explicitly describe (computational) weaknesses of cryptographic
primitives and random number generation algorithms and use them to find attacks.
In other words, our approach is designed for attack-finding rather than for security
verification.

A case for stronger attack-finding. We believe that there is a strong argument
for the usefulness of such an approach. Indeed, security protocols may be flawed
by simple implementation details or weaknesses of the underlying cryptographic
primitives [40, 143]. Moreover, commonly used cryptographic primitives do not
satisfy the security properties required for most computational soundness results:
Elgamal encryption [105] does not provide IND-CCA security [143], and admits a
so-called second decryption function which allows an attacker to learn a plaintext
without knowing the (private) decryption key, by using the (public) encryption key
and the random coins used in the encryption. Naive RSA [134] implementations
do not employ probabilistic encryption, and in any case public keys are easily dis-
tinguishable from random bitstrings [40]. Moreover, linear and differential crypt-
analysis techniques exist for a variety of commonly used symmetric encryption
and hashing schemes [12, 42, 96, 97, 122, 123, 133]. While such schemes may not
be completely broken (as is the case of MD5, e.g. [138]), they may nevertheless
leak partial information which may be used by an attacker. Similarly, side-channel
attacks can be deployed by an attacker to obtain partial knowledge about a secret
message [10, 43, 107, 109, 131].

In practice, such cryptographic primitives are often deployed, rendering in-
applicable the security guarantees provided by most computational methods and
computational soundness results. Therefore, finding attacks that rely on such weak-
nesses is important, and may lead to changing industry standards more effectively
than simply proving the security of a given protocol without showing how deployed
protocols (or implementations thereof) may be attacked.

Finally, symbolic methods are also ill-suited for the analysis of protocols that
necessarily rely on weak primitives for one reason or another. Such protocols in-
clude those using Short Authentication Strings (SAS) [119,120,142,144], in which
the strings used for authentication must be manually or visually checked by a hu-
man, and distance-bounding protocols relying on rapid-bit exchange [53, 129],
where the messages transmitted are multiple individual bits and security guaran-
tees rely on the implausibility of the attacker guessing all of them. Such protocols
are amenable to analysis with our probabilistic framework.

Our contribution. Our framework can be used to model security relevant prop-
erties of cryptographic primitives and their implementations by means of relations
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between the input and the output of cryptographic primitives. Despite using a
fairly simple language for describing such properties, our framework can be used to
model, for example, random number generation algorithms that generate bitstrings
representing primes of a certain length, hash function that leak partial information
about the original message, or cryptosystems whose valid public keys have some
recognizable structure. More complex properties, such as those employed in differ-
ential cryptanalysis, can also be modelled, as in [128]. The specified properties can
then be used to find attacks and to estimate their success probability. Such proper-
ties cannot be modeled by existing symbolic methods and often lead to attacks on
real-world implementations.

We model cryptographic functions using a generalized random oracle model.
Given a specification of the cryptographic primitives used and their properties,
symbolic terms are sampled to bitstrings in a way that ensures that the specifi-
cation properties are always satisfied, but otherwise functions behave as random
oracles. Under reasonable assumptions on the specification, we can define such
generalized random oracles and prove that they yield valid probability measures.
We believe that this model is interesting in its own right. It is a non-trivial gener-
alization of the standard random oracle model for hash functions, and it captures
the intuitive idea that cryptographic primitives satisfy stated properties (which may
be exploited by an attacker) but otherwise behave ideally. Moreover, we show that
probabilities in this model can be effectively computed, and we provide a prototype
implementation that calculates these probabilities.

We illustrate the usefulness of our framework by representing the redundancy
of RSA keys and using this to model and estimate the success probability of off-line
guessing attacks on variants of the EKE protocol [40]. Although these attacks are
well-known, their analysis was previously outside the scope of symbolic methods.

This symbolic probabilistic framework for security protocol analysis is joint
work with David Basin and Carlos Caleiro, and it has been published in [78].

1.4 Outline

In Chapter 2 we introduce the basic definitions that are used throughout this thesis.
Namely, we provide a brief description of the applied-pi calculus, and introduce
our treatment of frames and equational theories. Chapter 3 describes the FAST

algorithm and tool. We provide a detailed complexity analysis and compare it
with that of competing tools. The algorithm’s performance is also assessed empir-
ically by means of a set of benchmarks. Chapter 4 describes our constraint-solving
based procedure for deciding the trace equivalence of simple bounded processes.
In Chapter 5 we present our symbolic probabilistic framework for the analysis of
security protocols. As a case study, we analyze different attacks on the EKE proto-
col (described in [40]) to show how our framework can be used to find non-trivial
attacks that depend on weaknesses of the cryptographic primitives being used. Fi-
nally, we summarize our contributions and outline future work in Chapter 6.
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To keep the presentation as simple and readable as possible, we present most
of our proofs in separate Appendices. Proofs for the results presented in Chapters
3, 4 and 5 can be found in Appendices A, B and C, respectively.



Chapter 2

Background and Basic Definitions

In this section we introduce the applied-pi calculus, a symbolic formalism which
we use to reason about security protocols, as well as notation and technical notions
used throughout this thesis.

2.1 The Applied-Pi Calculus

The applied-pi calculus is a symbolic formalism for modeling security protocols.
Messages are represented as terms in a term algebra. Protocol participants are rep-
resented as processes, passing messages to each other via channels. Protocols are
represented by the parallel composition of the processes representing the protocol
participants.

In this section we briefly introduce the most important definitions in the applied-
pi calculus. We closely follow the presentation given in [65], since our proce-
dure for deciding trace equivalence relies on the reduction of trace equivalence of
bounded processes to symbolic equivalence of constraint systems presented there.

2.1.1 Term Algebra

We assume fixed disjoint, countably infinite sets Nb, Nc, Xb and Xc of names of
base type, names of channel type, variables of base type, and variables of channel
type, respectively. We write X for the set Xb ∪ Xc of all variables. We also fix
a finite signature Σ =

⊎
n∈N Σ containing function symbols, with Σn containing

the symbols of arity n. We write ar(f) for the arity of a function symbol f ∈ Σ.
Given a set A of atoms, TΣ(A) is the set of Σ-terms over A, i.e., A ⊆ TΣ(A)
and f(t1, . . . , tn) ∈ TΣ(A) whenever t1, . . . , tn ∈ TΣ(A) and f ∈ Σn. Terms in
the applied-pi calculus are elements of TΣ(Nb ∪X ); ground terms are elements of
TΣ(Nb).

Associated to the signature Σ is an equational theory =E, i.e., a congruence
relation on the set of terms that is closed under sort-respecting substitution of terms
for variables (that is, substitutions that replace variables of base type and channel

13



14 CHAPTER 2. BACKGROUND AND BASIC DEFINITIONS

type by channel names and terms built over names of base type, respectively).
Equational theories are used to represent algebraic properties of the cryptographic
primitives described by function symbols in Σ.

Example 1. Symbolic models for security protocol analysis typically consider a set
of function symbols representing some of the most commonly used cryptographic
primitives. These usually consist of a hash function, pairing and projection, and
symmetric and asymmetric encryption.

To model these primitives in the applied-pi calculus we use the signature ΣDY

given by ΣDY = ΣDY1 ∪ ΣDY2 ∪ ΣDY3 , where

ΣDY1 = {h, π1, π2, ·pub, ·priv} ,

ΣDY2 =
{
{|·|}· , {|·|}

−1
· , {·}−1

· 〈·, ·〉
}
,

and
ΣDY3 = {{·}··} .

Terms are obtained by using names and variables as atomic terms and applying
the function symbols in ΣDY . The application of function symbols in ΣDY is
interpreted as follows:

• h(M) represents the hash of some term M .

• ·pub and ·priv are functions used to extract a public-private key pair from some
seed term. More concretely, if M is a term, then Mpub is a public key and its
corresponding (inverse) private key is Mpriv.

• 〈M,N〉 is the pairing of terms M and N .

• π1 (respectively, π2) is a projection function: if M is a pair, then π1(M)
(respectively, π2(M)) represents the extraction of the first (respectively, sec-
ond) element of the pair.

• {|M |}K (respectively, {|M |}−1
K ) represents the symmetric encryption (re-

spectively, symmetric decryption) of a term M using term K as key.

• {M}rK represents the (randomized) public key encryption of a message M ,
using K as the encryption key and r as the random coins used in the encryp-
tion.

• {M}−1
K represents the assymmetric decryption of a term M using term K as

the decryption key.

The equational properties of these primitives are expressed by the equations

π1(〈x, y〉) =E x, π2(〈x, y〉) =E y,{∣∣∣{|x|}y∣∣∣}−1

y
=E x, and

{
{x}zypub

}−1

ypriv
=E x.
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Example 2. In our examples we use a slight variant ΣDY,d of the signature ΣDY

introduced above where asymmetric encryption is deterministic. The signature
ΣDY,d is defined by ΣDY,d =

⋃
n∈N ΣDY,dn , with

ΣDY,d1 = ΣDY1 , ΣDY,d2 = ΣDY2 ∪ {{·}·} ,

and ΣDY,dn = ∅ for all n > 2. The corresponding equational theory =E,d is defined
by the following equations:

π1(〈x, y〉) =E,d x, π2(〈x, y〉) =E,d y,{∣∣∣{|x|}y∣∣∣}−1

y
=E,d x, and

{
{x}ypub

}−1

ypriv
=E,d x.

2.1.2 Processes

Processes in the applied-pi calculus are used to represent protocol participants.
Plain process are defined recursively: 0 is a plain process (the null process) and,
if P,Q are plain processes, n ∈ N , x ∈ X , u ∈ Nb ∪ X , and M,N ∈ TΣ(Nb ∪
X ), then P | Q (parallel composition), !P (replication), νn.P (name restric-
tion), if M = N then P else Q (conditional), in(u, x).P (message input),
and out(u,N).P (message output) are plain processes.

Extended processes are also defined recursively: every plain process is an ex-
tended process and, if A,B are extended processes and n, x,M are as above, then
A | B (parallel composition), νn.A (name restriction), νx.A (variable restriction),
and

{
M/x

}
(active substitution) are extended processes.

An extended process is closed if all its variables are either bound by ν or de-
fined by an active substitution. An evaluation context is an extended process C[ ]
with a hole instead of an extended process. The hole in an evaluation context must
not be under replication or a conditional, and must not be an input nor an output.

As in the pi calculus, names and variables have scopes determined by restric-
tions and by inputs. If A is an extended process, fv(A), fn(A), bv(A) and bn(A)
denote the sets of free variables in A, free names in A, bound variables in A, and
bound names in A, respectively.

Example 3. Figure 1 introduces a simple, toy example of an applied-pi calculus
process. This process will also be used in Chapter 4 to illustrate the definitions
and techniques introduced there. It is meant to ease the presentation and not as a
real-world case study.

The process PE represents the concurrent unbounded execution of the proto-
cols described by processes P 1

E and P 2
E . In Figure 1, A and B are agent names,

KAB represent a symmetric key shared between A and B, and KA and KB repre-
sent the random data used to generate A and B’s asymmetric key pair, respectively.
Note then that KApub and KBpub represent A and B’s public key. γK is used as

shorthand for
{
{|x1|}−1

kIR

}−1

skRpriv

. The names r1, r2 represent random data used to
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randomize asymmetric encryption and are therefore secret. K is used as a sym-
metric session key in P 2

E . Messages M and N are meant to be randomly generated
by the initiator and the responder, respectively, and kept secret.

Pν = νKA. νKB. νKAB.
{
KApub/xA,

KBpub /xB
}

PE = Pν .(!
(
νskR.

(
P 1
E |
{
KApub/pkI,

KBpub /pkR,
KB /skR

}))
| !
(
νskR.

(
P 1
E |
{
KBpub/pkI,

KApub /pkR,
KB /skR

}))
| !
(
νkIR. νskR.

(
PE,2

{
KBpub/pkR,

KB /skR,
KAB /kIR

}))
| !
(
νkIR. νskR.

(
PE,2

{
KApub/pkR,

KA /skR,
KAB /kIR

}))
)

P 1
E = νM. νr1. νr2.

| out
(
c1, {M}r1pkR

)
| (in(c1, y).out

(
c1,
{
{y}−1

skRpriv

}r2
pkI

)
).

P 2
E = νK. νr1. νM. νN. νy.

| (out
(
c2,
{∣∣∣{K}r1pkR

∣∣∣}
kIR

)
.

in(c2, y).

out
(
c2,
{∣∣∣〈{|x2|}−1

K , N〉
∣∣∣}
K

)
)

| (in(c2, y).
out(c2, {|M |}γK ).

in(c2, y).if π1

({∣∣∣{∣∣∣〈{|x2|}−1
K , N〉

∣∣∣}
K

∣∣∣}−1

γK

)
= M

then out
(
c2,
{∣∣∣π2({|x3|}−1

γK
)
∣∣∣}
γK

)
else 0)

Figure 1: The process PE .

Structural equivalence. Structural equivalence is the smallest relation ≡ on ex-
tended processes that is closed under α-conversion of names and variables, by
application of extended processes, and such that A | 0 ≡ A, the operator | is com-
mutative and associative, ν is a binding operator, νx.

{
M/x

}
≡ 0,

{
M/x

}
| A ≡{

M/x
}
| A
{
M/x

}
and, if M =E N , then

{
M/x

}
≡
{
N/x

}
. Structural equiva-

lence is the simplest and strictest form of process equivalence. Intuitively it means
that two processes are the same modulo the equational theory and syntactic details
of the applied-pi calculus.

Structural equivalence allows us to define frames: namely, every closed ex-
tended process A is structurally equivalent to

νn1 . . . nk.
{
M1/x1 , . . . ,

Mn /xn
}
| P
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for some termsM1, . . . ,Mn, some set of names {n1, . . . , nk} ⊆ fn(M1, . . . ,Mn),
and some closed plain process P such that fv(P ) = fv(M1, . . . ,Mn) = ∅ [6].
We write ñ for the set {n1, . . . , nk} and σ for the substitution

{
M1/x1 , . . . ,

Mn /xn
}

.
We say that dom(σ) = {x1, . . . xn}. The process νñ.σ is A’s frame, denoted by
φ(A). A frame is closed if no free variables occur in the range of σ.

Frames represent the knowledge of an eavesdropper who observes all messages
exchanged over the network, but does not take into account the dynamic behaviour
of the process A. The variables in dom(σ) can be seen as handles that refer to the
corresponding messages that are sent over the network.

Internal reduction. The internal reduction relation τ−→ is the smallest relation on
extended processes closed under structural equivalence and application of evalua-
tion contexts such that

• out(a,M).P | in(a, x).Q
τ−→ P | Q

{
M/x

}
;

• if M =E N , then if M = N then P else Q
τ−→ P ;

• if M 6=E N and M,N are ground terms, then
if M = N then P else Q

τ−→ Q.

Operational semantics. The operational semantics of the applied-pi calculus is
given by a transition relation `−→, combining the labeled transition rules in Figure
2 with the internal reduction rules defined above. Note that all rules are considered
modulo structural equivalence. Given an extended process, `−→ specifies which ac-
tions are allowed on that process. Actions include sending a message on a channel,
accepting a message on a channel, and opening a channel. Transitions are labeled
with the corresponding action, i.e., a transition corresponding to an action α is
denoted by α−→.

2.1.3 Process Equivalences

Static equivalence. Two terms M andN are equal in a frame φ = νñ.σ, written
(M =E N)φ, if ñ∩ (fn(M)∪ fn(N)) = ∅ and Mσ =E Nσ. Two closed frames
φ = νñ.σ and φ′ = νñ′.σ′ are statically equivalent, written φ ∼s φ′, iff for all
terms M,N we have (M =E N)φ iff (M =E N)φ′.

Trace equivalence. LetA be the (infinite) set of actions on a process (defined by
the labeled transition relation `−→), with τ representing a distinguished unobservable
action. If w ∈ A∗, the transition relation w−→ is defined as expected; if s ∈ (A \
{τ})∗, then A s

=⇒ B if there is w ∈ A∗ such that A w−→ B and s is obtained from w
by removing all occurrences of τ . Thus,A s

=⇒ B means that there exists a sequence
of actions that transform the extended process A into the extended process B and
such that s is the sequence of its observable actions.
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IN in(a, y).P
in(a,M)−−−−−→ P

{
M/y

}
OUT-CH out(a, c).P

out(a,c)−−−−−→ P

OPEN-CH
A

out(a,c)−−−−−→ A′ c 6= a

νc.A
νx.out(a,x)−−−−−−−→ A′

OUT-T out(a,M).P
νx.out(a,x)−−−−−−−→ P |

{
M/x

}
(if x /∈ fv(P ) ∪ fv(M))

SCOPE
A

`−→ A′ u does not occur in `

νu.A
`−→ νu.A′

PAR
A

`−→ A′ bv(`) ∩ fv(B) = ∅

A | B `−→ A′ | B

STRUCT
A ≡ B B

`−→ B′ B′ ≡ A′

A
`−→ A′

where a, b ∈ Nc, x ∈ Xb, and y ∈ Xb ∪ Xc.
Figure 2: Transition rules in the applied-pi calculus.

If A and B are extended processes, we write A vt B if, for all s and A′ such
that A s

=⇒ A′, there exists a B′ such that B s
=⇒ B′ and φ(A′) ∼s φ(B′) (i.e., φ(A′)

and φ(B′) are statically equivalent). A and B are statically equivalent if A vt B
and B vt A. Intuitively, this means that for any sequence of actions that can be
observed on process A, the same sequence of actions can be observed on process
B, and the final resulting frames are statically equivalent. This models the fact that
an observer cannot tell which process A or B he observes.

2.2 Our Framework

Given a function f , we denote by dom(f) and ran(f) its domain and range, re-
spectively. When X ⊆ dom(f), we write f [X] for the image of X under f , that
is, f [X] = {f(x) | x ∈ X}. If Y is a set, we write f |Y for the restriction of f to
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Y , so that f |Y = {y 7→ f(y) | y ∈ Y }. The notation id(X) is used to denote the
identity function {x 7→ x | x ∈ X} of a set X . We write f : A 9 B to denote a
partial function f from A to B.

2.3 Terms and Recipes

Signatures. We assume fixed a signature Σ as in the definition of the applied-pi
calculus above, and define term algebras TΣ(X) in the same way. We also assume
fixed countably infinite, pairwise disjoint sets N and X of names and variables,
respectively. Variables in our framework are used as handles for the messages
transmitted over a network, as in the applied-pi calculus, and in equational reason-
ing.

The set sub(t) of subterms of a term t is defined recursively as usual:

• if t ∈ X , then sub(t) = {t}, and

• if t = f(t1, . . . , tn), then

sub(t) = {t} ∪

(
n⋃
i=1

sub(ti)

)
.

The set psub(t) of proper subterms of t is defined by psub(t) = sub(t) \ {t}.
If t ∈ TΣ(X), we use names(t) = sub(t) ∩ N , and vars(t) = sub(t) ∩ X

to denote, respectively, the sets of names and variables occurring in t. We extend
these notions as expected to sets T ⊆ TΣ(X): thus, names(T ) =

⋃
t∈T names(t),

and analogously for vars(T ). For simplicity, we write c instead of c() if c ∈ Σ0.
We define the head of a term t = f(t1, . . . , tn) by head(t) = f .

The set of positions pos(t) ⊂ N∗ in a term t and the notion of subterm t |p of t
at position p ∈ pos(t) is defined recursively as follows:

• ε ∈ pos(t) and t |ε= t, where ε is the empty sequence;

• if p ∈ pos(t), t |p= f(t1, . . . , tn), and i ∈ {1, . . . , n}, then p.i ∈ pos(t) and
t |p.i= ti, where p.i represents the sequence obtaining by appending i to the
end of the sequence p.

Substitutions. A substitution is a function σ with finite domain; as usual, we
write xσ instead of σ(x) for x ∈ dom(σ). For any sets X , Y and Z, a substitution
σ : X → TΣ(Y ) has an homomorphic extension σ̂ : TΣ(X ∪ Z) → TΣ(Y ∪ Z)
defined by tσ̂ = tσ if t ∈ X , tσ̂ = t if t ∈ Z \ X , and f(t1, . . . , tn)σ̂ =
f(t1σ̂, . . . , tnσ̂) if f ∈ Σn and t1, . . . , tn ∈ TΣ(X ∪ Z). As usual, we abuse
notation by using the symbol σ to refer also to σ̂. A variable substitution is a
substitution α : X 9 TΣ(N ∪X).
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Frames and Recipes. A frame is a pair (ñ, σ), written υñ.σ, where ñ ⊆ N is
a finite set of names and σ : X 9 TΣ(N ) is a substitution with finite domain.
As in the applied-pi calculus, names in ñ represent fresh data generated by agents
and thus unavailable to the attacker, and σ represents the messages learned by the
attacker by eavesdropping on the network. Given a frame φ = υñ.σ, we define the
set of φ-recipes T (φ) by T (φ) = TΣ((N \ ñ) ∪ dom(σ)). We say that terms in
σ[T (φ)] are the terms constructible from φ.

We often abuse notation by associating a frame with its corresponding substi-
tution. Thus, if φ = νñ.σ is a frame, we define the domain of φ by dom(φ) =
dom(σ) and, if x ∈ dom(σ), we define xφ = xσ. Moreover, if ζ is a φ-recipe, we
may also write ζφ instead of ζσ, and φ[T (φ)] instead of σ[T (φ)].

2.4 Equational Reasoning

Rewriting systems. A rewrite rule is a pair (l, r), written l → r, where l, r ∈
TΣ(X ) and vars(r) ⊆ vars(l). A rewriting systemR is a finite set of rewrite rules.
We denote by RL the set of left-hand sides of rewrite rules in R, that is, RL =⋃

(l→r)∈R {l}. We define nvars(R) = maxl∈RL |vars(l)| to be the maximum
number of variables occurring in the left-hand side of a rewrite rule inR.

Given a rewriting systemR, theR-rewriting relation→R ⊆ TΣ(Y )× TΣ(Y )
on TΣ(Y ) is, as usual, the smallest relation such that:

• if (l→ r) ∈ R and α : vars(l)→ TΣ(Y ) is a substitution, then lα→R rα;

• if f ∈ Σn, t1, . . . , tn, t′i ∈ TΣ(Y ), and there exists i such that 1 ≤ i ≤ n
and ti →R t′i, then f(t1, . . . , ti, . . . , tn)→R f(t1, . . . , t

′
i, . . . , tn).

Note that we assume thatX ∩Y = ∅. We denote by→∗R the reflexive and transitive
closure of→R.

A rewriting system R is confluent if, for all terms t ∈ TΣ(Y ), if t →∗R t′

and t →∗R t′′, then there exists t∗ ∈ TΣ(Y ) such that t′ →∗R t∗ and t′′ →∗R t∗.
R is terminating if there exists no infinite rewriting sequence, i.e., there exists no
sequence (ti)i∈N such that, for all i ∈ N, ti ∈ TΣ(Y ) and ti →R ti+1. R is
convergent if it is confluent and terminating.

A R-normal form of t ∈ TΣ(Y ) is a term t↓ ∈ TΣ(Y ) such that t→∗Rt↓
and no rewrite rules apply to t↓, that is, there is no term t′ ∈ TΣ(Y ) such that
t↓→Rt′. If R is convergent, then each t ∈ TΣ(Y ) has a unique normal form
t↓R (c.f., e.g., [17]). We write t↓ when R is clear from the context. In this case,
it is simple to check that the relation ≈R ⊆ TΣ(Y ) × TΣ(Y ) given by ≈R=
{(t, t′) | t↓R = t′ ↓R} is a Σ-congruence. We say that≈R is the equational theory
generated by R on TΣ(Y ). If f : X → TΣ(Y ), we may write f ↓ for the function
defined by f ↓ (x) = f(x)↓ for all x ∈ X .

We say that a rewriting system is subterm convergent if r ∈ sub(l) ∪ Σ0 and
l /∈ Σ0 for all (l → r) ∈ R. We say that equational theories generated by subterm
convergent rewriting systems are subterm theories.
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Throughout this thesis we always use equational theories generated by conver-
gent rewriting systems; therefore, for simplicity, we often replace the symbol ≈R
by simplyR.

Example 4. Orienting from left to right the equations that define =E in Example 1,
we obtain a subterm convergent rewriting systemRDY representing the equational
properties of standard cryptographic primitives. This rewriting system is a standard
representation of the capabilities of a symbolic attacker in an environment employ-
ing the most commonly used cryptographic primitives, and we use it frequently for
our examples and as a case study.

Similarly, orienting from left to right the equations that define =E,d in Example
2 yield a subterm convergent rewriting systemRDY,d.

2.5 Central Problems

Deducibility. We say that a term t is deducible from φ underR, and write φ `R t,
if there is a t′ ∈ φ[T (φ)] such that t′ ≈R t.

Static equivalence. Given two frames φ = υñ.σ and φ′ = υñ′.σ′, we say that
φ and φ′ are statically equivalent under R, and write φ ≈sR φ′, if T (φ) = T (φ′)
(i.e., ñ = ñ′ and dom(σ) = dom(σ′)) and, for all t, t′ ∈ T (φ), tσ ≈R t′σ if and
only if tσ′ ≈R t′σ′.

2.6 Off-line Guessing

Equivalence notions are well-suited for modeling off-line guessing attacks [4, 36,
79]. Suppose that a nonce g has low entropy. This may occur, for example, if g
is a human-picked password. In this case, an attacker may choose a small set of
bitstrings with a high probability of containing the bitstring represented by g. The
attacker can then use each of these bitstrings as his guess for the password. The
attack is successful if he can verify which of these guesses is correct.

In our study of security against off-line guessing attacks we consider the se-
curity of protocols as well as the security of particular protocol executions. Intu-
itively, a particular protocol execution is secure against off-line guessing attacks
if, after observing (or possibly participating in) that execution, the attacker can-
not perform (off-line) computations to validate or refute each of his guesses of the
weak secret considered. As expected, a protocol is secure against off-line guessing
if all executions of the protocol (in which the attacker may participate) are secure
against off-line guessing attacks. We refer to off-line guessing given a particu-
lar protocol execution as static off-line guessing and to off-line guessing given a
protocol as dynamic off-line guessing.

Off-line guessing is one of the simplest examples of equivalence properties
used for security protocol analysis. We apply our models to the analysis of security
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against off-line guessing attacks in both static (Chapters 3 and 5) and dynamic
(Chapter 4) contexts.

We now present each of these problems in more detail.

2.6.1 Static Off-line Guessing

The following definition captures the intuition of (static) off-line guessing de-
scribed above in the context of the applied-pi calculus and is standard in the lit-
erature, e.g. [4, 36].

Definition 1. Let R be a convergent rewriting system, φ = υñ.σ be a frame, and
g ∈ N be a name. Fix some fresh name w ∈ N \ (sub(ran(σ)) ∪ {g}) and define
φg and φw by

φg = υ(ñ ∪ {w}).(σ ∪ {xn+1 7→ g}),
φw = υ(ñ ∪ {w}).(σ ∪ {xn+1 7→ w}).

We say that φ allows an off-line guessing attack of g underR if φg 6≈sR φw.

Note that this definition is independent of the particular choice of the name w.
Intuitively, the attacker’s guess can be seen as a message in the network. The

attacker does not know beforehand if his guess is correct, but he can check this
if he can distinguish a frame in which xn+1 stands for a random name w from a
frame in which xn+1 stands for the guessed name g.

This is the notion of off-line guessing we use in Chapter 3. In Chapter 5 we
present a symbolic framework for the analysis of protocol security against a more
powerful attacker who can use (some forms of) cryptanalysis and apply it to the
study of static security against off-line guessing. The framework used to express
the capabilities of such an attacker, and the corresponding notion of security against
off-line guessing, are defined there.

2.6.2 Active Off-line Guessing

Protocol security against dynamic off-line guessing can be modeled as trace equiv-
alence between processes representing an execution of the protocol (or protocols)
considered followed by the leakage on a public channel of either the weak secret
considered (representing a successful guess) or some fresh name (representing an
unsuccessful guess). The standard technique is to admit a bounded number of ses-
sions and consider all possible message interleavings that may occur within that
number of sessions. The only remaining source of infinity in the analysis is then
the attacker inputs to the network. To overcome this limitation, attacker inputs are
represented symbolically: That is, whenever a protocol participant expects a mes-
sage from the network, that message is represented as a variable which must be
instantiated with a term that the attacker may deduce at that point of the execution
of the protocol. [57, 58, 70, 125]

In the case of the example process PE introduced in Example 3 we will also
consider that the protocols are now executed in the presence of an adversary C,
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and we assume fixed a particular interleaving of the messages exchanged over the
network that we will use in a running example throughout Chapter 4.

Example 5. Recall the extended process PE described in Example 3. Suppose that
KAB is a weak key and we want to test whether an attacker can successfully mount
an off-line guessing attack of it. We assume that the attacker C is a legitimate user
of the network: i.e., C has a public key KCpub available to all agents and access to
the corresponding key seed KC, and shares symmetric keys KAC and KBC with
the remaining agents.

Since our procedure only works for bounded processes, we must consider par-
ticular protocol runs, each specifying all protocol interleavings and branching, in
the presence of an active adversary. Because we consider input from the envi-
ronment (i.e., the attacker), the tree of possible executions is infinitely branching.
Nevertheless, the problem can be decided by considering symbolic traces, as is
usual in constraint solving approaches to protocol security, as explained above. We
consider that, at the end of each such execution, the attacker “guesses” a value for
the key KAB. The execution admits an off-line guessing attack if the attacker may
use the information he acquired during protocol execution to validate his guess,
i.e., to distinguish a correct guess from an incorrect one. Thus, for each such inter-
leaving, we consider two processes: one leaks the secret key, while the other one
leaks a fresh random value. The particular protocol execution considered is secure
against off-line guessing if the two resulting processes are trace equivalent, mean-
ing that the information available to the attacker is not sufficient to distinguish a
correct guess from an incorrect one.

For the purpose of this example, which we will use as the basis for our running
example throughout Chapter 4, we will focus on a protocol run specified by the
process P ∗E described in Figure 3. In this particular run, agent B starts executing
an instance of protocol P 2

E with agent A as the intended responder. The attacker C
intercepts this message on channel c2, encrypts it using A’s public key, and redi-
rects it to channel c1, effectively using it as the first message of an execution of
protocol P 1

E . Agent A reads this message on channel c1 and responds by sending
the appropriate message (as specified by protocol P 1

E) on channel c1. The attacker
again intercepts this message, storing it as the variable h (for handle). He then
replaces the message sent by A and intended for B in the execution of protocol P 2

E

by his own message, represented here by the variable ρ. The execution of protocol
P 2
E then continues as normal, until in the last step A either accepts B’s message or

aborts. To avoid cluttering the notation, we only bind the names that are used in
this particular run.
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P ∗E = νKA. νKB. νKAB. νK. νr. νr′. νr1. νM. νN.{
KApub/xA

KBpub/xB,
KCpub /xC

}
.{

{|{K}r1xA|}KAB/x1 ,
{|M |}γK /x2

}
.{

{|〈{|x2|}−1
K ,N〉|}

K/x3 ,

{∣∣∣π2({|x3|}−1
γK

)
∣∣∣}
γK /x4

}
.

(out(c2, x1).in(c2, x1).
out (c1, {x1}rxA) .
in(c1, y).

out
(
c1,
{
{y}−1

KApriv

}r′
xC

)
.

in(c1, h)
out(c2, ρ).
in(c2, y).out(c2, x2).
in(c2, y).out(c2, x3).

in(c2, y).if π1({|x3|}−1
γK

) = M

then out(c2, x4) else 0)

Figure 3: A particular execution P ∗E of PE .

According to the reasoning above, we will study the equivalence of the pro-
cesses

νw. (P ∗E .out(c1,KAB))

and
νw. (P ∗E .out(c1, w)) .



Chapter 3

The FAST Algorithm and Tool

In this chapter we describe efficient algorithms for deciding message deducibil-
ity and static equivalence under subterm theories and discuss our implementation
thereof as the FAST tool.

We assume fixed a subterm convergent rewriting system R and a frame φ =
υñ.σ and φ′ = υñ′.σ′ such that σ = {x1 7→ t1, . . . , xn 7→ tn} and ti is in normal
form for all i ∈ {1, . . . , n}.

3.1 DAG-Representation of Terms

In order to obtain polynomial complexity bounds for our algorithms, we will work
with DAG (directed acyclic graph) representations of terms, as in [5].

Definition 2. Let t ∈ TΣ(X) be a term. Let V be a set of vertices, λ : V → Σ∪X
a labelling function, E ⊆ V × V × N a set of edges, and v ∈ V a vertex.

If t ∈ X , then (V, λ,E, v) is a DAG-representation of t if λ(v) = t and
(v, v′, n) /∈ E for all v′ ∈ V and all n ∈ N.

If t = f(t1, . . . , tn), then (V, λ,E, v) is a DAG-representation of t if λ(v) = f ,
there are edges (v, v1, 1), . . . , (v, vn, n) ∈ E such that, for each i ∈ {1, . . . , n},
(V, λ,E, vi) is a DAG-representation of ti, andE does not contain any other edges
(v, v′,m).

A tuple T = (V, λ,E) is a DAG-forest if, for all v ∈ V , (V, λ,E, v) represents
some term t ∈ TΣ(X). If T = (V, λ,E) is a DAG-forest and v ∈ V , we use the
following notions:

• termT (v) is the (unique) term represented by (V, λ,E, v);

• for each i ∈ N, there exists at most one v′ ∈ V such that (v, v′, i) ∈ E; if
one such v′ exists, we denote it by ei,T (v);

• inT (v) = {w ∈ V | (w, v, i) ∈ E, for some i};

• outT (v) = {w ∈ V | (v, w, i) ∈ E, for some i};

25
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• leaves(T ) = {v ∈ V | outT (v) = ∅};

• roots(T ) = {v ∈ V | inT (v) = ∅}.

If T has only one root, we may refer to it as a DAG-tree.
Let T = (V, λ,E) be a DAG-forest. If roots(T ) = {v}, we say that T is

a DAG-representation of the term termT (v). When no confusion can arise, we
may abuse notation and use the same symbol for such a DAG-forest and the term
represented by it. T is minimal if there are no distinct vertices v, v′ ∈ V such that
termT (v) = termT (v′). T is in normal form if, for each vertex v in T , termT (v)
is in normal form. A normal form of T is a DAG-forest Tnf such that, for all
v ∈ roots(T ), there is a vertex vnf in Tnf such that termT (v) ↓ = termTnf (vnf),
and for each vnf ∈ roots(Tnf), there is a v ∈ roots(T ) such that termT (v) ↓=
termTnf (vnf). The minimal normal form of a DAG-forest is unique up to renaming
of vertices.

Example 6. The diagram

〈·, ·〉
1

||
2

""

h

1
��

x y y

depicts a DAG-forest containing DAG-representations of the terms 〈x, y〉 and h(y).
Its minimal normal form is shown below.

〈·, ·〉
1

zz
2

$$

h

1
��

x y

Our complexity results depend on the rewriting system and are stated in terms
of the size of terms and frames. If t ∈ TΣ(N ) is a term, we define the size |t| of t
by

|t| =
{

1 if t ∈ X
1 +

∑n
i=1 |ti| if t = f(t1, . . . , tn)

.

If φ is a frame, then the size |φ| of φ is given by

|φ| =
∑

x∈dom(φ)

|xφ|.

If T = (V, λ,E) is a DAG-forest, we define |T | = |V |.

Indexing tree nodes. Each vertex v in a DAG-forest T = (V, λ,E) is associated
with a key

(λ(v), e1,T (v), . . . , ear(λ(v)),T (v)).
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If T is minimal, then for each key k there exists at most one vertex v ∈ V asso-
ciated with the key k. Given a DAG-forest T and a vertex v occurring in T , we
denote v’s key by key(v).

Our complexity results assume that, given a key k, adding a vertex v with key
k and accessing a (or determining that there is no) vertex with key k can be done in
O(log |T |) time. This can be achieved, for example, by keeping a (self-balancing)
binary search tree in which each key is key(v) for some vertex v occurring in T ,
and the corresponding node contains (a pointer to) the vertex v. Additionally, we
require that the sets inT (v) and outT (v) of incoming and outgoing edges of a vertex
v be computed in constant time given a vertex v.

In the implementation of our algorithm as the FAST tool, each vertex in T
is represented as a C++ object containing as data members a vector of incoming
edges and a vector of outgoing edges. The tree is kept minimal by storing the set
of vertices in a C++ map container, where each vertex’s key is a C++ structure
containing the vertex’s label and a vector of pointers to its children vertices.

This implementation ensures that accessing the (or determining that there is
no) vertex in T with a given key can be done in O(log |T |) and that the sets of
incoming and outgoing edges of a vertex v can be accessed in constant time. Note
that the size of the set of outgoing edges from a vertex v is not necessarily O(1);
however, we have that ∑

v∈V
|outT (v)| = |E|

is in O(|T |).

3.2 Frame Saturation

In this section we present our frame saturation algorithm for subterm convergent
equational theories. Frame saturation is an established technique for deciding de-
ducibility and static equivalence [5,37,69]. Our procedure is less general than those
implemented in [37, 69], but it is more efficient for subterm convergent equational
theories.

Throughout this section we assume fixed a set Υ =
{
τ1, . . . , τnvars(R)

}
of

fresh names, i.e.,

Υ ∩ (ñ ∪ sub(ran(φ)) ∪ sub(ran(φ′))) = ∅.

Definition 3. We say that a frame φs = υñ.σs is a saturation of φ (underR) if the
following conditions hold:

(1) there exists a function J·KΦ : dom(φs)→ T (φ) such that JxKΦφ ≈R xφs for
all x ∈ dom(φs);

(2) (ζφ)↓ ∈ φs[T (φs)] for all ζ ∈ T (φ).
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We say that the function J·KΦ required by the definition of saturation of φ
is a φ-translation for φs. As is standard for substitutions, we extend J·KΦ to
T (φs) homomorphically. It is straightforward to check that this extension satis-
fies JζKΦφ ≈R ζφs for all ζ ∈ T (φs).

The following simple Lemma justifies the usefulness of saturations.

Lemma 1. Let φs be a saturation of φ and t ∈ TΣ(N ) be a term. Then, φ `R t if
and only if t↓ ∈ φs[T (φs)].

Proof. If φ `R t, then there exists ζ ∈ T (φ) such that ζφ ↓= t ↓; by (2),
ζφ↓∈ φs[T (φs)], and thus also t↓∈ φs[T (φs)].

On the other hand, if t ∈ φs[T (φs)], then there is ζ ∈ T (φs) such that ζφs =
t ↓, and we have JζKΦφ ≈R ζφs ≈R t. Since JζKΦ ∈ T (φ), we conclude that
φ `R t.

2

The DAG-Forest Tφ,R

The first step in our saturation algorithm is to build a forest

Tφ,R = (Vφ,R, λφ,R, Eφ,R),

as well as functions J·KDAG
Φ and rw (line 1 in Algorithm 3). In this section we define

these objects, show how to compute them, and present their relevant properties.
Tφ,R is a minimal DAG-forest containing DAG representations of all terms lσl,

where l is the left-hand side of some rewrite rule (l → r) ∈ R and σl : vars(l)→
sub(ran(φ)) ∪Υ is a substitution.

The function J·KDAG
Φ can be seen as an extended DAG-representation of the φ-

translation function required by the definition of saturation: For each vertex v ∈
Vφ,R representing a term t ∈ ran(σ) ∪ Υ, JvKDAG

Φ is a DAG-representation of a
φ-recipe for t. Note that, if t = xσ for some x ∈ dom(φ), we can choose JvKDAG

Φ

to be a DAG-representation of x, and, if t ∈ Υ, JvKDAG
Φ can be chosen to be a

DAG-representation of t.
Finally, the function rw is such that, for each vertex v representing a term lσl for

some left-hand side l of a rewrite rule l→ r and some substitution σl as described
above, rw(v) is the (unique) vertex representing rσl.

We begin by presenting Algorithm 1, used for computing minimal normal
forms of DAG-forests. Its correctness and complexity are stated in Lemma 2,
proved in Appendix A.

Lemma 2. Given a DAG-forest T , Algorithm 1 computes a minimal normal form
Tmin = (Vmin, λmin, Emin) of T in time O(|T | log |T |), and the output function
min : roots(T )→ Vmin is such that, for all v ∈ roots(T ),

(termT (v))↓= termTmin
(min(v)).
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Algorithm 1 Algorithm for computing minimal normal forms of DAG-forests.
Input: a DAG-forest T = (V, λ,E)
Output: a minimal normal form Tmin = (Vmin, λmin, Emin) of T

and a function min : roots(T )→ Vmin

1: visitnow← leaves(T ), visitnext← ∅, min← ∅
2: Tmin = (Vmin, λmin, Emin)← (∅, ∅, ∅)
3: while visitnow 6= ∅
4: for all v ∈ visitnow
5: if outT (v) ⊆ dom(min) then
6: visitnext = visitnext ∪ inT (v)
7: if there is vmin ∈ Vmin s.t.

key(vmin) = (λ(v),min(e1,T (v)), . . . ,
min(earλ(v),T (v))) then

8: min← min ∪ {v 7→ vmin}
9: else

10: if there are (l→ r) ∈ R, σl : vars(l)→ TΣ(X) s.t.
(λ(v))(termTmin

(min(e1,Tmin
(v))), . . . ,

termTmin
(min(ear(λ(v)),Tmin

(v)))) = lσl then
11: min = min ∪ {v 7→ vr}, where termTmin

(vr) = rσl
else

12: choose vmin /∈ Vmin

13: min← min ∪ {v 7→ vmin}
14: Vmin ← Vmin ∪ {vmin}
15: λmin ← lmin ∪ {vmin 7→ λ(v)}
16: Emin ← Emin ∪ {(vmin,min(ei,T (v)), i)

| 1 ≤ i ≤ ar(λ(v))}
17: visitnow← visitnext
18: visitnext← ∅
19: prune Tmin leaving only the subtrees of vertices in {min(v) | v ∈ roots(T )}
20: min = min |min[roots(T )]

21: return Tmin,min
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Algorithm 2 uses the union of disjoint DAG-forests, as defined below.

Definition 4. Let T1 = (V1, λ1, E1) and T2 = (V2, λ2, E2) be DAG-forests such
that the V1 ∩ V2 = ∅. We define the union of T1 and T2 as

T1 ∪ T2 = (V1 ∪ V2, λ1 ∪ λ2, E1 ∪ E2).

We extend this definition as expected to any arbitrary number of DAG-forests.

We now present Algorithm 2, used to obtain the DAG-forest Tφ,R and the func-
tions J·KDAG

Φ and rw described in the introduction to this section. The algorithm is
straightforward. However, its efficiency requires representing DAG-trees with a
data structure which allows nodes to be retrieved with O(log |Tφ,R|) complexity,
such as the one described in Section 3.1.

Algorithm 2 Algorithm for computing Tφ,R.
Input: a frame φ = υñ.φ, with φ = {x1 7→ t1, . . . , xn 7→ tn}
Output: a DAG-forest Tφ,R and the functions J·KDAG

Φ , rw
1: let T1, . . . , Tn+nvars(R) be DAG-representations of
t1, . . . , tn, τ1, . . . , τnvars(R) with roots v1, . . . , vn+nvars(R)

and disjoint sets of vertices
2: let T (φ) = (Vφ, λφ, Eφ) and min be the output of Algorithm 1 on input⋃n+nvars(R)

i=1 Ti
3: Tφ,R = (Vφ,R, λφ,R, Eφ,R)← T (φ)
4: J·KDAG

Φ ← {min(vn+i) 7→ ({vn+i} , {vn+i 7→ τi} , ∅)
| i ∈ {1, . . . ,nvars(R)}}

5: for i = 1 to n
6: if min(vi) /∈ dom(J·KDAG

Φ )
7: then J·KDAG

Φ ← (J·KDAG
Φ ∪ {v 7→ ({vi} , {vi 7→ xi} , ∅)})

8: rw = ∅
9: for all (l→ r) ∈ R, σl : vars(l)→ sub(ran(φ)) ∪Υ

10: add to Tφ,R vertices to represent lσl, keeping Tφ,R minimal
11: rw← rw ∪ {vl 7→ vr}, where termTφ,R(vl) = lσl and termTφ,R(vr) = rσl

The relevant properties of Tφ,R, J·KDAG
Φ and rw, as well as the complexity of

Algorithm 2, are stated in the following Lemma. The complexity of computing
rw and J·KDAG

Φ can be made logarithmic, e.g., by using a map data structure, i.e.,
imposing some order on the inputs and using them as keys in a balanced binary
search tree whose nodes also contain the output corresponding to their key.

Lemma 3. The forest Tφ,R = (Vφ,R, λφ,R, Eφ,R) and the functions J·KDAG
Φ and rw

are such that:

(1) Tφ,R is minimal, can be obtained in timeO(|φ|nvars(R) log |φ|), and |Tφ,R| ∈
O(|φ|nvars(R));
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(2) rw can be computed in time O(log |φ|);

(3) J·KDAG
Φ can be computed in time O(log |φ|) and, for each v ∈ dom(φ),

|JvKDAG
Φ | = 1;

(4) for each s ∈ sub(ran(φ))∪Υ, there is an unique v such that termTφ,R(v) =
s;

(5) for each v ∈ dom(rw), termTφ,R(v)→R termTφ,R(rw(v));

(6) for each t ∈ ran(φ) ∪ Υ, there is a v such that termTφ,R(v) = t and v ∈
dom(J·KDAG

Φ );

(7) for each v ∈ dom(J·KDAG
Φ ), termJvKDAG

Φ
(v) is a φ-recipe for termTφ,R(v);

(8) for each rule (l→ r) ∈ R and each substitution

σl : vars(l)→ sub(ran(φ)) ∪Υ,

there is a unique v ∈ Vφ,R ∩ dom(rw) such that termTφ,R(v) = lσl and
termTφ,R(rw(v)) = rσl.

Frame Saturation Algorithm

Our frame saturation algorithm is given in Algorithm 3. It performs a bottom-up
traversal of the forest Tφ,R (described in the previous section). At each vertex v,
whenever a recipe for the term termTφ,R(v) represented by that vertex is found, v
is added to the range of J·KDAG

Φ , and JvKDAG
Φ is a DAG-representation of a φ-recipe for

that term. A recipe is found if one has recipes Jv1KDAG
Φ , . . . , JvnKDAG

Φ for all vertices
vi that have an incoming edge (v, vi, i) from v. If the term represented by v is
an instance of the left-hand side of a rule, then this recipe is also stored under
Jrw(v)KDAG

Φ (note that termTφ,R(v) →R termTφ,R(rw(v))). Thus, throughout the
saturation process, the function J·KDAG

Φ associates each vertex v in its domain to a
DAG-representation of a φ-recipe for termTφ,R(v). Whenever we add a vertex v
to the domain of J·KDAG

Φ , we add all vertices v′ with an outgoing edge (v′, v, i) to
v to the list of vertices to visit in the next iteration of the visiting loop, since it is
possible that having a recipe for the term represented by v provides a recipe for the
term represented by v′, even if such a recipe could not be obtained before. At the
end of the process, a term t ∈ sub(ran(φ)) is deducible from φ if and only if the
(unique) vertex representing that term is in the domain of J·KDAG

Φ .
The algorithm also stores the functions σs and J·KΦ. Only subterms of the

range of φwhose corresponding vertices are added to the domain of J·KDAG
Φ by using

rewrite rules are added to the range of these functions. The function σs is such that
φs = υñ.σs is a saturation of φ, and J·KΦ is such that dom(J·KΦ) = dom(φs) and,
for each x ∈ dom(φs), JxKΦ is a DAG-representation of a φ-recipe for xφs.
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Furthering our abuse of notation of using the same symbol for a term and its
DAG-representation, we use the symbol J·KΦ as the substitution that assigns, to
each x ∈ dom(J·KΦ), the term represented by (the DAG-forest) JxKΦ.

The tree Tφ,R has at most O(|φ|nvars(R)) vertices, and each vertex v ∈ Vφ,R
is visited at most |inTφ,R(v)| times. Thus, the total number of visits to vertices is
at most O(|φ|nvars(R)). By using suitable data structures, we can ensure that each
visit takes at most time O(log |φ|). We thus obtain an asymptotic complexity of
O(|φ|nvars(R) log |φ|).

Algorithm 3 Frame Saturation Algorithm
Input: a frame φ = υñ.σ, with σ = {x1 7→ t1, . . . , xn 7→ tn}
Output: a saturation φs = υñ.σs of φ and a function J·KΦ

1: compute Tφ,R = (Vφ,R, λφ,R, Eφ,R), rw, J·KDAG
Φ

2: J·KΦ ← {x 7→ ({vx} , {vx 7→ x} , ∅) | x ∈ dom(σ)},
where the vx are such that termTφ,R(vx) = xφ

3: φs ← φ
4: visitnow← leaves(Tφ,R) ∪ (

⋃
v∈dom(J·KDAG

Φ ) inTφ,R(v)), visitnext← ∅
5: while visitnow 6= ∅
6: for all v ∈ visitnow
7: if λ(v) ∈ X \ ñ and v /∈ dom(J·KDAG

Φ )
8: J·KDAG

Φ ← J·KDAG
Φ ∪ {v 7→ (v, {v 7→ λ(v)} , ∅)}

9: visitnext← visitnext ∪ inTφ,R(v)
10: if outTφ,R(v) ⊆ dom(J·KDAG

Φ ) and v /∈ dom(J·KDAG
Φ )

11: for i ∈ {1, . . . , ar(λφ,R(v))}
12: (Vi, λi, Ei)← Jei,Tφ,R(v)KDAG

Φ

13:

J·KDAG
Φ ← J·KDAG

Φ ∪
{v 7→ (v ∪

(⋃ar(λφ,R(v))
i=1 Vi

)
,

{v 7→ λ(v)} ∪
⋃ar(λφ,R(v))
i=1 λi,⋃v

i=1

{
(v, ei,Tφ,R(v), i)

}
∪
⋃ar(λφ,R(v))
i=1 Ei)}

14: if v ∈ dom(rw) and rw(v) /∈ dom(J·KDAG
Φ )

15: J·KDAG
Φ ← J·KDAG

Φ ∪ {rw(v) 7→ JvKDAG
Φ }

16: if termTφ,R(rw(v)) ∈ sub(ran(φ))
17: choose x ∈ X \ dom(φs)
18: φs ← φs ∪

{
x 7→ termTφ,R(rw(v))

}
19: J·KΦ ← J·KΦ ∪ {x 7→ Jrw(v)KDAG

Φ }
20: visitnext← visitnext ∪ inTφ,R(rw(v))
21: else visitnext← visitnext ∪ inTφ,R(v)
22: return J·KΦ, φs = υñ.σs

This complexity bound, as well as the correctness of the algorithm, are estab-
lished by Lemma 4. Its proof is given in Appendix A.

Lemma 4. Algorithm 3 terminates in time O(|φ|nvars(R) log |φ|), and:
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• φs is a saturation of φ (underR);

• dom(J·KΦ) = dom(φs);

• for each x ∈ dom(φs):

– JxKΦ ∈ T (φ);

– JxKΦ is a DAG-representation of a φ-recipe for xφs;

– |JxKΦ| ∈ O(|φ|);

• for each v ∈ dom(J·KDAG
Φ ):

– there is a φs-recipe ζ for termTφ,R(v) such that JvKDAG
Φ = JζKΦ is a

φ-recipe for termTφ,R(v);

– if termTφ,R(v) ∈ φs[T (φs)], then v ∈ dom(J·KDAG
Φ )

3.3 Deciding Deducibility and Static Equivalence

Throughout this section, Tφ,R and Υ are as in the previous sections, φs and J·KΦ

are as output by Algorithm 3, and φ′ = νñ.σ′ is a frame such that

dom(φ′) = dom(φ) = {x1, . . . , xn} .

We assume that dom(φs) = {x1, . . . , xns} and that σs is an extension of σ.

Deducibility. In light of Lemma 1, to solve the deducibility problem underR for
a frame φ and a term t, it suffices to compute t ↓ and the saturated frame φs =
νñ.σs (using Algorithm 3) and then decide whether t ↓∈ φs[T (φs)]. In Appendix
A we show that the time complexities of these three computations are, respectively,
O(|t| log |t|), O(|φ|nvars(R) log |φ|), and O((|t| + |φ|2) log(|t| + |φ|2)), yielding
the complexity bound established by Theorem 1.

Theorem 1. Given a frame φ and a term t, the time complexity of deciding whether
φ `R t is at most

O((|t|+ |φ|2) log(|t|+ |φ|2) + |φ|nvars(R) log |φ|).

Static Equivalence. Algorithm 4 summarizes our procedure for deciding static
equivalence. Note that some of the operations performed by this algorithm must
use the DAG-representation of terms to ensure polynomial-time complexity. To
keep the presentation concise and clean, we refer to Appendix A for the exposition
of such details.

The first loop (lines 5–8) tests whether syntactical equality between terms
yielded by two distinct φ-recipes under φ implies that these two recipes yield equa-
tionally equal terms under φ′. The condition in lines 8–10 tests whether all pairs
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Algorithm 4 Decision procedure for static equivalence.
Input: two frames φ = υñ.σ and φ′ = υñ.σ′

such that dom(φ) = dom(φ′) = {x1, . . . , xn}
Output: true if φ ≈sR φ′ and false otherwise

1: compute Tφ,R, J·KDAG
Φ , rw, J·KΦ and φs

2: choose π : {1, . . . , ns}� {1, . . . , ns}
s.t. 1 ≤ i < j ≤ ns ⇒ |xπ(i)φs| ≤ |xπ(j)φs|

3: for all k ∈ {1, . . . , ns}
4: φs,k ← υñ.

{
xπ(1) 7→ xπ(1)φs, . . . , xπ(k) 7→ xπ(k)φs

}
5: for all k ∈ {1, . . . , ns}
6: if xπ(k)φs ∈ φs[T (φs,k−1)] then
7: choose ζ ∈ T (φs,k−1) s.t. xπ(k)φs = ζφs
8: if Jxπ(k)KΦφ

′ 6≈R JζKΦφ
′ then return false

9: for all v ∈ dom(rw)
10: if (JvKDAG

Φ )φ′ 6≈R (Jrw(v)KDAG
Φ )φ′

11: then return false
12: Repeat once lines 1–11, exchanging φ and φ′

13: return true

of recipes representing instances of the left and right-hand sides of a rule under φ
represent equal terms (modulo R) also under φ′. If either of the two loops outputs
false then the two frames are not statically equivalent. Otherwise, we conclude
that all equalities (between recipes, modulo R) satisfied by φ are also satisfied by
φ′. Repeating the procedure exchanging the roles of φ and φ′, allows one to de-
cide whether φ ≈sR φ′. The correctness of this procedure and its time complexity
analysis are provided by Theorem 2.

Theorem 2. Algorithm 4 decides whether φ ≈sR φ′ in time

O((|φ|+ |φ′|)max(nvars(R),2) log(|φ|+ |φ′|)).

Here,O((|φ|+ |φ′|)2 log(|φ|+ |φ′|)) is an upper bound for the time complexity
of the first loop (lines 5–8) of Algorithm 4, while O((|φ|+ |φ′|)nvars(R) log(|φ|+
|φ′|)) is an upper bound for the time complexity of the second (lines 9–11).

3.4 Comparison With Existing Algorithms

Our algorithms compare favorably to other existing algoritmhs. [5] presents the
first proof that deduction and static equivalence under subterm convergent equa-
tional theories can be decided in polynomial-time. However, efficiency is not their
main concern and it is not surprising that our algorithms have much better asymp-
totic time complexity. For example, for the theory ≈DY,d, the time complexities of
our algorithms are

O((|φ|2 + |t|) log(|φ|2 + |t|)
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for deducibility, and
O((|φ|+ |φ′|)2 log(|φ|+ |φ′|))

for static equivalence. In contrast, our best estimates for the time complexity of the
algorithms in [5] are O(|φ|10 + |t|4) and O((|φ|+ |φ′|)15) for the same problems.

The time complexity of the YAPA tool [37] is not polynomial, as it uses a
straightforward representation of terms, as opposed to DAGs. Furthermore, our sat-
uration technique is also more efficient: in YAPA, for each (n, p, q)-decomposition
of the left-hand side of a rewrite rule and each assignment of the first n+ p param-
eters to recipes in the frame, it may be necessary to compute the normal form of a
term t. We are not aware of any general algorithms for this task that have a better
time complexity than O(|t|4) (see discussion below). If we denote by Y (R) the
greatest value of n+ p for all (n, p, q)-decompositions of rewriting rules inR, we
obtain a time complexity ofO(|φ|Y (R)+4) for YAPA’s saturation procedure; this is
significantly worse than the time complexity of O(|φ|nvars(R) log |φ|) achieved by
our algorithm (note that we always have nvars(R) ≤ Y (R)). For the rewriting
systemRDY,d we obtain an estimated time complexity ofO(|φ|7) for the saturation
procedure in YAPA and O(|φ|2 log |φ|) for ours. Note that this estimate assumes
that DAGs are implemented; the exact implementation of DAGs and the algorithms
to compute normal forms may affect the time complexity of the procedure. It may
also be possible to provide better bounds on the number of recipes for which we
need to perform this reduction to a normal form.

Our saturation procedure is also more efficient than that implemented by the
KISS tool. In this tool, the rule Narrowing generates a number of deduction facts
for each rewriting rule in R. If we denote by K(R) the maximum number of side
conditions in deduction facts generated by any rewriting rule in R, we again have
that nvars(R) ≤ K(R): for example, K(RDY) = 3. The terms in these side-
conditions must then be instantiated (via the rule F− Solving) with terms that are
heads of some deduction fact. There are at least O(|φ|) such terms, which im-
plies that the saturated frame may have O(|φ|K(R)) deduction facts. Testing the
premise of the rules F− Solving, E− Solving, and Unifying requires selecting two
deduction facts from the frame and performing an operation with linear-time com-
plexity. Since there are O(|φ|2K(R)) such pairs, we obtain a time complexity of at
leastO(|φ|2K(R)+1). For the rewriting systemRDY,d, this amounts to a time com-
plexity of O(|φ|7) for KISS, in contrast to the time complexity of O(|φ|2 log |φ|)
for our algorithms. Here it may also be possible to improve this time complexity
bound, for example by limiting the number of pairs of rules that must be tested.

Finally, we note that all the algorithms discussed here require deciding the
equality of two terms t and t′ under the equational theory. Our algorithms rely
on the subterm convergence of the rewriting system to perform this task with time
complexity O((|t|+ |t′|) log(|t|+ |t′|)). This constitutes a marked advantage over
algorithms for more general rewriting systems, for which we are not aware of any
algorithm improving the time complexity of O((|t|+ |t′|)4) achieved in [5].

A very efficient algorithm for the deducibility problem is given in [75]. For the
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rewriting systemsR andRDY,d, this algorithm achieves linear-time complexity.
Table 3.1 presents a summary of (our estimations of) the theoretical time com-

plexities of these algorithms under a general subterm convergent rewriting system
R. Table 3.2 considers instead the rewriting system RDY,d. For conciseness, we
use nvars∗(R) to denote max {2,nvars(R)}. In the case of YAPA we note that
the worst-case theoretical time complexity is exponential, and provide also our best
estimates for its time complexity if DAG-representation of terms is implemented.

Table 3.1: Theoretical time complexities of FAST, YAPA, KISS underR.
φ `R t φ ≈s

R φ′

FAST (|t|+ |φ|nvars∗(R)) log(|t|+ |φ|) (|φ|+ |φ′|)nvars∗(R) log(|φ|+ |φ′|)
YAPA exponential / |φ|Y (R)+4 + |t|4 exponential / (|φ|+ |φ′|)Y (R)+8

KISS |φ|2·K(R)+1 + |t|4 (|φ|+ |φ′|)2·K(R)+5

Table 3.2: Theoretical time complexities of FAST, YAPA, KISS and [5] under
RDY,d.

φ `RDY,d
t φ ≈s

RDY,d
φ′

FAST (|φ|2 + |t|) log(|φ|2 + |t|) (|φ|+ |φ′|)3 log(|φ|+ |φ′|)
YAPA exponential / |φ|7 + |t|4 exponential / (|φ|+ |φ′|)11
KISS |φ|7 + |t|4 (|φ|+ |φ′|)11
[5] |φ|10 + |t|4 (|φ|+ |φ′|)15

3.5 Algorithm Performance

Our algorithm for message deducibility and static equivalence is implemented in
the FAST tool.

We have considered several families of interesting and practically relevant ex-
amples to compare the performance of our algorithm with YAPA and KISS. The
results show great disparities in the performance of the three algorithms. Neither
KISS nor YAPA show a clear advantage over the other: depending on the exam-
ple, either algorithm may perform significantly faster than the other. As expected
from the time complexity results discussed in the previous section, FAST generally
performs much better than either of these algorithms, particularly for static equiva-
lence. Even for artificial examples designed to degrade its performance, FAST still
compares favorably to other algorithms: for the message deducibility problem, it
is either faster, or slower by only a small constant, and it remains the most efficient
algorithm for static equivalence by a significant margin. This constitutes a sig-
nificant advantage since the problematic cases for YAPA and KISS degrade these
algorithms’ performances dramatically.

All our tests were performed using a computer with an Intel Core 2 Duo pro-
cessor running at 2.53GHz and with 4GB memory. In all our static equivalence
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tests, we consider two equal frames. Similarly, in all our deduction tests, the input
term is a secret that does not occur in the range of the substitution of the input
frame. Therefore, the result is positive in all static equivalence tests and negative
in all deducibility tests. This does not affect the algorithm’s performance signifi-
cantly, as both frames still have to be saturated in all implementations — that is,
deducible subterms must still be added to the saturation, and the sets of equations
which must be tested to check for static equivalence must still be generated. Static
equivalence takes a slightly longer time in this case because all equations must be
checked rather than stopping as soon as a counter-example is found. However, this
does not change the asymptotic behavior of the algorithms.

The implementation and our benchmarks are available for download at [3].

3.5.1 Chained Keys

This family of tests uses the standard Dolev-Yao signature ΣDY and corresponding
rewriting systemRDY introduced in Chapter 2. For n ∈ N, we define the frame

φck
n = υñck

n .σ
ck
n ,

where
ñck
n = {k, k0, . . . , kn}

and
σ =

{
x1 7→ {|k0|}k1

, . . . , xn 7→ {|kn−1|}kn , xn+1 7→ kn
}
.

For each parameter n, the deduction problem is to decide whether φck
n `DY k, and

the static equivalence problem is to decide whether φck
n ≈sR,DY φck

n .
FAST has a much better performance than both YAPA and KISS for these ex-

amples. YAPA also performs much better than KISS. Tables 3.3 and 3.4 illustrate
these relationships.

Table 3.3: Performance on chained keys for deduction (time in ms)
Parameter 50 100 200 500 1000 2000 5000

FAST 11 20 40 143 224 474 1526
KISS 259 1730 12655 288606 > 300000 > 300000 > 300000
YAPA 31 108 415 4624 11297 62457 > 300000

Table 3.4: Performance on chained keys for static equivalence (time in ms)
Parameter 50 100 200 500 750 1500 2500

FAST 20 41 88 247 424 1020 1546
KISS 1341 12185 127828 > 300000 > 300000 > 300000 > 300000
YAPA 143 744 5516 18467 44451 197648 > 300000
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3.5.2 Chained Encryptions

This family of examples uses the same standard Dolev-Yao signature ΣDY and
rewriting system RDY as Section 3.5.1. It has been previously studied in [37]: it
exploits the fact that YAPA does not implement DAG-representations of terms to
cause the runtime of the algorithm to explode exponentially.

For each n > 0, we define tn recursively by

ti =

{
{|k0|}k1

if i = 1

{|〈ti−1, ki−1〉|}ki if i > 1
.

We also define
φcen = ñcen .σcen ,

where
ñcen = {k, k0, . . . , kn}

and
σcen = {x1 7→ tn, x2 7→ kn} .

The deduction problem (for parameter n) is to decide whether φcen `DY k; the
static equivalence problem is deciding whether φcen ≈sR,DY φcen .

Since KISS implements a DAG representation of terms, its performance is sig-
nificantly better than that of YAPA. FAST is much faster than both these algorithms,
as shown in Tables 3.5 and 3.6.

Table 3.5: Performance on Chained Encryption for deduction (time in ms)
Parameter 15 20 22 25 40 60 80

FAST 10 15 12 20 24 40 65
KISS 473 1560 2698 3592 29881 198720 > 300000
YAPA 1447 66824 304027 > 300000 > 300000 > 300000 > 300000

Table 3.6: Performance on Chained Encryption for static equivalence (time in ms)
Parameter 12 15 17 18 20 50 75

FAST 11 20 23 23 20 52 90
KISS 656 1284 2083 2900 4300 156797 > 300000
YAPA 3456 43707 211627 > 300000 > 300000 > 300000 > 300000

3.5.3 Composed Keys

We continue using the standard Dolev-Yao signature ΣDY and rewriting system
DY . For n, s, i ∈ N, define tin,s recursively by

t0n,s = {|〈k2s−1, k2s−2〉|}〈k2s,ks2+1〉
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and

tin,s =
{∣∣〈ti−1

n,s 〈k2s+1+2i(n−1), k2s+2i(n−1)〉,
〉
|
}
〈k2s+2+2i(n−1),k2s+3+2i(n−1)〉

.

For k > 0, we consider the frame φc
k = υñc

n.σ
c
n, where

ñc
n = {k, k0, . . . , k2n2+1}

and

σc
n =

{
x1 7→ tn−1

n,1 , . . . , xn 7→ tn−1
n,n , xn+1 7→ k2n2 , xn+2 7→ k2n2+1

}
.

The deduction problem corresponding to parameter n considered in our tests is
to decide whether φc

n `DY k. The static equivalence problem corresponding to
parameter n is to decide whether φc

n ≈sR,DY φc
n.

This family of examples is particularly challenging because the decryption keys
are pairs of secrets. At each point of the algorithm’s execution, decrypting the right
message yields a pair of previously unknown secrets. This pair may then be used
to compose the next decryption key by exchanging the order of the terms in the
pair. As illustrated in Tables 3.7 and 3.8, the difference in FAST’s performance is
particularly marked in this example. KISS also performs much better than YAPA.

Table 3.7: Performance on composed for deduction (time in ms)
Parameter 3 4 5 7 9 10 20

FAST 7 11 17 34 61 126 945
KISS 138 867 3760 46369 245207 > 300000 > 300000
YAPA 158 34118 > 300000 > 300000 > 300000 > 300000 > 300000

Table 3.8: Performance on composed for static equivalence (time in ms)
Parameter 3 4 5 6 8 10 20

FAST 12 21 28 48 92 148 1635
KISS 469 2625 10428 252000 > 300000 > 300000 > 300000
YAPA 936 157358 > 300000 > 300000 > 300000 > 300000 > 300000

3.5.4 Denning-Sacco Shared Key Protocol

The Denning-Sacco symmetric key protocol [95] is used to establish session keys
in a network with a single server and multiple agents. Each agent shares a (secret)
symmetric key with the server, but there are no shared keys between agents. In
Alice&Bob notation, the protocol is as follows.

1. A→ S : A,B
2. S→ A : {A,KA,B, T, {KA,B,A, T}KS,B

}KS,A

3. A→ B : {KA,B,A, T}KS,B
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Here, A and B are two participants, and S is the server. A requests from the server
a session key to communicate with B. The server generates a new session key,
KA,B, and sends it to A, encrypted with the (symmetric) key shared between A and
S. This message also contains a timestamp T , used to determine the validity of the
new session key, and the ticket {KA,B,A, T}KS,B

. A then forwards this ticket to B,
who can decrypt it using the key KS,B shared between B and S, to obtain the new
session keyKA,B, the name A of the intended communication partner, and the time
T of the request.

This example uses the result of executing multiple sessions of the Denning-
Sacco protocol. For the parameter n we assume a network with 3n participants,
each of which initiates one session with each other participant. We assume that one
third of the shared keys between the server and the agents are compromised, i.e.,
available to the attacker.

We will once again use the signature ΣDY and the rewriting system DY from
Section 3.5.1. For each parameter n and each integers i, j ∈ {1, . . . , 3n} such that
i 6= j, we define:

• σ1
n =

{
x1
i 7→ KS,i | i ∈ {1, . . . , n}

}
;

• σ2
n,i,j =

{
x2
i,j 7→ 〈Ai,Aj〉

}
;

• σ3
n,i,j =

{
x3
i,j 7→

{∣∣∣〈Aj , 〈Ki,j , 〈Ti,j , {|〈Ki,j , 〈Ai, Ti,j〉〉|}KS,j
〉〉〉
∣∣∣}
KS,i

}
;

• σ4
n =

{
x4
i,j 7→ {|〈Ki,j , 〈Ai, Ti,j〉〉|}KS,j

}
.

We also define

ñds
n = {Ki,j , Ti,j ,KS,i | i, j ∈ {1, . . . , 3n}}

and

σds
n = σ1

n ∪

 3n⋃
i,j=1

i 6=j

(
σ2
n,i,j ∪ σ3

n,i,j ∪ σ4
n,i,j

) .

Finally, the frame we consider is then given by φds
n = ñds

n .σ
ds
n .

Here, σ1
n represents the keys compromised by the attacker and σ2

n, σ3
n, and

σ4
n represent the messages exchanged as part of the execution of the first, second,

and third steps of the protocol, respectively. The deduction problem is to decide
whether φds

n `DY KS,3n and the static equivalence problem is to decide whether
φds
n ≈sR,DY φds

n .
YAPA performs noticeably better than KISS in this example. FAST, as before,

is significantly faster than both. The results are shown in Tables 3.9 and 3.10.
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Table 3.9: Performance on Denning-Sacco for deduction (time in ms)
Parameter 7 9 11 12 14 24

FAST 768 1336 2588 2239 5083 20073
KISS 30195 91743 232093 > 300000 > 300000 > 300000
YAPA 10320 30732 68845 74298 172249 > 300000

Table 3.10: Performance on Denning-Sacco for static equivalence (time in ms)
Parameter 3 5 7 9 11 13 20

FAST 181 585 1281 2300 6598 7507 24614
KISS 1219 8543 34726 158717 > 300000 > 300000 > 300000
YAPA 446 2836 12300 52506 134391 269781 > 300000

3.5.5 Projections

In this family of examples, for parameter n ∈ N, we use the signature Σproj ,n,
where Σproj ,n

1 = {h, π1, . . . , πn}, and Σproj ,n
n = {〈·, . . . , ·〉}. The rewriting sys-

tem proj n is given by

proj n = {π1(〈h(x1), . . . , h(xn)〉)→ x1, . . . , πn(〈h(x1), . . . , h(xn)〉)→ xn} .

For each parameter n ∈ N, we will consider the frame φproj
n = ñproj

n .σproj
n ,

where
ñproj
n = {k, k1, . . . , kn}

and
σproj
n = {x1 7→ 〈h(k1), . . . , h(kn)〉} .

The deduction problem is to decide whether φproj
n `projn k and the static equiva-

lence problem is to decide whether φproj
n ≈sR,projn

φproj
n .

In this example, FAST is again much faster than both KISS and YAPA; KISS

performs much better than YAPA. The results are shown in Tables 3.11 and 3.12.

Table 3.11: Performance on Projections for deduction (time in ms)
Parameter 10 13 17 50 200 500

FAST 7 11 37 159 8657 234912
KISS 17 55 89 1493 171994 > 300000
YAPA 989 20976 > 300000 > 300000 > 300000 > 300000

3.5.6 FAST Worst Case

In this family of examples, for the parameter n, we use the signature Σwc , where
Σwc

1 = {f} and Σwc
n = {h}. The rewriting system is given by the set

wcn = {h(f(x1), . . . , f(xn))→ x1} .
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Table 3.12: Performance on Projections for static equivalence (time in ms)
Parameter 5 6 50 100 150 200

FAST 6 14 323 3202 10498 27426
KISS 13 41 8379 85700 > 300000 > 300000
YAPA 9477 319911 > 300000 > 300000 > 300000 > 300000

We consider the frame φwc
n = ñwc

n .σwc
n , where

ñwc
n = {k, k1, . . . , kn}

and
σwc
n = {x1 7→ f(k1), . . . , xn 7→ f(kn)}.

The deduction problem is to decide whether φwc
n `wcn k and the static equivalence

problem is to decide whether φwc
n ≈sR,wcn

φwc
n .

This example is challenging because, to saturate this frame, FAST must in-
stantiate each element of the tuple with each of the secret names. Therefore, the
asymptotic time complexity of FAST for this family is O(nn). Note that this does
not contradict the fact that, for a given rewriting system, FAST has polynomial-time
complexity; the exponential-time complexity results from the fact that the size of
the rewriting system itself increases with the parameter n.

Table 3.13: Performance on Worst Case for deduction (time in ms)
Parameter 3 4 5 6

FAST 9 72 1192 32487
KISS 10 47 866 21446
YAPA 11 161 6607 > 300000

Table 3.14: Performance on Worst Case for static equivalence (time in ms)
Parameter 3 4 5 6

FAST 15 142 2199 56312
KISS 16 146 2125 69533
YAPA 16 297 8862 > 300000

None of the existing algorithms perform well on this example: FAST’s perfor-
mance is comparable to that of KISS and YAPA performs significantly worse. This
is illustrated in Tables 3.13 and 3.14.

3.5.7 Non-linear Terms

It is interesting to note that FAST’s complexity depends chiefly on the number
of different variables in the rewriting system. Therefore, it’s performance is not
significantly affected if the left-hand sides of rewrite rules are non-linear. This
is not the case for the other algorithms, whose performance degrades when the
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complexity of the terms in the rewriting system increases, even when the number
of variables remains the same. Tables 3.15 and 3.16 illustrate this point. Here, the
rewriting system considered is

wc2n = {h(f(x1), f(x1), . . . , f(xn), f(xn))→ x1} .

The frames and problems considered here are the same as in the previous section.

Table 3.15: Performance on Worst Case 2 for deduction (time in ms)
Parameter 2 3 4 5 6

FAST 7 9 148 1567 43282
KISS 9 99 4381 183236 > 300000
YAPA 45 > 300000 > 300000 > 300000 > 300000

Table 3.16: Performance on Worst Case 2 for static equivalence (time in ms)
Parameter 2 3 4 5 6

FAST 4 17 396 6197 47937
KISS 10 292 16135 > 300000 > 300000
YAPA 56 > 300000 > 300000 > 300000 > 300000
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Chapter 4

Deciding Trace Equivalence

In this chapter we describe our procedure for deciding the equivalence of constraint
systems, which can be used to decide the trace equivalence of bounded simple
processes under equational theories generated by convergent rewriting systems for
which a finitary unification algorithm exists.

4.1 Basic Definitions

In this section we introduce the notions used throughout this chapter.

4.1.1 Generalized Term Algebra

Our algorithm uses a notion of frame and recipe more general than the standard
notion used in the applied-pi calculus and described in Chapter 2.

To define our notion of frame and recipe, we assume fixed two countably in-
finite, disjoint sets H and XR of handles and recipe variables, respectively. We
assume fixed a total order ≺XR on recipe variables.

Note thatXR∩X = ∅; that is, the setXR of recipe variables is also disjoint from
the set X of variables. To make this distinction clearer throughout this chapter, we
refer to variables as term variables, and write XT for the set of term variables.

A handle substitution is a substitution σ : H 9 TΣ(N ∪ XR). If t ∈ TΣ(X),
we define the set rvars(t) of recipe variables occurring in t analogously to the
definition of names(t). In this chapter we write tvars(t) instead of vars(t) to
refer to the set of term variables occurring in t.

A generalized frame is a pair Φ = (ñ, σ), written νñ.σ, where ñ ⊆ N is
a finite set of names (the restricted names) and σ is a handle substitution. We
associate a frame with its corresponding substitution. Thus, if Φ = νñ.σ, we
define the domain of Φ as dom(Φ) = dom(σ) and, if h ∈ dom(σ), we define
hΦ = hσ. We assume that ran(Φ)∩XR = ∅, i.e., no handle is mapped to a single
recipe variable.

45
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In this chapter we will always use generalized frames. Thus, for conciseness,
we refer to generalized frames simply as frames.

Generalized recipes. Since we are interested in modelling public functions, we
assume that, for each n ∈ N and each function symbol f ∈ Σn, there exists a
handle hf ∈ H such that

hf ∈ dom(σ) and hfσ = f(ρ1, . . . , ρn)

for some recipe variables ρ1 ≺XR . . . ≺XR ρn. We will write ΦΣ for the frame
obtained in this way from the signature Σ.

If Φ is a generalized frame, we define the set T (Φ) of Φ-recipes as the smallest
set such that:

• XR ∪ (N \ ñ) ⊂ T (Φ);

• if h ∈ dom(Φ), |rvars(hΦ)| = n, and ζ1, . . . , ζn ∈ T (Φ), then

h(ζ1, . . . , ζn) ∈ T (Φ).

If rvars(hΦ) = ∅, we write simply h instead of h().
If ζ1, . . . , ζn are Φ-recipes, we also make no distinction between f(ζ1, . . . , ζn)

and hf (ζ1, . . . , ζn). Therefore, we have TΣ(T (Φ)) = T (Φ). Note that T (Φ) could
be equivalently defined by

T (Φ) = TΣΦ(XR ∪ (N \ ñ)),

where

ΣΦ =
⊎
i∈N

ΣΦ
i

and, for each i ∈ N,

ΣΦ
i = {h ∈ dom(σ) | |rvars(hσ)| = i} .

Handles are used simply as the variables in active substitutions in the applied-
pi calculus. Recipes represent the ways that an attacker can build terms from other
terms he observes (represented by the σ) without using secret names (represented
by ñ). Recipe variables represent holes that can be filled with recipes. Thus, re-
placing recipe variables occurring in a recipe by other recipes yields a new recipe.
This implements the idea of representing deducible terms by nesting a finite set of
contexts, that is used, e.g., in the KISS algorithm [69].
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Recipe substitutions. A substitution γ : XR 9 T (Φ), is called a Φ-recipe substi-
tution. If h ∈ dom(Φ) and ρ1 ≺XR . . . ≺XR ρn are the recipe variables occurring
in hΦ, we often write (h, γ) (with γ : rvars(hΦ)→ T (Φ)) to denote the Φ-recipe
h(ρ1γ, . . . , ρnγ). Furthermore, we need not require that dom(γ) = rvars(hΦ),
by setting

(h, γ) = (h, γ |rvars(hΦ) ◦ id(rvars(hΦ))).

A recipe substitution γ is ground if no recipe variables occur in the range of γ, i.e.,
sub[ran(γ)] ∩ XR = ∅.

Recipe variables can be seen as variables that are instantiated by recipes rather
than by terms: indeed, term substitutions are functions α : XT 9 TΣ(N ∪ XR),
while Φ-recipe substitutions are functions γ : XR 9 T (Φ).

Extension of handle substitution. If Φ = νñ.σ is a frame, we define the exten-
sion σ̂ of σ to T (Φ) by

ζσ̂ =

{
ζ if ζ ∈ N ∪ XR
(h, σ)(σ̂ ◦ γ) if ζ = (h, γ)

.

We will also abuse notation by using the symbol σ to refer to σ’s extension σ̂ to
T (Φ) and, when ζ is a Φ-recipe, we will often write ζΦ instead of ζσ.

As before, we say that a term t is (syntactically) constructible from Φ if t ∈
σ[T (Φ)]. If γ is a Φ-recipe substitution, we define the extension

γ̂ : T (Φ)→ T (Φ)

of γ to T (Φ) by

ζγ̂ =


ζγ if ζ ∈ XR
ζ if ζ ∈ N
(h, γ̂ ◦ δ) if ζ = (h, δ)

.

As before, we abuse notation by writing γ to refer to γ’s extension γ̂.
Note that Φ ◦ γ : XR → TΣ(N ∪ XR).

Equational unification. Equational unification is a well-known problem [17]
that has been used extensively in security protocol analysis [102]. We now in-
troduce it in the context of our framework.

A unification problem is a set

U = {t11
?
= t21, . . . , t

1
n

?
= t2n}

where, for each i ∈ {1, . . . , n},

t1i , t
2
i ∈ TΣ(N ∪ XT ∪ XR)

are terms with term variables and recipe variables. A classical substitution is a
substitution

% : XT ∪ XR 9 TΣ(N ∪ XT ∪ XR).
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A finitary unification algorithm for ≈R is an algorithm EUnif with the following
properties:

(1) If U is a unification problem, then EUnif(U) is a finite set of classical substi-

tutions % such that t% ≈R t′% for any (t
?
= t′) ∈ U (i.e., % solves U modulo

≈R).

(2) For any other classical solution %′ of U modulo ≈R, there is % ∈ EUnif(U)
and a classical substitution %′′ such that %′ ≈R %′′ ◦ %.

Our procedure assumes that such a finitary unification algorithm EUnif ex-
ists for ≈R. Finitary unification algorithms always exist for subterm convergent
theories, since such theories have the finite variant property (see [103] and the
boundedness theorem of [74]).

Recipe variable instantiations. Fixed a frame Φ, a recipe variable ρ, and a Φ-
recipe ζ, we define the set ζ[ρ] of instantiations of ρ in ζ as the smallest set such
that:

• if ζ = ρ, then ζ[ρ] = {ρ};

• if ζ = h(ζ1, . . . , ζn), rvars(hΦ) = {ρ1, . . . , ρn}, ρ1 ≺XR . . . ≺XR ρn, and
ρi = ρ, then ζi ∈ ζ[ρ];

• if ζ = h(ζ1, . . . , ζn), then ζi[ρ] ⊆ ζ[ρ] for all i ∈ {1, . . . , n}.

If γ is a Φ-recipe substitution, we define the set γ[ρ] of instantiations of ρ in γ by

γ[ρ] =
⋃

ζ∈ran(γ)

ζ[ρ].

Example 7. Continuing our running example, the attacker’s knowledge corre-
sponding to the protocol run described in Example 5 is described by the frame

Φ = νñ′.ΦΣDY ∪
{
h1 7→

{∣∣∣{K}r′KApub

∣∣∣}
KAB

}
∪
{
h2 7→

{
{ρ}−1

KApriv

}r
KCpub

, h3 7→ {|M |}K
}

∪{h4 7→ {|〈M,N〉|}K , h5 7→ {|N |}K} ,

where ñ′ = {KA,KB,KAB, r, r′,K,M,N}. Here, ρ represents the message
sent by the attacker on the channel c1

1 during the execution of the first protocol.
The handle h2 in essence gives the attacker the possibility of obtaining an asym-
metric encryption of a given secret with the public key of C given an asymmetric
encryption of that secret with the public key of A. To decide security against off-
line guessing, we must thus consider the frames Φw = νñ.Φ ∪ {h6 7→ w} and
Φs = νñ.Φ ∪ {h6 7→ KAB}, where ñ = ñ′ ∪ {w}.
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Consider the recipes

ζ1 = {|h3|}−1{
h2({|h1|}−1

h6
)
}−1

KCpriv

and
ζ2 = π1({|h4|}−1

h2({|h1|}−1
h6

)
).

We have ζ1, ζ2 ∈ T (Φs). This is not an accurate description of the attacker’s
capabilities: namely, the ρ occurring in h2 is instantiated with {|h1|}−1

h6
. However,

the handles h2, . . . , h6 may not be used to instantiate the recipe ρ, as the attacker
must send ρ before all the other messages are exchanged and the symmetric key
KAB is revealed to him. This is modelled by means of deducibility constraints,
introduced below.

4.1.2 Constraint Systems

Deducibility constraints. Let Φ = νñ.σ be a frame. A deducibility constraint
sequence (DCS) for Φ is a finite sequence (ρ1,K1), . . . , (ρn,Kn) such that, when-
ever 1 ≤ i < j ≤ n:

• ρi, ρj ∈ XR and ρi 6= ρj ;

• Ki ⊆ Kj ⊆ dom(Φ);

• if h ∈ Kj , then ρj /∈ rvars(hΦ).

The first condition implies that a DCS may be interpreted as a function

D : XR 9 P(dom(Φ))

with finite domain. In light of this, we denote by dom(D) the set of recipe variables
ρ for which there exists K such that (ρ,K) occurs in D. If ρ ∈ dom(D), we also
write D(ρ) for the (unique) set K such that (ρ,K) occurs in D. If i ∈ {1, . . . , n},
we denote by Di the DCS (ρ1,K1), . . . , (ρi,Ki), and denote by Φi the frame
νñ.σ |Ki .

Intuitively, a DCS models an active attacker’s deduction capabilities after the
execution of a given symbolic trace in which all interleavings and branchings have
been determined. For each i ∈ {1, . . . , n}, the recipe variable ρi represents a
message sent by the attacker over the network at time i, and Ki is a set of handles
that describe the attacker’s deduction capabilities at that point. The message ρi
may then be used by other agents to generate other messages, which they also send
over the network. The attacker is able to eavesdrop on such messages and add
them to his knowledge; therefore, it is possible that ρi ∈ rvars(Φ[Kj ]), where
j > i represents some later point in time. Note that Ki ⊆ Kj , since the attacker’s
deduction capabilities increase as messages are sent over the network.
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Example 8. As noted in Example 7 above, the frames Φs and Φw are not an ac-
curate description of the attacker’s knowledge in the process P ∗E : we must make
explicit the fact that handles h2, . . . , h6 cannot be used to instantiate the recipe vari-
able ρ. This is done by using the deducibility constraint D = (ρ, dom(ΦΣDY ) ∪
{h1}).

Constraint systems. We have seen in Example 5 that a symbolic trace specifies
which branch is taken in each if-then-else instruction in a process. This branch-
ing depends on the equality or inequality of terms built using the messages sent
over the network by the attacker. This restricts the capabilities of an attacker since,
for each such symbolic trace, the messages he sends must satisfy these equalities
and inequalities. Therefore, deducibility constraint sequences are not sufficient
to represent the attacker’s capabilities for each symbolic trace of a given process.
The additional restrictions are represented by equality and inequality constraints,
usually referred to as positive and negative constraints, respectively.

Definition 5. A constraint system C is a tuple (Φ, D, P,N), where:

• Φ = νñ.σ is a frame;

• D is a DCS for Φ;

• P and N are sets of pairs of terms in TΣ(N ∪ dom(D)).

Instead of (t, t′), we write (t
?
≈R t′) if (t, t′) ∈ P and (t 6

?
≈R t′) if (t, t′) ∈ N .

We say that P is the set of positive constraints associated with C, while N is
the set of negative constraints.

We will often write CΦ and CD for the frame and DCS associated to a con-
straint system C.

Example 9. In the process P ∗E described in Example 3, the third step of the second
protocol involves agent A checking the equality of two terms. This is expressed
through the positive constraint set P containing the single constraint

π1

({∣∣∣∣{∣∣∣∣〈{∣∣∣{|M |}γK ∣∣∣}−1

K
, N〉

∣∣∣∣}
K

∣∣∣∣}−1

γK

)
?
≈R M,

where γK is as in Example 3. It is simple to check that this does indeed hold.
The resulting deducibility constraints that we use to study the problem in our

running example are thus Cw = (Φw, D, P, ∅) and Cs = (Φs, D, P, ∅).

D-binding. Let D = (ρ1,K1), . . . , (ρn,Kn) be a deducibility constraint se-
quence for a frame Φ. We define the notion of D-binding of Φ as a Φ-recipe
substitution θ : dom(D)→ T (Φ) such that, for all i ∈ {1, . . . , n}, we have:

• ρiθ ∈ T (Φ |Ki), and
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• θ[ρi] = ρiθ.

We say that a D-binding is ground if it is ground as a Φ-recipe substitution.
Given a D-binding θ for a frame Φ = νñ.σ, the frame Φθ is defined by

Φθ = νñ.(Φ ◦ θ) ◦ Φ.

Note that dom(Φ) = dom(Φθ).
If i ∈ {1, . . . , n}, then θ |Di is a Di-binding of Φ. We write θi instead of θ |Di .

For each j ∈ {0, 1, . . . , n}, we define the DCS Dθj inductively as follows:

• Dθ0 = ε;

• if 1 ≤ j ≤ n, then

Dθj = Dθj−1
, (ρj1,Kj), . . . , (ρ

j
nj ,Kj),

where {
ρj1, . . . , ρ

j
nj

}
= rvars(ρjθ) \ dom(Dθj−1

)

are the recipes variables which occur in ρjθ and do not occur in ρkθ for any
k < j.

We write Dθ instead of Dθn .
Note that, for all i ∈ {1, . . . , n},Dθi is a DCS for Φθi and, if θ′ is aDθ-binding

for Φθ, then θ′ ◦ θ is a D-binding for Φ. This property is used in several of our
completeness proofs.

Recall that recipe variables in dom(D) represent recipes for messages that the
attacker must send over the network during some protocol execution. This means
that such recipe variables cannot be instantiated with different recipes in different
contexts, as other recipes do; instead, the attacker must commit to some recipe
for each recipe variable in dom(D), and this recipe must be valid at the point in
time when the attacker sends the corresponding message over the network. This
is captured by the definition of D-binding of Φ: such a D-binding is simply an
assignment of recipes to recipe variables in dom(D) such that each recipe in the
domain ofD is always instantiated to the same recipe, which must only use handles
representing messages that have been sent over the network before the attacker
must commit to a recipe for that recipe variable.

The fact that these recipes may themselves contain recipe variables will be
useful later because it allows us to represent, with a single recipe, a family of
possible (ground) recipes that the attacker may use to produce a message at any
given point. The deducibility constraint Dθ keeps track of which handles may be
used to instantiate each such recipe variable.
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(Φ, D)-, (Φ, θ)-recipes. Given a deducibility constraintD for Φ, a (Φ, D)-recipe
is a Φ-recipe ζ such that, for each ρ ∈ dom(D), ζ[ρ] = {ζρ} for some ζρ ∈
T (Φ |D(ρ)). This corresponds to requiring that each recipe variable ρ in dom(D)
is only instantiated with a single recipe that uses only the handles available to the
attacker at the point in time at which the message containing recipe variable ρmust
be sent over the network. We denote by T (Φ, D) the set of (Φ, D)-recipes.

A (Φ, D)-recipe substitution γ is a Φ-recipe substitution such that, for each
ρ ∈ dom(D), there exists a recipe ζρ such that γ[ρ] = {ζρ} and ζρ ∈ T (Φ). Note
that our definition of (Φ, D)-recipe substitution γ is stronger than merely requiring
that all recipes in ran(γ) be in T (Φ, D): if ζ, ζ ′ ∈ ran(γ) and ρ ∈ dom(D), we
do not merely require that ζ[ρ] = ζρ and ζ ′[ρ] = ζ ′ρ for some ζρ and some ζ ′ρ, but
also that ζ ′ρ = ζρ.

If ζ ∈ T (Φ, D), we define the substitution θD,ζ by

θD,ζ = {ρ 7→ ζρ | ρ ∈ dom(D), ζ[ρ] = ζρ} .

Analogously, if γ is a (Φ, D)-recipe substitution, we define the substitution θD,γ
by

θD,γ = {ρ 7→ ζρ | ρ ∈ dom(D), γ[ρ] = ζρ} .

It is simple to check that θD,γ is a D-binding of Φ.

Example 10. In our running example, we have T (Φs) = T (Φw) and T (Φs, D) =
T (Φw, D), but not T (Φs) = T (Φs, D): for example, we have seen in Example
7 that ζ1, ζ2 ∈ T (Φs). However, neither ζ1 nor ζ2 is in T (Φs, D), since ζ1[ρ] =

ζ2[ρ] =
{
{|h1|}−1

h6

}
6⊆ T (Φ |D(ρ)).

If θ is aD-binding of Φ, we say that ζ is a (Φ, θ)-recipe if, for all ρ ∈ dom(D),
ζ[ρ] = {ρθ}. We denote the set of (Φ, θ)-recipes by T (Φ, θ). We say that a
Φ-recipe substitution γ is a (Φ, θ)-recipe substitution if, for all ρ ∈ dom(D),
γ[ρ] = {ρθ}. This requirement is equivalent to requiring that ran(γ) ⊆ T (Φ, θ).

A solution of a constraint system C = (Φ, D, P,N) is a D-binding θ of Φ

such that, for all (t
?
≈R t′) ∈ P , tΦθ ≈R t′Φθ, and, for all (t

?
6≈R t′) ∈ N ,

tΦθ 6≈R t′Φθ. A solution of C is ground if it is ground as a D-binding of Φ. We
denote by sol(C) the set of solutions of C.

(D-)Static equivalence. Static equivalence in our framework is a straightforward
generalization of static equivalence for the applied-pi calculus: two frames Φ and
Φ′ are statically equivalent (underR), written Φ ≈sR Φ′, if T (Φ) = T (Φ′) and, for
all ζ, ζ ′ ∈ T (Φ), ζΦ ≈R ζ ′Φ iff ζΦ′ ≈R ζ ′Φ′.

We generalize this notion further by introducing the notion of D-static equiv-
alence, to account for the additional limitations imposed to the attacker by de-
ducibility constraints. If two frames Φ and Φ′ are such that T (Φ) = T (Φ′) and if
D is a deducibility constraint for Φ (or, equivalently, for Φ′), we say that Φ and Φ′
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are D-statically equivalent, and write Φ ≈sR,D Φ′ if, for any D-binding θ of Φ and
any recipes ζ, ζ ′ ∈ T (Φ, θ), we have

ζΦ ≈R ζ ′Φ iff ζΦ′ ≈R ζ ′Φ′.

Equivalently, Φ1 ≈sR,D Φ2 if and only if, for all i ∈ {1, 2} and all D-bindings θ of
Φi, Φi

θ ≈sR Φ3−i
θ . Note that the standard notion of static equivalence corresponds

to ε-static equivalence, with ε representing the empty DCS.
The notion of static equivalence is central in defining the equivalence of con-

straint systems.

Definition 6 (Equivalence of constraint systems).. Two constraint systems

C1 = (Φ1, D1, P 1, N1) and C2 = (Φ2, D2, P 2, N2)

are equivalent, written C1 ∼ C2, if:

• T (Φ1, D1) = T (Φ2, D2),

• the set of D1-bindings of Φ1 and the set of D2-bindings of Φ2 are the same,
and

• whenever i ∈ {1, 2} and θ is a ground solution of Ci, then θ is a solution of
C3−i such that Φθ ≈sR Φ′θ.

We denote by sol(C) the set of solutions of a constraint system C.

Example 11. Continuing our running example, we have Φw 6≈sR Φs: The recipes
introduced in Example 7 witness this fact, since ζ1Φs ≈R M ≈R ζ2Φs and this
equation does not hold in Φw because h2({|h1|}−1

h6
)Φw 6≈R K. However, we have

Φw ≈sR,D Φs, and Cw ∼ Cs.

4.1.3 Application to Trace Equivalence

In [65], Cheval et al. show that deciding trace equivalence of bounded processes
can be reduced to deciding the symbolic equivalence of sets of constraint systems.
We rely on their results to apply our constraint solving algorithm to the decision of
trace equivalence. However, our formal definition of constraint system is designed
to fit our technique and ease the presentation, and is slightly different from the
one given there. The following theorem states that our notion of constraint system
may nevertheless be used to decide trace equivalence. It relies on the translation
of bounded processes into constraint systems given in [65] and on associating a
constraint system in the sense of the definition given there to a constraint system
according to our definition with the same set of solutions.

Theorem 3. Deciding trace equivalence of simple bounded processes can be re-
duced to deciding the equivalence of constraint systems (according to Definition
6).
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Proof. Theorem 6 in [65] shows that, given a procedure for deciding the
symbolic equivalence of sets of constraint systems, we can derive an algorithm
for deciding the trace equivalence of bounded processes (i.e., processes without
replication). The proof of Proposition 7 in the same paper shows that, if we re-
strict ourselves to considering simple processes, then it is sufficient to consider
the equivalence of constraint systems (i.e., we may assume that the sets of con-
straint systems considered are singletons). Therefore, it is sufficient to show that,
deciding the equivalence of constraint systems according to the definition in [65]
can be reduced to deciding the equivalence of constraint systems according to our
definition.

Translation of constraint systems. Suppose that C = (E ,Φ,D) is a constraint
system as defined in [65], using the (implicit) signature F . We assume that:

• X is the set of second-order variables used in C, with ar(X) denoting the
arity of X for each X ∈ X ,

• Φ = {w1 B t1, . . . , wn B tn}, and

• D = D ∪ P ∪ N , where D is a set of constraints of the form X B x, P is
a set of constraints of the form s =?

R s′ and N is a set of constraints of the
form s 6=?

R s
′.

Moreover, for each i ∈ {1, . . . , n}, let Xi be the (unique) second-order variable
such that (Xi B wi) ∈ D. We assume that, if i < j, then ar(Xi) ≤ ar(Xj). This
is not strictly required by the definition in [65], but it may be trivially enforced by
simply reordering Φ.

We define the corresponding constraint system according to our definition as
follows. Let

σF =
{
hf 7→ f(ρ1, . . . , ρar(f)) | f ∈ F

}
and

HF = {hf | f ∈ F} = dom(σF ).

Let τ : {w1, . . . , wn}� XR be an injective function and Φ̂ = νE .σ, where

σ = {h1 7→ t1τ, . . . , hnτ 7→ tn} ∪ σF

for some handles
h1, . . . , hn ∈ H \HF .

The setD of deducibility constraints in C is translated as the deducibility constraint
sequence D̂ given by

D̂ = (w1τ,K1), . . . , (wnτ,Kn)

where
Ki = HF ∪

{
h1, . . . , har(Xi)

}
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for each i ∈ {1, . . . , n}. The sets of positive and negative constraints are naturally
translated into our model by the sets

P̂ =
{

(sτ, s′τ) | (s =?
R s
′) ∈ P

}
,

and
N̂ =

{
(sτ, s′τ) | (s 6=?

R s
′) ∈ N

}
.

The constraint system (according to definition 5) Ĉ, given by

Ĉ = (Φ̂, D̂, N̂ , P̂ ),

is the translation of the constraint system C into our definition.
Translation of substitutions θ. We consider the set of substitutions θ (in the

context of [65]) such that

(1) dom(C) = {X1, . . . , X2} = var2(C), and

(2) Xiθ ∈ T ((N \ E) ∪
{
w1, . . . , war(Xi)

}
).

Terms in T (N \E and terms in T (Φ) are in direct correspondence, as explained in
Section 4.1.1: The set of atoms is the same and the application of function symbols
is represented in our framework by the handles in HF . These functions θ do not
directly coincide with the set of D̂-bindings θ̂ of Ĉ according to our definition for
the reason that the range of θ may contain the variables w1, . . . , wn; by contrast,
in the range of θ̂, the recipe variables w1τ, . . . , wnτ are replaced by w1τ θ̂, . . . ,
wnτ θ̂. More precisely, such a function θ as in [65] corresponds to the D̂-binding θ̂
of Φ̂ defined as follows:

• θ̂0 = ∅;

• for each i ∈ {1, . . . , n},

θ̂i = θ̂i−1 ∪
{
wiτ 7→ Xiθτ θ̂i−1

}
;

• θ̂ = θ̂n.

We show by induction that on i that, for all i ∈ {1, . . . , n}:

• θ̂i is a D≤i-binding of Φ̂, where D̂≤i is the restriction of D̂ to its first i
elements, and

• wiτ θ̂iΦ̂ = wiλ.

The result is trivially true for i = 0. If it is true for the i− 1, then, for all variables
wj occurring in Xiθ, we have j < i and

wjτ θ̂i−1 ∈ T (Φ̂ |Kj ).
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Since Xiθ is built from N \ E and w1, . . . , wi−1 by using the function symbols in
F , and Kj ⊆ Ki−1 for all j ∈ {1, . . . , i− 1}, it follows that

Xiθτ θ̂i−1 ∈ T (Φ |Ki).

Moreover, for all j ∈ {1, . . . , i− 1},

wjτ θ̂i = wjτ θ̂i−1 ∈ T (Φ |Kj );

thus, θ̂ is a D̂≤i-binding of Φ̂. To prove the second property, we note that, by
the induction hypothesis, the result holds for i − 1; this implies that, for all j ∈
{1, . . . , i− 1},

wjλ = (Xjθ)(Φλ)

= wjτ θ̂Φ̂.

Moreover, since
var1(Xiθ) ⊆

{
w1, . . . , war(Xi)

}
⊆ {w1, . . . , wi−1} ,

we obtain
wiλ = (Xiθ)(Φθ)

= (Xiθ)τ θ̂i−1Φ̂

= wiτ θ̂iΦ̂.

Inverse translation of D̂-bindings. If θ̂ is a D̂-binding of Φ̂ then, for each
i ∈ {1, . . . , n}, there exists

ζi ∈ T (Φ̂ |Ki , ∅)

such that
ζiθ̂ = wiτ θ̂.

We define the term

T (ζi) ∈ T ((N \ E) ∪ {w1, . . . , wi−1})

from ζi inductively as follows:

• if ζi ∈ N \ E , then T (ζi) = ζi;

• if head(ζi) = hj for some j ∈ {1, . . . , i− 1}, then we have ζi = (hj , ∅)
(since ζi ∈ T (Φ̂ |Ki , ∅)), and we define T (ζi) = wj ;

• if ζi = hf (ζ ′1, . . . , ζ
′
n) for some f ∈ F , then T (ζi) = f(T (ζ ′1), . . . , T (ζ ′n)).

We consider the substitution θ such that, for each i ∈ {1, . . . , n}, Xiθ = T (ζi). It
is straightforward to check that the substitution θ satisfies requirements (1) and (2)
and that the translation of θ as defined in the above paragraph is precisely θ̂.
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Translation of recipes. We note that, if θ is a substitution satisfying require-
ments (1) and (2) and λ is the first-order solution of C associated with θ, the prop-
erties of the translation proved above imply that, for all i ∈ {1, . . . , n},

wi(Φλ) = hiΦ̂θ̂.

Now, we note that, since θ̂ is a ground D̂-binding, we have

T (Φ̂θ̂) = T ((N \ E) ∪ {h1, . . . , hn}),

using the identification between the application of function symbols and the ap-
plication of the corresponding handles described for our method in Section 4.1.1.
Thus, there exists a natural bijective translation between Φ̂θ̂-recipes in our notion
of constraint system and (Φλ)-recipes in the definition of [65]: More precisely, if
ι is the function

ι = {wi 7→ hi | i ∈ {1, . . . , n}} ,

then, for all
t ∈ T ((N \ E) ∪ {w1, . . . , wn}),

we have
t(Φλ) = tι(Φ̂θ̂);

and similarly, for all ζ ∈ T (Φ̂θ̂), we have

ζ(Φ̂θ̂) = ζι−1(Φλ).

Proof of main result. Suppose that C1 and C2 are constraint systems according
to [65], and consider their translations Ĉ1 and Ĉ2 into constraint systems according
to our definition as defined in the paragraphs above. The definition of [65] requires
that C1 and C2 have the same structure; this can be equivalently stated as saying
that the functions θ satisfying requirements (1) and (2) are the same for C1 and
C2. This corresponds to our requirement that T (Φ̂1, D̂1) = T (Φ̂2, D̂2) and the
set of D̂1-bindings of Φ̂1 coincides with the set of D̂2-bindings of Φ̂2. Moreover,
we have seen above that substitutions θ satisfying requirements (1) and (2) can be
associated bijectively with D̂1-bindings θ̂ of Φ̂1 (equivalently, with D̂2-bindings θ̂
of Φ̂2).

Suppose that C1 and C2 are not equivalent. Then, there exists a substitution θ
satisfying requirements (1) and (2) such that either (a) θ is a solution of one of the
constraint systems and not of the other, or (b) it is a solution of both constraint
systems and

(Φλ1) 6≈sR (Φλ2),

where λ1 and λ2 are the first-order solutions of C1 and C2 (respectively) associated
with θ.

In case (a), assume (without loss of generality) that θ is a solution of C1 and
not of C2. Then, we have
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• for all (s =?
R s
′) ∈ P1, sλ1 ≈R s′λ1,

• for all (s 6=?
R s
′) ∈ N1, sλ1 6≈R s′λ1,

and there is either

• (s =?
R s
′) ∈ P2 such that sλ2 6≈R s′λ2, or

• (s 6=?
R s
′) ∈ N2 such that sλ2 ≈R s′λ2.

Now, the property that
wiτ Φ̂1,θ̂ = wiτ θ̂iΦ̂1

= wiλ,

proved above, implies that an equality is satisfied after applying the substitution
λ1 if and only if it is satisfied after applying the substitution Φ̂1,θ̂ ◦ τ ; thus, θ̂ is a

solution of Ĉ1 and not of Ĉ2, showing that the constraint systems Ĉ1 and Ĉ2 are
not equivalent.

In case (b), there exist recipes

t, t′ ∈ T ((N \ E) ∪ {w1, . . . , wn})

which are equal (modulo ≈R) in one of the constraint systems and not under the
other. For concreteness, suppose without loss of generality that

t(Φ1λ1) ≈R t′(Φ1λ1) and t(Φ2λ2) 6≈R t′(Φ2λ2).

In this case, the result proved in the above paragraph shows that

tι(Φ̂1,θ̂) ≈R t
′ι(Φ̂1,θ̂) and tι(Φ̂2,θ̂) ≈R t

′ι(Φ̂2,θ̂),

and again Ĉ1 6∼ Ĉ2.

We conclude that, if C1 6∼ C2, then we can use our translations of constraint
systems, substitutions and recipes to transform a witness of that fact into a witness
that Ĉ1 6∼ Ĉ2. The converse can be proven completely analogously. This shows
that the problem of deciding equivalence of constraint systems as defined in [65] is
equivalent (in terms of decidability) to the problem of deciding the equivalence of
constraint systems according to our definition, concluding the proof.

2

4.2 (Φ, D)-Unification

In this section we describe (Φ, D)-unification, which is of central importance in
our decision procedure. Intuitively, (Φ, D)-unification generalizes syntactic uni-
fication because the terms to be unified may contain recipe variables as well as
term variables and constants. Recipe variables differ from term variables because
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they are mapped to recipes rather than to terms. Φ-solutions to unification prob-
lems are pairs (α, γ), where α is a term substitution that maps term variables to
terms as usual. Note, however, that terms in our framework may contain recipe
variables. In contrast, γ is a Φ-recipe substitution that maps recipe variables to
Φ-recipes. Such a pair (α, γ) is a solution of the Φ-unification problem if the
substitution α ∪ (Φ ◦ γ) is a solution of the (syntactic) unification problem in the
standard sense. (Φ, D)-unification imposes the stronger constraint that γ must be
a (Φ, D)-recipe substitution, i.e., each recipe variable in dom(D) must always be
instantiated with the same Φ-recipe using only the handles associated with it by
D. If D is the empty sequence, then the set of (Φ, D)-solutions of a unification
problem coincides with its set of Φ-solutions.

Recipe variables are also reminiscent of second-order term variables in second
order unification [17]. Φ-unification is, however, a different problem with a more
restricted set of solutions, since recipe variables cannot be mapped to any term and
instead must be mapped to terms in the range of Φ.

Throughout this section we will use a simple running example to illustrate the
notions introduced, encompassing Examples 12—14.

4.2.1 Unification

If
U =

{
(t1i

?
= t2i ) | i ∈ {1, . . . , n}

}
is a unification problem, we define the set tvars(U) of term variables occurring in
U by tvars(U) =

⋃n
i=1

(⋃2
j=1 tvars(tji )

)
, and define the set rvars(U) of recipe

variables occurring in U analogously. If ξ is any substitution, we write ξ |U to
denote the restriction of ξ to tvars(U) ∪ rvars(U).

We define the partial order relation�U on classical substitutions as follows: if %
and %′ are classical substitutions, then % �U %′ if there exists a classical substitution
%∗ such that %′ |U= %∗ ◦ % |U .

A classical solution of U is a classical substitution % such that t1i % = t2i % for all
i ∈ {1, . . . , n}. Classical solutions of a Φ-unification problem correspond to the
usual notion of unifier when recipe variables are interpreted as term variables. It
is well-known that if a unification problem U admits a unifier, then there is a most
general unifier % such that, if %′ is any unifier, then % �U %′.

In the following, we let Unif be a syntactic unification algorithm which, given
a unification problem U , returns a most general unifier Unif(U) of U if one exists,
and ⊥ otherwise. Furthermore, we assume that the solution % output by Unif(U)
is such that dom(%) = rvars(U) ∪ tvars(U), rvars(ran(%)) = ∅, and all term
variables occurring in the range of % are fresh. The algorithm Unif runs in linear
time [17].

We will use a separate, simple running example to illustrate some aspects of
Φ- and (Φ, D)-unification. This spans Examples 12—14.
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Example 12. Consider a signature Σf = Σf,2 = {f} that contains a single binary

function symbol f , and the unification problem U =
{
ρ∗

?
= f(s, f(s, ρ′∗))

}
, where

ρ∗, ρ
′
∗ ∈ XR. The standard syntactic unifier of U is simply{

ρ∗ 7→ f(s, f(s, ρ′′∗)), ρ
′
∗ 7→ ρ′′∗

}
for some ρ′′∗ ∈ XR.

4.2.2 Φ-Unification

(Φ,XR,XT )-substitutions. If Φ = νñ.σ is a frame, a (Φ,XR,XT )-substitution
is a pair (α, γ), where

α : XT 9 TΣ(N ∪ XR ∪ XT )

is a term substitution, and
γ : XR 9 T (Φ)

is a Φ-recipe substitution. If (α, γ) is a (Φ,XR,XT )-substitution, we define the
(classical) substitution

(α, γ)Φ : dom(α) ∪ dom(γ)→ TΣ(N ∪ XR ∪ XT )

by (α, γ)Φ = α ∪ (Φ ◦ γ).
We extend (α, γ)Φ homomorphically to TΣ(N ∪ XR ∪ XT ). If U contains no

term variables, we say that a Φ-recipe substitution γ is a Φ-solution if (∅, γ) is a
Φ-solution.

(Complete sets of) Φ-solutions. A Φ-solution of U is a (Φ,XR,XT )-substitution
(α, γ) such that (α, γ)Φ is a classical solution of U .

We define the partial order relation �U ,Φ on (Φ,XR,XT )-substitutions as fol-
lows: (α, γ) �U ,Φ (α′, γ′) if and only if there exist a term substitution

α∗ : XT 9 TΣ(N ∪ XR ∪ XT )

and a replacement function

γ∗ : XR 9 TΣ(N ∪ XR)

such that:

• α′ = α∗ ◦ α;

• for all ρ ∈ rvars(U) and all p ∈ pos(ργ), we have p ∈ pos(ργ′) and either:

– head(ργ |p) = head(ργ′ |p);

– or ργ |p∈ dom(γ∗) and ργ′ |p Φ = ργ∗.
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The first of these conditions is as in the definition of most general syntactic unifier.
The second condition intuitively means that γ′ may be obtained from γ by taking
each position p of a recipe in the range of γ in which a recipe variable ρ′ occurs
and replacing it by some Φ-recipe for ρ′γ∗.

A set ∆Φ
U is a complete set of Φ-solutions of U if all elements of ∆Φ

U are Φ-
solutions of U and, whenever (α′, γ′) is a Φ-solution of U , there is (α, γ) ∈ ∆Φ

U
such that (α, γ) �U ,Φ (α′, γ′).

Finite complete sets of Φ-solutions do not always exist, as illustrated by the fol-
lowing example. We conjecture that it is decidable whether a unification problem
has a finite complete set of Φ-solutions.

Example 13. We continue our running example for unification introduced in Ex-
ample 12. Consider the unification problem U introduced in that example, and the
frame

Φ =
{
h1 7→ f(s, ρ), h2 7→ f(s, f(s, ρ′))

}
over Σf . The functions

γ11 =
{
ρ∗ 7→ h1(h1(ρ′∗)), ρ

′
∗ 7→ ρ′∗

}
and γ2 =

{
ρ∗ 7→ h2(ρ′∗)

}
are Φ-unifiers of U .

There is no finite complete set of Φ-unifiers of U : The smallest complete set of
Φ-solutions of U contains γ11, γ2, and all elements of the set

∆N
U =

{
ρ∗ 7→ h1(hn2 (h1(ρ′∗))), ρ

′
∗ 7→ hn2 (ρ′∗) | n ∈ N

}
,

where hni (x) represents n consecutive applications of the handle hi to x: that is,
h0
i (x) = x, and, for each k ∈ N \ {0}, hki = hi(h

k−1
i (x)).

4.2.3 (Φ, D)-Unification

(Complete sets of) (Φ, D)-solutions. If D = (ρ1,K1), . . . , (ρn,Kn) is a DCS
for Φ, a (Φ, D)-solution of U is a Φ-solution (α, γ) of U such that γ is a (Φ, D)-
recipe substitution. As before, a set ∆Φ,D

U is a complete set of (Φ, D)-solutions of
U if all elements of ∆Φ,D

U are (Φ, D)-solutions of U and, whenever (α′, γ′) is a
(Φ, D)-solution of U , there is (α, γ) ∈ ∆Φ,D

U such that (α, γ) �U ,Φ (α′, γ′).
If D is the empty sequence, then (α, γ) is a Φ-solution of U if and only if it is

a (Φ, D)-solution of U . Therefore, our algorithm for finding (Φ, D)-solutions of a
unification problem can also be used to find Φ-solutions.

Example 14. Continuing our unification example, consider now the DCS D for Φ
given by D = (ρ′, {h1}). Then, γ11 and γ2 are (Φ, D)-solutions of U ; however,
no element of ∆N

U \ {γ11} is, since they instantiate ρ′ with more than one different
recipe. {γ11, γ2} is a complete set of (Φ, D)-solutions of U .

IfD′ = (ρ′, {h1}), (ρ, {h1, h2}) then, for the same reason, γ11 is not a (Φ, D′)-
solution. {γ2} is a complete set of (Φ, D′)-solutions of U .
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Example 15. Let us now return to our running example in Examples 3—11, and
consider the unification problem

U =

{
{|ρ1|}−1

ρ2

?
=
{∣∣∣{|x|}y∣∣∣}−1

y

}
.

A Φ-solution of U is given by (α, γ), where

α =
{
x 7→ {K}r

′

KApub
, y 7→ KAB

}
and γ = {ρ1 7→ h1, ρ2 7→ h6} ;

indeed, this is also a (Φ, D)-solution. This shows that the attacker represented by

Φs can deduce
{∣∣∣{|x|}y∣∣∣}−1

y
↓ = {K}r

′

KApub
. U does not have Φw-solutions, and

therefore also no (Φw, D)-solution.

Consider now the frame Φ′s = Φs ∪
{
h7 7→ {K}r

′

KApub

}
, which extends Φs

with the term that we have just found to be deducible, and the unification problem

U =

{
{ρ}−1

KApriv

?
=
{
{x}zypub

}−1

ypriv

}
.

Note that

{ρ}−1
KApriv

∈ sub

({
{ρ}−1

KApriv

}r
KCpub

)
= sub(h2Φ).

We find that the set {(α, γ), (α7, γ7)}, where

α = α7 =
{
x 7→ K, y 7→ KA, z 7→ r′

}
and

γ =
{
ρ 7→ {|h1|}−1

h6

}
, γ7 = {ρ 7→ h7}

is a finite complete set of Φ′s-solutions of U .
There are no (Φ′s, D)-solutions, as D forbids instantiating ρ using h6. These

unifiers will be relevant in the next section to illustrate our saturation algorithm;
intuitively, they represent ways in which an attacker can use his knowledge to in-
stantiate left-hand sides of rewrite rules and thereby deduce new terms.

4.2.4 (Φ, D)-Unification Algorithm

Our (Φ, D)-unification algorithm solves a slightly more general problem: given a
frame Φ, a DCS D, a unification problem U , and a D-binding θ of Φ, it outputs a
finite complete set genUnif(Φ, D,U , θ) of (Φθ, Dθ)-solutions of U .

Note that, taking θ = id(dom(D)), we have Φθ = Φ and Dθ = D. In this
case, if genUnif(Φ, D,U , θ) is a complete set of (Φ, D, θ)-solutions of U , then
genUnif(Φ, D,U , θ) is also a complete set of (Φ, D)-solutions of U .
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Linear-left form. The set of terms that occur on the left-hand side of U is UL ={
t11, . . . , t

1
n

}
; analogously, UR is the set of terms occurring on U’s right-hand side.

If % is a classical substitution, we define the application of % to U to be the unifica-
tion problem

U% =
{
t1i %

?
= t2i % | i ∈ {1, . . . , n}

}
.

We say that a unification problem U is in linear-left form if:

• UL ⊂ XT ∪ XR,

• tvars(UR) ∩ tvars(UL) = ∅,

• rvars(UR) = ∅,

• and t1i 6= t1j whenever i, j are distinct integers in {1, . . . , n}.

The next Lemma shows that it is sufficient to solve unification problems in
linear-left form.

Lemma 5. Let U be a unification problem and % = Unif(U). Let U% be the unifi-
cation problem given by

U% =
{

(x
?
= x%) | x ∈ dom(%)

}
.

Then, U% is in linear-left form. If D is a DCS for Φ, θ is a D-binding of Φ, and
∆% is a complete set of (Φ, D, θ)-solutions of U%, then ∆% is also a complete set of
(Φ, D, θ)-solutions of U .

Solved forms. We say that U is in solved form if it is in linear-left form and, for
all (t1, t2) ∈ U , if t1 ∈ XR, then t2 ∈ XT .

Suppose that U is in solved form, and let

UXR =
{

(t1i
?
= t2i ) ∈ U | t1i ∈ XR

}
and

UXT =
{

(t1i
?
= t2i ) ∈ U | t2i ∈ XT

}
.

Let ι : tvars(UXR)→ XR be some injective substitution. Define

γ : rvars(UXR)→ T (Φθ, Dθ)

by
γ =

{
ρ 7→ xι | (ρ ?

= x) ∈ UXR
}
.

Finally, let α = αL ∪ αR ∪ αP , where

αL =
{
x 7→ t | (x ?

= t) ∈ UXT
}
,
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αP =
{
x 7→ ρι | (ρ ?

= x) ∈ UXR
}
,

and
αR = {x 7→ xαP | x ∈ tvars(UXT ,R)} .

Note that αR could be equivalently defined by

αR = αP ∪ id(tvars(UXT ,R) \ tvars(UXR)).

We define the set sol(Φ, D,U , θ) by

sol(Φ, D,U , θ) = {(α, γ)} .

This is a (finite) complete set of (Φ, D, θ)-solutions of U , as stated by the next
lemma.

Lemma 6. Let U be a unification problem in solved form. Then, sol(Φ, D,U , θ) is
a complete set of (Φ, D, θ)-solutions of U .

Algorithm 5 is our (Φ, D, θ)-unification algorithm. Theorem 5 establishes its
correction.

Theorem 4. If Algorithm 5 terminates on input (Φ, D,U , θ), then it outputs a finite
complete set of (Φθ, Dθ)-solutions of U .

4.3 D-Saturations

In this section we introduce D-saturation, another key technique of our approach.
Saturation techniques have been widely used to decide static equivalence [37, 69,
76]. In these approaches (and in Chapter 3), a saturation of a frame Φ is an exten-
sion Φs of Φ such that every term deducible in Φ (using equational reasoning) is
constructible in Φs (syntactically), and such that every Φs-recipe ζs has a transla-
tion into a Φ-recipe ζ such that ζsΦs ≈R ζΦ. D-saturation generalizes this notion.

Intuitively, if Φ is a frame and D is a DCS for Φ, a D-saturation is a set of
D-bindings for Φ such that any ground D-binding θ′ for Φ is an instance of a D-
binding θ in the saturation that describes all the possible rewriting steps in Φθ′ . In
this sense, a D-saturation may also be thought of as a complete set of D-bindings
of Φ, together with the corresponding saturations (in the classical sense) of the re-
sulting frames. Thus, each D-binding θ in the saturation is associated with a frame
ΘF (θ) (the F stands for frame) which saturates Φθ in the usual sense (described
above), and a Φ-translation function ΘT (θ) (the T stands for translation) that asso-
ciates each (ΘF (θ), Dθ)-recipe ζ to a (Φ, D)-recipe ζ ′ such that ζΘF (θ) ≈R ζ ′Φ.

In the rest of this section we give precise definitions of these notions and
present our D-saturation algorithm.
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Algorithm 5 (Φ, D)-unification algorithm.
Input: a frame Φ, a DCS D for Φ, a D-binding θ of Φ,

and a unification problem U =
{
t1i

?
= t2i | i ∈ {1, . . . , n}

}
Output: a complete set genUnif(Φ, D, θ,U) of (Φθ, Dθ)-solutions of U

1: if U is in solved form
2: output sol(U)
3: else if U is not in linear-left form
4: %← Unif(U)

5: U% ←
{

(x
?
= x%) | x ∈ dom(%)

}
6: output genUnif(Φ, D,U%, θ)
7: else choose (ρ

?
= t) ∈ U s.t. ρ ∈ XR and t /∈ XT

8: for h ∈ dom(Φθ) s.t. ρ /∈ dom(Dθ) or h ∈ Dθ(ρ)
9: choose ι : rvars(hΦθ) \ dom(Dθ)� XR fresh

10: Uh ← U({ρ 7→ hΦθι})
11: θ′ ← θ
12: if ρ ∈ dom(Dθ)
13: θ′ ← {ρ 7→ (h, ∅)} ◦ θ
14: ∆h ← genUnif(Φ, D,Uh, θ′)
15: ∆h

U ←
{

(α, γ ◦ {ρ 7→ (h, ι)}) | (α, γ) ∈ ∆h
}

16: ∆a
U ← ∅

17: if t ∈ N \ ñ
18: Ua ← U \

{
ρ

?
= t
}

19: θ′ ← θ
20: if ρ ∈ dom(D)
21: θ′ ← {ρ 7→ t} ◦ θ
22: ∆a ← genUnif(Φ, D,Ua, θ′)
23: ∆a

U ← {(α, γ ◦ {ρ 7→ t}) | (α, γ) ∈ ∆a}
24: output ∆a

U ∪
(⋃

h∈dom(Φ) ∆h
U

)
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Φ-translation. A Φ-translation is a substitution J·KΦ : H9 T (Φ). If Φ′ = νñ.σ′

is a frame such that dom(σ′) ⊆ dom(J·KΦ), we extend the substitution J·KΦ to
T (Φ′) as follows:

• if t ∈ N ∪ XR, then JtKΦ = t;

• if h ∈ dom(σ′), then J(h, γ)KΦ = JhKΦ(J·KΦ ◦ γ).

In this case, we also say that J·KΦ is a Φ-translation for Φ′.
If γ is a Φ′-recipe substitution, we write JγKΦ for the Φ-recipe substitution

J·KΦ ◦ γ : dom(γ)→ T (Φ),

so that ρJγKΦ = JργKΦ for all ρ ∈ XR.
We will be interested in Φ-translations J·KΦ for frames Φ′ with the additional

property that JhKΦΦ ≈R hΦ′ for all h ∈ dom(Φ′). In this case, it is straightfor-
ward to prove that this property is preserved for all T (Φ′): that is, if ζ ∈ T (Φ′),
then JζKΦ ∈ T (Φ) and JζKΦΦ ≈R ζΦ′.

DCS translation. Suppose that Φ and Φ′ are frames,

D = (ρ1,K1), . . . , (ρn,Kn)

is a DCS for Φ, and J·KΦ : dom(Φ′)→ T (Φ) is a Φ-translation function for Φ′. We
define the J·KΦ-translation of D to be

JDKΦ = (ρ1,K1), . . . , (ρn,Kn),

where K1, . . . ,Kn are defined, for each i ∈ {1, . . . , n}, by

Ki =
{
h ∈ dom(Φ′) | JhKΦ ∈ T (Φ |K1)

}
.

It is straightforward to check that, if θ is a JDKΦ-binding for Φ′, then JθKΦ is a
D-binding for Φ.

D-saturation. A D-saturation of Φ is a function Θ = (ΘF ,ΘT ) (i.e., there exist
functions ΘF ,ΘT such that dom(Θ) = dom(ΘF ) = dom(ΘT ) and Θ(x) =
(ΘF (x),ΘT (x)) for all x ∈ dom(Θ)) such that

• for all θ ∈ dom(Θ):

– θ is a D-binding of Φ,

– ΘF (θ) is a frame such that (Φθ)↓ ⊆ ΘF (θ),

– and ΘT (θ) : dom(ΘF (θ))→ T (Φ, Dθ) is a Φ-translation for ΘT (θ);

• whenever θ′ is a ground D-binding of Φ, there exists θ ∈ dom(Θ) and a
(ΘF (θ),ΘT (θ)(Dθ))-recipe substitution γ such that:
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– θγΘF (θ) ≈R Φ↓;
– for all ζ ′ ∈ T (Φθ), there exists ζ ∈ T (ΘF (θ), id(dom(Dθ))) such that

ζγΘF (θ) = (ζ ′Φθ′)↓ .

Note that, in the second requirement, we use the fact that

dom(ΘT (θ)(Dθ)) = dom(Dθ),

implied by the requirement that Φθ ↓⊆ ΘF (θ).

Example 16. We continue our running example. From the unification problem and
its solution described in Example 15, we see that to obtain an ε-saturation we must
add to the frame Φs the deducible terms {K}r

′

KApub
and {K}rKCpub

, picking new
handles h7 and h8. This frame is still associated with the empty D-binding θ = ∅,
since dom(ε) = ∅. Thus, we get

ΘF (∅) = Φs ∪
{
h7 7→ {K}r

′

KApub
, h8 7→ {K}rKCpub

}
,

with

ΘT (∅)(h7) = {|h1|}−1
h6

and ΘT (∅)(h8) = h2({|h1|}−1
h6

).

Continuing the saturation of the frame, the unification problem{
{ρ1}−1

ρ2

?
=
{
{x}zypub

}−1

ypriv

}
admits a (ΘF (∅), ε)-solution (α, γ), with

• xα = K;

• yα = KC;

• zα = r;

• ρ1γ = h8;

• ρ2γ = KCpriv

(recall that {ρ1}−1
ρ2
, ρ1priv ∈ ΦΣDY ). Since

(
{ρ1}−1

ρ2
γ
)
↓ =

({
{x}zypub

}−1

ypriv
α

)
↓ = K,

we must update ΘF (∅) by adding

{h9 7→ K} ,
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and must update ΘT (∅) by adding{
h9 7→

{
h2({|h1|}−1

h6
)
}−1

KCpriv

}
.

Iterating this process, we will find that in order to saturate ΘF (∅) we must still
have M and N in the range of Θ(∅), e.g.

h10ΘF (∅) = M and h11ΘF (∅) = N,

and
h10ΘT (∅) = {|h3|}−1{

h2({|h1|}−1
h6

)
}−1

KCpriv

= ζ1,

h11ΘT (∅) = π2

{|h4|}−1{
h2({|h1|}−1

h6
)
}−1

KCpriv

 .

However, Φs is saturated after updating it only once to include{
h7 7→ {|h1|}−1

h6

}
.

Because the attacker cannot use h6 to instantiate ρ, the attacker cannot instantiate
any further relevant rewrite rules, and all terms that can be deduced from Φs using
(Φ, D)-recipes can also be syntactically constructed from Φs.

Algorithm 6 is a procedure for computing D-saturations of Φ.
The next theorem states the correctness of Algorithm 6. Its termination is guar-

anteed whenR is subterm convergent and Φ is grounded by D.

Theorem 5. If Algorithm 6 terminates, then its output Θ is a D-saturation of Φ.

4.4 D-Static Equivalence

Our D-static equivalence procedure uses the D-saturation technique introduced in
Section 4.3. Given frames Φ and Φ′, we obtain a finite representation of all D-
bindings of each frame by means of their D-saturations. From a D-saturation of
Φ, we can obtain a finite set of tests which are sufficient to decide whether Φ′

satisfies all equalities satisfied by Φ or not. This finite set of tests is described by
Theorem 6.

This algorithm is a fundamental component of our procedure for deciding the
equivalence of constraint systems, detailed in Section 4.5.2.

Remark 1. Let Θ be a saturation of a frame Φ computed by Algorithm 6. Let
θ ∈ dom(Θ), h ∈ dom(ΘF (θ)), hs ∈ sub(hΘF (θ)), l ∈ RL. Then, there exists a
finite complete set ∆(l, h, hs, θ) of (ΘF (θ),ΘT (θ)(Dθ))-solutions of{

l
?
= hsΘF (θ)

}
.
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Algorithm 6 D-saturation algorithm.
Input: a frame Φ and a DCS D for Φ
Output: a D-saturation of Φ

1: θ ← id(dom(D))
2: ΘF ← {θ 7→ Φ↓}
3: ΘT ← {θ 7→ {h 7→ (h, ∅) | h ∈ dom(Φ)}}
4: saturated← false
5: while saturated = false
6: saturated← true
7: for θ ∈ dom(Θ), l ∈ RL, h ∈ dom(ΘF (θ)),

and hs ∈ sub(hΘF (θ)) \ XR
8: U ←

{
l

?
= hs

}
9: ∆← genUnif(ΘF (θ),ΘT (θ)(Dθ),U)

10: for (α, γ) ∈ ∆
11: t← ((h, γ)ΘF (θ))↓
12: θ′ ← (ΘT (θ) ◦ θΘT (θ)(Dθ),γ) ◦ θ
13: if θ′ ∈ dom(ΘF ) and t↓∈ ΘF (θ′)[T (ΘF (θ′), id(dom(D)))]
14: continue
15: saturated← false
16: choose h∗ /∈ dom(ΘF (θ))
17: ΘF (θ′)← ΘF (θ′) ∪ {h∗ 7→ t}
18: ΘT (θ′)← ΘT (θ′) ∪ {h∗ 7→ ΘT (θ′)((h, γ))}
19: else
20: F ′ ← ((ΘF (θ) ◦ θΘF (θ)(Dθ),γ) ◦ΘF (θ))↓ ∪ {h∗ 7→ t}
21: T ′ ← (ΘT (θ) ◦ θΘT (θ)(Dθ),γ) ◦ΘT (θ)
22: T ′ ← T ′ ∪ {h∗ 7→ (h, γ)T ′}
23: ΘF ← ΘF ∪ {θ′ 7→ F ′}
24: ΘT ← ΘT ∪ {θ′ 7→ T ′}
25: return Θ = (ΘF ,ΘT )
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If (α, γ) ∈ ∆(l, h, hs, θ), then there exists

ζ ∈ T (ΘF (θ′),ΘT (θ′)(Dθ′))

such that
ζΘF (θ′) = ((h, γ)ΘF (θ))↓,

where
θ′ = (ΘT (θ) ◦ θΘT (θ)(Dθ),γ) ◦ θ.

This is a consequence of the instructions in lines 17—18 and 23—24 of Algorithm
6. Both θ′ and ζ can be trivially computed from h, hs, and γ; this is useful to
decide static equivalence, as described by Theorem 6.

The following theorem is our main result on static equivalence. It provides
a finite set of recipes that are sufficient to test D-static equivalence between two
frames. Its termination depends on the termination of the saturation procedure
(for both frames) and the termination of several calls to our (Φ, D)-unification
algorithm.

Theorem 6. Let Φ1 and Φ2 be frames such that T (Φ1) = T (Φ2), D be a DCS for
Φ1 (or equivalently, for Φ2), and Θ1,Θ2 be D-saturations of Φ1 and Φ2, respec-
tively. Suppose that, for all i ∈ {1, 2}:

• for all θ ∈ dom(Θi) and all h ∈ dom(ΘF (θ)), ∆i(h, θ) is a finite complete

set of (Θi
F (θ),ΘT (θ)(Dθ))-solutions of

{
ρ

?
= hΘi

F (θ)
}

, where ρ is a fresh
recipe variable;

• for all θ ∈ dom(Θi), all h ∈ dom(Θi
F (θ)), all hs ∈ sub(hΘi

F (θ)), and
all l ∈ RL, ∆i(l, h, hs, θ) is a finite complete set of (Θi

F (θ),ΘT (θ)(Dθ))-

solutions of
{
l

?
= hs

}
;

Then, Φ1 ≈sR,D Φ2 if and only if, for all i ∈ {1, 2} and all θ ∈ dom(Θi):

• for all γ ∈ ∆(h, θ),

ργΘT (θ)Φ3−i ≈R (h, γ)ΘT (θ)Φ3−i;

• for all (α, γ) ∈ ∆(l, h, hs, θ), we have

(h, γ)ΘT (θ)Φ3−i ≈R ζΘT (θ)Φ3−i,

where θ′ and ζ are as in Remark 1.
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4.5 Constraint Systems

In this section we describe our procedure for deciding the equivalence of constraint
systems. The main idea is to obtain finite descriptions (using terms with recipe
variables) of all the possible solutions to the deducibility constraints, the positive
constraints, and the negative constraints.

In Section 4.5.1 describes our notion of complete set of solutions of a positive
constraint system and a procedure for computing such complete sets. This pro-
cedure is used as a subroutine of our procedure for deciding the equivalence of
constraint systems, detailed in Section 4.5.2.

Throughout this section, we assume that Φ is a frame and D is a DCS for Φ.

4.5.1 Positive Constraints

We have shown in Section 4.3 that, if Θ is aD-saturation of Φ, then anyD-binding
of Φ can be seen as an instance of some D-binding θ ∈ dom(Θ). If there exists
a finitary unification algorithm for ≈R, then such a set of D-bindings may be re-
stricted to a complete set of D-bindings of Φ that satisfy the set P of positive con-
straints. In this section we define complete sets of solutions of a positive constraint
system, and describe our procedure for computing such finite sets.

Complete sets of solutions of positive constraints. We say that a set Θ+ is a
complete set of D-bindings of Φ satisfying P if, for all θ ∈ Θ+, θ is a D-binding
of Φ that satisfies P and, whenever θ′ is a ground D-binding of Φ that satisfies P ,
there exists θ ∈ Θ+ and a (Φθ, Dθ)-recipe substitution γ such that

• θγΦ ≈R θ′Φ,

• and, for all ζ ′ ∈ T (Φ, θ′), there exists ζ ∈ T (Φ, θ) such that

(ζ ′Φ)↓= (ζΦ)↓ (Φ ◦ γ)↓ .

Theorem 7 provides a simple algorithm for obtaining such finite complete sets.

Theorem 7. Let Φ be a frame, D be a DCS, and Θ be a saturation of Φ. Let

P be a set of positive constraints, i.e., a set of pairs (t
?
≈R t′), where t, t′ ∈

TΣ(N ∪ dom(D)). For each θ ∈ dom(Θ), let Υθ be a finite complete set of
≈R-unifiers for the set ⋃

(t
?
≈Rt′)∈P

{
tθΦ

?
≈R t′θΦ

}
.

Suppose that, for each θ ∈ dom(Θ) and each % ∈ Υθ, ∆θ,% is a finite complete
set of (ΘF (θ),ΘT (θ)(Dθ))-solutions of the unification problem⋃

ρ∈dom(Dθ)

{
ρ

?
= (ρ%)↓

}
.



72 CHAPTER 4. DECIDING TRACE EQUIVALENCE

Then,

Θ+ =
⋃
θ∈Θ

 ⋃
%∈Υθ

 ⋃
(α,γ)∈∆θ,%

{(γΘT (θ)) ◦ θ}


is a finite complete set of D-bindings of Φ that satisfy P .

Theorem 7 yields a (possibly non-terminating) algorithm for computing finite
complete sets of D-bindings of Φ which satisfy a set P of positive constraints. We
denote by genUnifP this algorithm and we write genUnifP(Φ, D, P ) for its output
on input (Φ, D, P ) (assuming that it terminates).

4.5.2 Equivalence of Constraints Systems

Given procedures for (Φ, D)-unification, D-saturation, finitary unification under
≈R, and static equivalence, we can decide the equivalence of sets of constraint
systems by using Algorithm 6.

Intuitively, consider two constraint systems C = (Φ, D, P,N) and C ′ =
(Φ′, D′, P ′, N ′) such that T (Φ) = T (Φ′) and the set of D-bindings of Φ coin-
cides with the set of D′-bindings of Φ′. We begin by computing finite complete
sets of D-bindings of Φ that satisfy the deducibility constraints in D and the pos-
itive constraints in P . Each D-binding θ in this set that is a solution of C (i.e.,
satisfies also the negative constraints) must also be a solution of C ′, and the re-
sulting frames Φθ and Φ′θ must be Dθ-statically equivalent. Moreover, we must
ensure that, if θγ is a D′-binding of Φ′ for which some negative constraint in N ′

is not satisfied, then θγ must not be a solution of C. To test this in a finite manner
we again rely on our (Φ, D)-unification algorithm. This procedure is described in
detail in Algorithm 7.

Algorithm 7 Procedure for deciding the equivalence of constraint systems.
Input: Two constraint systems C1 = (Φ1, D1, P 1, N1)

and C2 = (Φ2, D2, P 2, N2)
Output: true if C1 ∼ C2 are equivalent, false otherwise

1: for θ ∈ genUnifP(Φ1, D1, P 1)
2: choose ι : dom(Dθ)� N \ (names(Φ1

θ) ∪ names(Φ2
θ))

3: if θι ∈ sol(C1) \ sol(C2) or Φ1
θ 6≈sR,Dθ Φ2

θ

4: return false
5: for (t 6 ?= t′) ∈ N
6: for θ′ ∈ genUnifP(Φ2

θ, D
2,
{
t

?
= t′

}
)

7: if θ′ ◦ θ ∈ sol(C1)
8: return false
9: execute lines 1—8 reverting the roles of C1 and C2

10: return true
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Theorem 8 establishes the correctness of the algorithm. Its proof can be found
in Appendix B.

Theorem 8. If Algorithm 6 terminates on input (C1, C2), then its output is true if
C1 ∼ C2 and false otherwise.

4.5.3 Termination

Our algorithm does not terminate in general. We conjecture however that the algo-
rithm terminates for subterm convergent rewriting systems.

More precisely, we say that a frame Φ is ground by a deducibility constraint
sequence D if, for all h ∈ dom(Φ), either hΦ = f(ρ1, . . . , ρn) for some f ∈
Σn and some (distinct) recipe variables ρ1, . . . , ρn, or rvars(hΦ) ⊆ dom(D).
Note that, if Φ is ground by the empty deducibility constraint sequence ε, then
Φ represents a ground frame in the usual sense, since including terms of the form
f(ρ1, . . . , ρn) in the range of Φ serves the purpose of allowing the attacker to apply
function symbols, which is assumed in the standard formalization of an attacker’s
capabilities.

We conjecture that, if a frame Φ is ground by a deducibility constraint sequence
D and U is any unification problem, then Algorithm 5 ((Φ, D)-unification) termi-
nates on the input (Φ, D, id(dom(D)),U). The intuitive reason for this conjecture
is that, during the execution of Algorithm 5, the only terms in the range of Φ that
may increase the number of function symbols occurring in the unification problem
are those where recipe variables occur and which are not of the form f(ρ1, . . . , ρn)
for some f ∈ Σn and some recipe variables ρ1, . . . , ρn. However, since all recipe
variables occurring in such terms are bound by D, these terms may not be arbitrar-
ily nested, as in Example 13. Therefore, we believe that it is possible to impose
a bound on the depth of the instantiations of each recipe variable in dom(D) that
may result from the execution of Algorithm 5, implying the termination of the
algorithm.

If this conjecture holds, then it is straightforward to check that, throughout the
execution of Algorithm 6 on input (Φ, D), all queries to Algorithm 5 have inputs
satisfying the condition in our conjecture, and thus all unification queries terminate
during the execution of the saturation algorithm.

We further conjecture that, assuming these conditions and a subterm conver-
gent rewriting systemR, Algorithm 6 terminates on input (Φ, D). This conjecture
is similar to the result that only subterms of the range of the frame Φ may occur
during the saturation procedure under a subterm convergent rewriting system, and
thereby Algorithm 3 terminates. Together, these two conjectures imply the decid-
ability of trace equivalence for simple processes and subterm convergent equational
theories.
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Chapter 5

Symbolic Probabilistic Protocol
Analysis

In this chapter we describe a framework for the symbolic probabilistic analysis
of security protocols. We use as a running example and case study a well-known
off-line guessing attack to the EKE protocol when implemented using RSA asym-
metric encryption [40].

First we show how security relevant properties of cryptographic primitives can
be expressed in our framework by means of relations between the input and output
of cryptographic primitives. We illustrate the expressiveness of this framework by
using it to model a random number generation algorithm that generates bitstrings
representing primes of a certain length and an asymmetric cryptosystem whose
valid public keys have some recognizable structure relevant in the analysis of our
case study. We then show how such properties can be used to find attacks and
estimate their success probability. Finally, we specialize our framework to the
(automated) analysis of security against off-line guessing attacks.

In addition to the properties of cryptographic primitives that can be described
in our framework and are used for probabilistic reasoning, we also consider equa-
tional properties of primitives, as usual. In contrast with the previous chapter,
however, we assume that the underlying equational theory is a subterm theory, i.e.,
it is generated by a subterm convergent rewriting systemR.

Note that this framework only specifies a method for computing probabili-
ties given a description of the cryptographic primitives and their implementations;
other techniques must still be used to determine what are the relevant probabilities
in the analysis of a given security protocol. In our EKE example we are concerned
with off-line guessing attacks, and thus the equality tests that an attacker performs
are determined by using standard techniques for deciding symbolic equivalence,
such as those discussed in Chapters 3 and 4.

75
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5.1 Our Probabilistic Setup

In this section we introduce the basic notions that are used in our framework. Con-
cretely, we define the syntax and semantics of our property statements and illustrate
their use in modeling properties of cryptographic primitives. We also describe our
association of symbolic terms to random variables whose values are bitstrings.

Property statements. Intuitively, property statements in our framework express
relations between the input and output of a given cryptographic primitive.

More precisely, we assume fixed a countable set T of types. Given a signature
Σ, a property statement is a tuple (f, T1, . . . , Tn, T ), written

f [T1, . . . , Tn] ⊆ T,

where f ∈ Σn and T1, . . . , Tn, T ∈ T .
If ps = (f [T1, . . . , Tn] ⊆ T ), we introduce the following definitions:

• the head symbol of ps by head(ps) = f ;

• the domain of ps by dom(ps) = T1 × · · · × Tn;

• the range of ps by ran(ps) = T .

Given a set PS of property statements and f ∈ Σ, we denote by PS f the set of
property statements in PS whose head symbol is f . Note that property statements
are not simply type assertions: for example, we may have more than one property
statement associated to each function symbol. We write f [T1, . . . , Tn] ⊆PS T
instead of (f [T1, . . . , Tn] ⊆ T ) ∈ PS .

Syntax. The syntax of our setup is defined by a four-tuple

〈Σ,≈R, T ,PS 〉,

where:

• Σ is a signature;

• ≈R is an equational theory on TΣ defined by a convergent rewriting system
R;

• T is a set of type names;

• PS is a set of property statements.

To simplify the presentation, it is convenient to treat names as constant function
symbols. Formally, this means that the term algebra we consider in this chapter is
TΣ∪N (∅) instead of TΣ(N ). Here, we assume that all names a ∈ N have arity 0,
i.e., ar(a) = 0, or equivalently (Σ ∪N )0 = N ∪ Σ0.

These two notational choices are equivalent in terms of equational reasoning.
We will write TΣ instead of TΣ∪N .
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Interpretation functions. We write B for {0, 1}. Given a set T of types, a type
interpretation function is a function J·K : T → P(B∗) that associates types to sets
of bitstrings such that JT K is finite and non-empty for every T ∈ T . Intuitively, type
interpretation functions associate to each type a set of bitstrings, thereby providing
a meaning to types. We extend this interpretation function to products, and define

JT1 × · · · × TnK = JT1K× . . .× JTnK .

A setup specification is a pair S = 〈S, J·K〉, where S = 〈Σ,≈R, T ,PS 〉 is
a four-tuple defining the syntax of the setup as in the above paragraph and J·K is
an interpretation function, which consistently defines the behavior of all function
symbols. Concretely, we require that:

• for all f ∈ Σ, PS f 6= ∅;

• if ps1, ps2 ∈ PS f , then Jdom(ps1)K ∩ Jdom(ps2)K = ∅.

For c ∈ Σ0, these conditions imply that there is a single T ∈ T such that
c ⊆PS T . We denote this unique T by type(c).

We assume that the function represented by a function symbol is undefined
unless otherwise stated by a property statement concerning that function sym-
bol: That is, we assume that, if f ∈ Σn and there is no ps ∈ PS f such that
(b1, . . . , bn) ∈ Jdom(ps)K, then the function represented by the symbol f is un-
defined on the input (b1, . . . , bn). Under these conditions, we set the domain of
definability of f to be domS(f) =

⊎
ps∈PSf

Jdom(ps)K. Note that

∅ ( domS(f) ⊆ (B∗)n

for all f ∈ Σn.

Example 17. In this example we show how the notion of property statement de-
fined above can be used to specify a simple yet realistic setup using a hash func-
tion h that maps any bitstring to a bitstring of length 256, a pairing function that
given any pair of bitstrings returns their labeled concatenation, and a symmetric
encryption scheme that uses a block cipher together with some reversible padding
technique.

The equational theory of pairing, projection and symmetric encryption are as in
Example 1. Our case study of the EKE protocol using RSA requires a more precise
equational modeling of asymmetric encryption. We introduce our model of RSA
encryption, consisting of an equational theory and a set of property statements, in
detail in Example 18.

The types we will consider to model the remaining primitives, as well as their
respective interpretations under J·K, are as follows:

• pw represents weak (e.g., human-chosen) passwords. We model these pass-
words as being encoded by 256-bit bitstrings, but sampled from a relatively
small set: thus, JpwK ⊂ B256 and | JpwK | = 224;
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• sym key represents symmetric keys, with Jsym keyK = B256;

• text represents one block of plaintext, with JtextK = B256;

• TBn with JTBnK = Bn for each n ∈ N;

• TB(n,m) with JTB(n,m)K = B(n,m) =
⋃m
i=n Bi for each n,m ∈ N; and

• TBn#m represents the set of bitstrings that are labeled concatenations of two
bitstrings of size n and m. Thus, for each n,m ∈ N, we have

JTBn#mK = Bn#m ⊆ Bn+m+dlog(n+m)e.

We define the set PS by

PS = { h[TBn ] ⊆ TB256 , π1[TBn#m ] ⊆ TBn , π2[TBn#m ] ⊆ TBm ,
〈TBn , TBm〉 ⊆ TBn#m ,
{|TB(256n+1,256(n+1) |}TB256

⊆ TB256(n+1) ,

{|TB256(n+1) |}−1
TB256

⊆ TB(256n+1,256(n+1)) | n,m ∈ N}.

Note that all functions are modeled as undefined on all arguments that fall out-
side the domains of these property statements. For example, symmetric encryption
of any term is undefined unless the key is a 256-bit bitstring.

Example 18. We use our framework to formalize RSA encryption, taking into
account properties of the key generation algorithm. An RSA public key is a pair
(n, e), where n = p · q, the modulus, is a product of large primes (typically around
512 bits) p and q, and e, the exponent, is relatively co-prime to ϕ(n) = (p−1)(q−
1). The private key d is the multiplicative inverse of e modulo ϕ(n).

We extend the setup specification of Example 17. We add to the signature the
following five primitives: the unary functions mod, expn, and inv, representing the
extraction of the modulus, the exponent, and the exponent’s multiplicative inverse,
respectively, from a randomly generated RSA public-private key pair; a binary
function {·}−1

· ∈ ΣDY2 , representing the RSA decryption function; and a ternary
function {·}··, representing RSA encryption.

The only rewriting rule that we must add to model RSA encryption is{
{m}expn(k)

mod(k)

}−1

inv(k)
→ m,

where m, k are variables.
The additional types that we will use to formalize relevant properties of these

functions and their interpretations are as follows:

• random represents the random values used to generate an RSA public-private
key pair, including two 512-bit prime numbers and the 1024-bit exponent,
with JrandomK ⊆ B2048;
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• prodprime represents the product of two 512-bit prime numbers, so that
JprodprimeK ⊆ B1024 and | JprodprimeK | ≈ 21008 (by the prime number
theorem);

• odd represents 1024-bit odd numbers, with JoddK ⊆ B1024 and | JoddK | =
21023.

We add the following property statements:

• mod[random] ⊆ prodprime, because the modulo of an RSA public key is
the product of two primes.

• expn[random] ⊆ odd, because the exponent of an RSA public key is always
odd.

• inv[random] ⊆ TB1024 , because an RSA private key is a 1024-bit bitstring.
Note that we do not allow extracting modulos, exponents, or inverses from
anything other than a valid value for generating an RSA key pair.

• {TB1024}oddprodprime ⊆ TB1024 . This property states that encrypting any 1024-
bit plaintext with a valid RSA public key yields a 1024-bit bitstring. Note
that the encryption is undefined if the plaintext is not a 1024-bit bitstring, the
modulus is not the product of two primes, or the exponent is even.

• {TB1024}−1
TB1024

⊆ TB1024 . RSA decryption takes a ciphertext and a private
key which are both 1024-bit bitstrings, and outputs a 1024-bit plaintext.

For simplicity, we merely require here that the public-key exponent is odd,
rather than requiring it to be co-prime with the modulus.

In the rest of this section we assume fixed a setup specification

S = 〈〈Σ,≈R, T ,PS 〉, J·K〉.

Term assignments. Term assignments associate a value to each symbolic term.
Recall that the domain of definability of a function symbol f ∈ Σn, domS(f), may
be a proper subset of (B∗)n. However, no restriction is placed on the construction
of symbolic terms. Therefore, an error/undefined value, represented by ⊥, is also
considered. We will write B∗⊥ for the set B∗∪{⊥}. Note that⊥ never occurs in the
domain of definability of any function; thus, applying a function to an undefined
argument always yields an undefined result, as expected.

Define Ω by Ω = {ω | ω : TΣ → B∗⊥} , i.e., Ω is the set of all functions map-
ping symbolic terms to bitstrings (or the undefined value ⊥). We now define the
notions of satisfaction of an equational theory, a property statement, a set of prop-
erty statements, and a setup specification by a function ω ∈ Ω as follows.

• ω satisfies ≈R, written ω |= ≈R, if, whenever t ≈R t′, either ω(t) = ω(t′),
or ω(t) = ⊥, or ω(t′) = ⊥;



80 CHAPTER 5. SYMBOLIC PROBABILISTIC PROTOCOL ANALYSIS

• ω satisfies a property statement ps (under J·K), written ω |=J·K ps if

(ω(t1), . . . , ω(tn)) ∈ Jdom(ps)K ⇒ ω(f(t1, . . . , tn)) ∈ Jran(ps)K ;

• ω satisfies PS (under J·K), written ω |=J·K PS , if ω |=J·K ps for all ps ∈ PS
and(
∀ps∈PSf (ω(t1), . . . , ω(tn)) /∈ Jdom(ps)K

)
⇒ ω(f(t1, . . . , tn)) = ⊥;

• ω satisfies a setup presentation S, written ω |= S, if ω |= ≈R and ω |=J·K PS .

Note that the notions of satisfaction of a property statement and a set of property
statements are defined for an interpretation function J·K. We write ΩS for the set of
all ω ∈ Ω that satisfy S.

Example 19. Functions ω that satisfy our equational theory may be such that
ω(t) = ⊥ and ω(t′) 6= ⊥ for terms t and t′ such that t ≈R t′. To see why
this is allowed, recall from Example 17 that {|·|}−1

· represents a symmetric en-
cryption algorithm in which valid keys always have 256 bits. Let t, k ∈ Σ0, with
type(t) = text, and t′ = {|{|t|}k|}

−1
k . We have t ≈R t′. Now, if ω represents a

possible real-world assignment (of terms to bitstrings), we have ω(t) 6= ⊥ (since
t represents a bitstring freshly sampled from B256). Moreover, if ω(k) is not a
256-bit bitstring, then ω(t′) = ⊥ since our encryption and decryption functions
are only defined for 256-bit keys. Therefore, ω({|{|t|}k|}

−1
k ) = ⊥.

Finitely-generated events. Valid protocol execution traces are finite and, there-
fore, contain only finitely many terms. We are therefore interested in events that
depend on only finitely many terms. For each finite set of terms K ⊆ TΣ, let ΛK
be the set of functions λ : K → P(B∗⊥) and, for each λ ∈ ΛK , let

Ωλ = {ω ∈ Ω | ω(t) ∈ λ(t) for each t ∈ K}.

Let
Λ =

⋃
K∈Pfin (TΣ)

ΛK

and
ΩΛ = {Ωλ | λ ∈ Λ} ,

where Pfin(X) is the set of finite subsets of X . Note that ΩΛ is the set of subsets
of Ω whose specification depends on only the instantiation of finitely many terms.
We want our probability measure to be defined in the σ-algebra generated by ΩΛ.
Let F be this σ-algebra; we say that F is the σ-algebra of finitely generated events.
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Notation for events. The following notations will be used in proving several of
our results. For each finite set of terms K, let ΨK be the set of functions ψ : K →
B∗⊥. Define

Ψ =
⋃

K∈Pfin (TΣ)

ΨK .

For each ψ ∈ Ψ, let

Ωψ = {ω ∈ Ω | t ∈ dom(ψ)⇒ ω(t) = ψ(t)} .

Let
ΩΨ = {Ωψ | ψ ∈ Ψ}

and, for each K,
ΩΨK = {Ωψ | ψ ∈ ΨK} .

Furthermore, for each λ ∈ ΛK , define

Ψ(λ) = {ψ ∈ ΨK | t ∈ K ⇒ ψ(t) ∈ λ(t)} .

We remark that
Ωλ =

⊎
ψ∈Ψ(λ)

Ωψ,

and that Ψ(λ) is the only subset of ΨK such that the above equality holds.

Probabilistic models. Given a setup specification S , we consider probability
spaces (Ω,F , µ), where Ω and F are as defined above and µ : F → [0, 1] is a
probability measure. Note that Ω and F are fixed for a given S; we analyze the
probability measure µ.

If t ∈ TΣ, we write t̂ : Ω → B∗⊥ to denote the random variable on Ω defined
by t̂(ω) = ω(t). We adopt standard (abuses of) notation from probability theory.
If C(b1, . . . , bn) is a condition whose satisfaction depends on the bitstring values
b1, . . . , bn, we use the notational convention that

Pµ[C(t̂1, . . . , t̂n)] = µ(
{
ω ∈ Ω | C(t̂1(ω), . . . , t̂n(ω))

}
),

provided that {
ω ∈ Ω | C(t̂1(ω), . . . , t̂n(ω))

}
∈ F .

If Ω ∈ F , we will also write Pµ[Ω] instead of µ(Ω). We use standard notation for
conditional probability. Namely, if Pµ[B] > 0, then

Pµ[A | B] = Pµ[A,B]/Pµ[B]

is the conditional probability of A given B.
We define the satisfaction of an equational theory, a set of property statements,

and a setup specifications by a probability distribution µ as expected: µ satisfies
each of these specifications if it gives probability 1 to the set of functions ω which
satisfy them. More formally:
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• µ satisfies ≈R, written µ |= ≈R, if µ({ω | ω |= ≈R}) = 1;

• µ satisfies PS (under J·K), written µ |=J·K PS , if µ({ω | ω |= PS}) = 1;

• µ satisfies, or is a model of, the setup specification S, written µ |= S, if
µ |=≈R and µ |=J·K PS .

We remark that µ is a model of S if and only if µ(ΩS) = 1.

5.2 A Generalized Random Oracle Model

In this section we propose an algorithm for sampling the random variables associ-
ated with symbolic terms. This sampling algorithm interprets functions as random
oracles subject to satisfying our setup specification S = 〈〈Σ, ≈R, T , PS 〉, J·K〉.

This algorithm is intended only to provide a clear definition of the probability
measure that we use for a given a setup specification. In Section 5.3 we show
how specific probabilities can be more efficiently computed using the probability
distribution defined by this sampling algorithm.

5.2.1 Tentative term sampling in the ROM

Term sampling. Suppose thatK ⊂ TΣ is a finite set of terms and P is a partition
of K. We define ≈P to be the smallest congruence relation on TΣ such that ≈R ⊆
≈P and t ≈P t′ whenever there is p ∈ P such that t, t′ ∈ p.

Algorithm 8 builds a function ψROM mapping a finite set of terms to B∗⊥. We
denote by P (ψROM) the partition of dom(ψROM) given by

P (ψROM) =
{
ψ−1

ROM(b) | b ∈ ran(ψROM)
}
.

The algorithm is probabilistic: in line 12, it samples a random bitstring from a
finite subset of B∗⊥. We write x U←− S to denote that x is assigned a value sampled
from a finite set S with uniform probability distribution. We also assume fixed
some total order ≺ on the set of terms such that, if t ∈ psub(t′), then t ≺ t′. We
say that such an order is subterm-compatible.

Algorithm 8 samples terms in order (lines 2–3), by interpreting each function
symbol as a random oracle with uniform probability distribution (line 12), and
respecting the equational theory in case an equal term has already been sampled
(lines 9–10), as long as all its argument values (previously sampled) are defined
and form a tuple in its domain of definability (lines 5–6).

Problems with Algorithm 8. We show that Algorithm 8 does not necessarily
yield the desired probability measure over F .

Given a finite set K ⊆ TΣ and a subterm-compatible order ≺, Algorithm 8
is a probabilistic algorithm, and thus outputs a function ψ : sub[K] → B∗⊥ with
some probability distribution. We would therefore like to define a model µ of S
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Algorithm 8 (Tentative) term sampling algorithm.
Input: a finite set of terms K ⊆ TΣ

Output: a function ψROM : sub[K]→ B∗⊥
1: ψROM ← ∅
2: choose t1, . . . , tk s.t. t1 ≺ . . . ≺ tk and sub[K] = {t1, . . . , tk}
3: for i ∈ {1, . . . , k}
4: f(t′1, . . . , t

′
n)← ti

5: if (ψROM(t′1), . . . ψROM(t′n)) /∈ domS(f)
6: ψROM(ti)← ⊥
7: continue
8: let ps be the unique ps ∈ PS f s.t.

(ψROM(t′1), . . . ψROM(t′n)) ∈ Jdom(ps)K
9: if there is t′∈dom(ψROM) s.t.

t ≈P (ψROM) t
′ and ψROM(t′) 6= ⊥

10: ψROM(ti)← ψROM(t′)
11: continue
12: ψROM(ti)

U←− Jran(ps)K
13: return ψROM

by defining µ(Ωλ) for each generator Ωλ of F as the probability that executing
Algorithm 8 on input dom(λ) yields as output a function ψROM such that, for each
t ∈ dom(λ), ψROM(t) ∈ λ(t).

The next example shows that this is not well-defined in general. We consider
two terms, t and a, and show that the algorithm samples t and a to the same bit-
string with a probability that depends on the input set K and the order relation ≺.
Thus, letting λb = {t 7→ b, a 7→ b} for each b ∈ B∗⊥, we have that the probability of
the (measurable) set

⋃
b∈B∗⊥

Ωλb depends on the input set K and the order relation
≺ considered.

Example 20. Suppose that a, b, k ∈ Σ0 are such that type(a) = TB1024 , type(b) =
TB1024 and type(k) = random. Let

t =
{
{a}expn(k)

mod(k)

}−1

b
,

and consider executing Algorithm 8 on the set {t} . Algorithm 8 outputs a func-
tion ψ : sub(t) → B∗⊥. Let us consider the probability that ψ(t) = ψ(a). It is
simple to check that both ψ(t) and ψ(a) are sampled by Algorithm 8 with uniform
probability distribution from B1024. Therefore, we obtain

P [ψ(t) = ψ(a)] = 2−1024

regardless of the order ≺ chosen.
Now, consider executing Algorithm 8 on the set {t, inv(k)} . If t ≺ inv(k), then

the execution of Algorithm 8 will be exactly the same until ψ(s) is sampled for all
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terms s ∈ sub(t), and ψ(inv(k)) is only sampled afterwards. Therefore, ψ(s) is
sampled according to the same probability distribution for all s ∈ sub(t), and the
probability that ψ(t) = ψ(a) is still 2−1024. However, if inv(k) ≺ b, we have a
probability of 2−1024 that ψ(b) = ψ(inv(k)). If ψ(b) = ψ(inv(k)), then we have
ψ(t) = ψ(a) with probability 1. Otherwise, ψ(t) and ψ(a) will still be sampled
from B1024 with uniform probability distribution, and the probability that they are
sampled to the same value is again 2−1024. In this case, we conclude that

P [ψ(a) = ψ(t)] = 2−1024 · (2− 2−1024) 6= 2−1024.

Thus, the probability that ψ(t) = ψ(a) depends on both the set of terms K input
to the algorithm and the order ≺.

Nevertheless, the following result shows that, given a fixed finite set of termsK
and a subterm-compatible order ≺, Algorithm 8 does yield a probability distribu-
tion on the σ-algebra FK generated by the set {Ωλ | λ ∈ ΛK}, i.e., the σ-algebra
of events that depend only on the instantiation of terms in the set K.

Theorem 9. There is a unique probability distribution µK,≺ : Fsub[K] → [0, 1]

such that, for each λ ∈ ΛK , µK,≺(Ωλ) is the probability that executing Algorithm
8 on input K and using the order ≺ yields a function ψROM such that, for each
t ∈ K, ψROM(t) ∈ λ(t).

5.2.2 Revised term sampling in the ROM

To avoid problems like the one illustrated by Example 20 we impose two addi-
tional hypotheses on the setup specification S . We will explicitly distinguish a set
of weak function symbols and consider a revised algorithm that uses this distinc-
tion. This revised algorithm is equivalent to Algorithm 8 when all functions are
treated as weak. We show that, under these hypotheses, we can define a probability
measure from this new sampling algorithm, while also simplifying the calculation
of probabilities.

Weak terms. We assume fixed a set ΣW ⊆ Σ of weak function symbols. We say
that a term t ∈ TΣ is weak if head(t) ∈ ΣW , and denote by TW the set of weak
terms.

Intuitively, weak function symbols are those that represent functions whose
outputs are sampled from “small” sets, and a probabilistic model must therefore
take into account the possibility of collisions between them. By contrast, non-weak
function symbols are those that represent functions whose outputs are sampled
from large enough sets, so that ignoring the possibility of collisions changes our
probability estimates only negligibly. This idea is made precise by Theorem 12,
below.

Example 21. In our running example, we consider the set of weak function sym-
bols ΣW = {h} ∪ {a ∈ Σ0 | a ⊆PS pw}. That is, a term is weak if it is an hash or
if it is derived from a humanly-chosen password.
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Term sampling revisited. If K and K ′ are sets of terms and P is a partition of
K, we let P |K′= {p ∩K ′ | p ∈ P}. Note that P |K′ is a partition of K ∩K ′. We
denote by W (ψROM) the partition P (ψROM) |TW .

Algorithm 9 is our revised term sampling algorithm, targeted at solving the
anomaly described in Example 20. It is the same as Algorithm 8 with the exception
that we replace the condition t ≈P (ψROM) t

′ by t ≈W (ψROM) t
′ in line 9.

Algorithm 9 Revised term sampling algorithm.
Input: a finite set of terms K ⊆ TΣ

Output: a function ψROM : sub[K]→ B∗⊥
1: ψROM ← ∅
2: choose t1, . . . , tk s.t. t1 ≺ . . . ≺ tk and sub[K] = {t1, . . . , tk}
3: for i ∈ {1, . . . , k}
4: f(t′1, . . . , t

′
n)← ti

5: if (ψROM(t′1), . . . ψROM(t′n)) /∈ domS(f)
6: ψROM(ti)← ⊥
7: continue
8: let ps be the unique ps ∈ PS f s.t.

(ψROM(t′1), . . . ψROM(t′n)) ∈ Jdom(ps)K
9: if there exists t′ ∈ dom(ψROM) s.t.

t ≈W (ψROM) t
′ and ψROM(t′) 6= ⊥

10: continue
11: ψROM(ti)

U←− Jran(ps)K
12: return ψROM

This revised algorithm yields a probability distribution on F provided that the
setup specification S satisfies two reasonable conditions: disjointness and compat-
ibility. We discuss these conditions next.

Disjointness. The first condition we require on the specification S is that weak
function symbols do not occur in the rewriting systemR.

Intuitively, this disjointness condition implies that the equality of terms de-
pends only on the equalities between their weak subterms. Therefore, sampling
terms in a different order does not affect any equalities because terms are sampled
only after all their subterms have been sampled. This condition excludes cases like
the one described in Example 20: because inv /∈ ΣW , we never have{

{a}expn(k)
mod(k)

}−1

b
≈W (ψROM) a

(even if ψROM(b) = ψROM(inv(k))). The key idea is that equalities between non-
weak terms may be disregarded, as the terms are equal only with negligible proba-
bility. We remark that ignoring equalities between non-weak terms, besides allow-
ing us to consistently define a probability measure, also simplifies the calculation
of probabilities.
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R-closed partitions. Let K be a finite set of terms and P be a partition of K.
Recall the definition of≈P given in Section 5.2. We say that P is≈R-closed if, for
all t, t′ ∈ K, if t ≈P t′, then there is p ∈ P such that t, t′ ∈ p. We are interested in
partitions of weak terms. Thus, given a finite set K, we denote by PWR (K) the set
of ≈R-closed partitions of sub[K] ∩ TW .

Example 22. Consider the set of terms

K =
{
h({|{|t|}k|}

−1
k′ ), h(t)

}
,

and suppose that

k ⊆PS pw, k′ ⊆PS pw, and t /∈ TW .

Then, {{
k, k′

}
,
{
h({|{|t|}k|}

−1
k′ )
}
, {h(t)}

}
is a partition of sub[K] ∩ TW that is not ≈R-closed.

Renaming. A P -renaming is an injective function τ : P � Np mapping P -
equivalence classes to names in Np. We will denote by P ∗ be the partition of

(TWΣ ∩ sub[K]) ∪ τ [P ]

given by
P ∗ = {p ∪ {τ(p)} | p ∈ P} .

Deciding ≈W . We now show that, if the disjointness condition is satisfied, the
relation ≈W is decidable: That is, there exists a procedure which, given a partition
P ∈ PWR (K) and two terms t and t′, decides whether t ≈P t′. We proceed as
follows: In Lemma 7, given a partition P ∈ PWR (K) and a P -renaming τ , we
define a function κτP such that two terms are equal (under P ) if and only if they
have the same image under κτP . Lemma 8 shows that the function κτP is the same
as the function τ∗ computed by Algorithm 10. Thus, given two terms t and t′,
we have t ≈P t′ if and only if τ∗(t) = τ∗(t′), and this can be decided by using
Algorithm 10 to compute the images of t and t′ under τ∗.

We assume that K is a finite set of terms, P ∈ PWR (K), ≺ is a subterm-
compatible order, and Np is an infinite set of names disjoint from Σ (and thus also
from N ).

We define
κτP : TΣ(Np)→ TΣ(Np)

inductively as follows:

• if there is p ∈ P ∗ and t′ ∈ p such that t′ ≈P ∗ t, then κτP (t) = τ(p);

• otherwise, we define κτP (f(t1, . . . , tn)) = f(κτP (t1), . . . , κτP (t1))↓.
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We note that, for all t ∈ TΣ(Np),

κτP (κτP (t)) = κτP (t) and κτP (t) ≈P ∗ t.

We can drop both τ and P when they are clear from context.

Lemma 7. For all t, t′ ∈ TΣ, all finite sets of terms K, all P ∈ PWR (K), and all
P -renamings τ , we have t ≈P t′ if and only if κτP (t) = κτP (t′).

Proof. Let ∼ be the relation on terms given by t ∼ t′ if and only if κ(t) = κ(t′).
Since t, t′ ∈ TΣ, we have t ≈P t′ if and only if t ≈P ∗ t′; therefore, it is sufficient
to prove that ∼ = ≈P ∗ . Because t ≈P ∗ κ(t) for all t, it is clear that ∼ ⊆ ≈P ∗ .

It remains to prove that ≈P ∗⊆∼. By definition of ≈P ∗ , it is sufficient to show:

(1) ∼ is a congruence relation;

(2) ≈R ⊆ ∼;

(3) if p ∈ P and t, t′ ∈ p, then t ∼ t′.

(1) It is clear that ∼ is reflexive, symmetric and transitive. Suppose that

t1 ∼ t′1, . . . , tn ∼ t′n, f ∈ Σn,

and let
t = f(t1, . . . , tn), t′ = f(t′1, . . . , t

′
n).

If there is p ∈ P and t′′ ∈ p such that t ≈P t′′, then, because ∼ ⊆ ≈P ∗ , we
have t′ ≈P ∗ t ≈P ∗ t′′; and because t, t′, t′′ ∈ TΣ, we have t′ ≈P t′′. Thus,
κ(t) = τ(p) = κ(t′), and t ∼ t′. Otherwise, we have

κ(t) = f(κ(t1), . . . , κ(tn))↓
= f(κ(t′1), . . . , κ(t′n))↓
= κ(t′).

Thus, ∼ is a congruence relation.

(2) In light of (1), it is sufficient to show that t ∼ t ↓ for all t. Consider the
pattern term tpt ∈ TΣ(X ) obtained from t as follows: at each position p ∈ pos(t)
such that there is p′ ∈ P and t′ ∈ p′ satisfying t |p≈P t′, we replace t |p by a fresh
variable. Let V be the set of variables occurring in tpt.

Let σpt : V → TΣ be the substitution such that tptσpt = t, and let στ : V →
ran(τ) be given by xστ = τ(p′), where p′ is the (unique) p′ ∈ P such that there is
t′ ∈ p′ satisfying xσpt ≈P t′. We have

κ(t) = (tptστ )↓ .
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Now, because xσpt ∈ TWΣ for all x ∈ V and function symbols in ΣW do not occur
inR, we also have

t↓= tpt ↓ (σpt ↓). (5.1)

For all x ∈ V , there is p′ ∈ P and t′ ∈ p′ such that xσpt ≈P t′. Because
≈R⊆≈P , we also have x(σpt ↓) ≈P t′, and thus κ(x(σpt ↓)) = xστ . We conclude
that

κ(t↓) = (tpt ↓ στ )↓ . (5.2)

The convergence ofR implies that

(tpt ↓ στ )↓= (tptστ )↓;

combining this fact with equations (5.1) and (5.2), we obtain

κ(t) = (tptστ )↓= (tpt ↓ στ )↓= κ(t↓),

as desired.

(3) Whenever p ∈ P and t ∈ p, we have κ(t) = τ(p). Property (3) follows.
2

The following Algorithm defines another function τ∗. Lemma 8 below shows
that the theoretical definition of κ is equivalent to this operational definition of τ∗.

Algorithm 10 (P,R)-renaming algorithm

Input: K,P ∈ PWR (K), a subterm-compatible order ≺, and a P -renaming τ
Output: functions τ+, τ∗ : sub[K]→ TΣ(Np)

1: τ+, τ∗ ← ∅
2: let t1, . . . , tk be such that t1 ≺ . . . ≺ tk and sub[K] = {t1, . . . , tk}
3: for i from 1 to k
4: let ti = f(t′1, . . . , t

′
n)

5: τ+(ti)← f(τ∗(t′1), . . . , τ∗(t′n))↓
6: if there is j ≤ i s.t. τ+(tj) = τ+(ti) and tj ∈ p for some p ∈ P
7: τ∗(ti)← τ(p)
8: else τ∗(ti)← τ+(ti)
9: return τ+, τ∗

We now show that τ∗ coincides with κτP for all terms in sub[K]. Since the
function κ can be used to decide ≈P by Lemma 7, it follows that ≈P by using
Algorithm 10.

Lemma 8. Consider the function τ∗ output by Algorithm 10 on input (K, P, ≺,
τ). For all t ∈ sub[K], we have τ∗(t) = κτP (t).
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Proof. The proof is by induction on |sub[K]|. The result is clear if |sub[K]| = 0.
Suppose then that |sub[K]| = n+ 1. Let t1, . . . , tn+1 be such that

sub[K] = {t1, . . . , tn+1} and t1 ≺ . . . ≺ tn+1.

Our induction hypothesis is that, for all i ∈ {1, . . . , n}, we have τ∗(ti) = κ(ti).
For each i ∈ {1, . . . , n+ 1}, let

ti = fi(ti,1, . . . , ti,ki).

If there is j ≤ n + 1 and p ∈ P such that tj ∈ p and τ+(tj) = τ+(tn+1), the
induction hypothesis implies that

τ+(tj) = fj(τ
∗(tj,1), . . . , τ∗(tj,kj ))↓ ≈P ∗ tj ,

and, similarly,

τ+(tn+1) = fn+1(τ∗(tn+1,1), . . . , τ∗(tn+1,kn+1))↓ ≈P ∗ tn+1.

This implies that tj ≈P ∗ tn+1, and because tj , tn+1 ∈ TΣ, we also have tj ≈P
tn+1. Thus, we have κ(tn+1) = τ∗(tn+1) = τ(p).

Suppose then that there is no p ∈ P and t ∈ p such that tn+1 ≈P t. The
reasoning above implies that there is no j ≤ n+ 1 and p ∈ P such that tj ∈ p and
τ+(tj) = τ+(tn+1). Thus,

τ∗(tn+1) = τ+(tn+1)
= fn+1(τ∗(tn+1,1), . . . , τ∗(tn+1,kn+1))↓
= fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓
= κ(tn+1),

using the induction hypothesis.
It remains to consider the case that there is p ∈ P and t ∈ p such that

tn+1 ≈P t. In this case, we have κ(tn+1) = τ(p); therefore, we have to prove
that τ∗(tn+1) = τ(p) as well. Because t ∈ sub[K], we have t = tj for some
j ≤ n+ 1. The induction hypothesis yields

τ+(tn+1) = fn+1(τ∗(tn+1,1), . . . , τ∗(tn+1,kn+1))↓
= fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓ .

Using again the induction hypothesis and noting that κ(t) is in normal form for all
t and fj ∈ ΣW does not occur inR, we have

τ+(tj) = fj(τ
∗(tj,1), . . . , τ∗(tj,kj ))↓

= fj(κ(tj,1), . . . , κ(tj,kj ))↓
= fj(κ(tj,1), . . . , κ(tj,kj )).

Combining the fact that τ+(t) ≈P ∗ t for all t with the two equalities above, it
follows that

fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓ ≈P ∗ fj(κ(tj,1), . . . , κ(tj,kj )).
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Furthermore, κ(t) is always in normal form: therefore, we have either

fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓ = fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))

or

fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓ ∈ sub(fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))).

In the first case, if fn+1 /∈ ΣW , then

fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1)) 6≈P ∗ tj ,

since head(tj) ∈ ΣW ; it follows that tn+1 6≈P ∗ tj , a contradiction. Therefore, we
must have fn+1 ∈ ΣW . It follows that tn+1 ∈ TWΣ , and because P is ≈R-closed,
we have tn+1 ∈ p and τ∗(tn+1) = τ(p).

In the second case, we note that, whenever s ∈ sub(κ(t)), we have κ(s) = s:
Therefore, we have

fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓= κ(fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓),

and because tn+1 ≈P tj and tj ∈ p, we have

τ+(tn+1) = κ(fn+1(κ(tn+1,1), . . . , κ(tn+1,kn+1))↓) = τ(p),

as desired.
2

Selection functions. A selection function for K is a function

ι : sub[K]→ PS ∪ {⊥}

such that, for each t ∈ sub[K], either ι(t) = ⊥ or head(ι(t)) = head(t).
Given ω ∈ Ω, we say that ω satisfies ι if, for all t = f(t1, . . . , tn) ∈ sub[K],

either

(ω(t1), . . . , ω(tn)) ∈ Jdom(ι(t))K and ω(t) ∈ Jran(ι(t))K

or
(ω(t1), . . . , ω(tn)) /∈ domS(f) and ι(t) = ω(t) = ⊥.

We denote by I(K) the set of selection functions forK, and by IS(K) ⊆ I(K)
the set of selection functions ι for K such that there is ω ∈ Ω that satisfies ι. The
following Lemma, proved in the Appendix, shows that, given a finite set of terms
K, IS(K) is a finite and computable set.

Lemma 9. For all valid setups S and all finite sets of terms K, IS(K) is a finite
and computable set.



5.2. A GENERALIZED RANDOM ORACLE MODEL 91

A selection function for a finite set K determines which property statement
applies to each term in sub[K]. Note that, if ω ∈ Ω is an assignment satisfying PS
and K is a finite set of terms, there exists exactly one selection function ι ∈ I(K)
satisfied by ω: it is the function ι that associates each term f(t1, . . . , tn) to the
unique property statement

ps ∈ PS f such that (ω(t1), . . . , ω(tn)) ∈ Jdom(ps)K ,

or ⊥ if no such ps exists.

Compatibility. The compatibility condition is that, if K is a finite set of terms,
t ∈ sub[K], P ∈ PWR (K), ι ∈ IS(K), and ι(t) 6= ⊥, then there is t′ ∈ sub(t)
such that:

• t ≈P |psub(t)
t′;

• for all t′′ ∈ sub[K] such that t ≈P |psub(t)
t′′, we have either

ι(t′′) = ⊥ or
q
ran(ι(t′))

y
⊆

q
ran(ι(t′′))

y
.

Intuitively, the compatibility condition requires the equational theory ≈R and
the property statements in PS to be compatible. It is a basic requirement that
should be satisfied by any meaningful setup specification. The following example
illustrates this.

Example 23 (Incompatibility between ≈R and PS ). Consider a rewriting system
R containing the symmetric decryption rewrite rule{∣∣∣{|x|}y∣∣∣}−1

y
→ x

and the following property statements:

• {|TB256 |}−1
TB256

⊆ TB128 ;

• {|TB256 |}TB256
⊆ TB256 .

Let
t′ = {|{|t|}k|}

−1
k ,

where t, k ∈ Σ0 and type(t) = type(k) = TB256 .
In this case, we have

ι(t) = TB256 ⇒ Jran(ι(t))K = TB256

and
ι(t′) = TB128 ⇒

q
ran(ι(t′))

y
= TB128
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for all selection functions ι ∈ IS({t, t′}).
Because t ≈R t′ and B128 ∩ B256 = ∅, it follows that there is no ω ∈ Ω that

satisfies ≈R and PS .
Note however that, having

{|TB256 |}−1
TB256

⊆ TB256 instead of {|TB256 |}−1
TB256

⊆ TB128 ,

we could have Jtype(t)K = B for any non-empty set B ⊆ B256 without violating
our compatibility condition.

Example 24. With the choice of ΣW described in Example 21, our running exam-
ple (described in Examples 17, 18 and 19) satisfies the disjointness and compati-
bility conditions.

Probability measure. We show that, under the disjointness and compatibility
hypotheses, the revised sampling algorithm yields a probability measure µROM sat-
isfying S. For each total subterm-compatible order ≺, each λ ∈ Λ, and each finite
set of terms K such that dom(λ) ⊆ K, let µK,≺(λ) be the probability that exe-
cuting the sampling the revised version of Algorithm 8 on input dom(λ) using the
order ≺ yields a function ψROM : sub[K] → B∗⊥ such that ψROM(t) ∈ λ(t) for all
t ∈ K.

Theorem 10 shows that the problem in Example 20 does not occur anymore:
the probability distribution of terms output by Algorithm 9 does not depend on the
input set of terms or on the (subterm-compatible) order chosen.

Theorem 10. Suppose that the disjointness and compatibility conditions are satis-
fied for the subterm-compatible orders ≺ and ≺′. Then, if λ, λ′ ∈ Λ are such that
Ωλ = Ωλ′ , we have µ≺(λ) = µ≺

′
(λ′).

In light of Theorem 10, we define the function µROM : ΩΛ → [0, 1] for each
λ ∈ Λ as µROM(Ωλ) = µ≺(λ) for any subterm-compatible order ≺.

Theorem 11 now yields our desired probability distribution.

Theorem 11. There exists a unique extension of µROM to F that is a probabil-
ity measure. Using the same symbol µROM to refer to this extension, we have
µROM(ΩS) = 1. Hence, µROM is a model of S.

We adopt the abuse of notation used in the above theorem and use the same
symbol µROM to refer to the unique extension of µROM to F that is a probability
measure. Section 5.3 provides an alternative, algebraic definition of µROM that is
well-suited for computing probabilities.

5.2.3 Comparing the two probability measures

We describe the relationship between the probability measures µK,≺ described in
Theorem 9 and the probability measure µROM described in Theorem 11.
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For each f ∈ Σ, we define

Lf = min
ps∈PSf

| Jran(ps)K | and L = min
f∈Σ\ΣW

Lf .

Note that, if we assume that non-weak terms are always sampled from “large” sets
of bitstrings whenever they are defined, then L is large as well. Intuitively, Theo-
rem 12 shows that, if this is the case, the different probability measures we have
described coincide except on a set whose probability is “small”. More precisely,
the two probability measures coincide except on a set whose probability isO(1/L).

Theorem 12. For any finite set of terms K, there exists a set Ω(K) such that, for
any subterm-compatible order ≺:

(1) for any λ ∈ ΛK , µK,≺(Ωλ ∩ Ω(K)) = µROM(Ωλ ∩ Ω(K));

(2) µK,≺(Ω \ Ω(K)) = µROM(Ω \ Ω(K)) ≤ |K|2 · |IS(K)| · (1/L).

Note that the statement of Theorem 12 is stronger than merely bounding the
difference in the probability of sets in ΩΛ. For example, Theorem 12 implies that
the probability of two terms being sampled to the same bitstring as measured by
the two different probability measures also differs by at most |K|2 ·|IS(K)|·(1/L).

Asymptotic interpretation. A function f : N → R is negligible if it decreases
faster than the inverse of any polynomial. More formally, f is negligible if

∀k∈N. ∃ηk∈N. ∀η∈N.
(
η > ηk ⇒ f(η) < η−k

)
.

Suppose that, for each η ∈ N, J·Kη is a type interpretation function and Sη =
〈〈Σ,≈R, T ,PS 〉, J·Kη〉 is a setup specification which satisfies the disjointness and
compatibility conditions. For each f ∈ Σ and each η ∈ N, define

Lf,η = min
ps∈PSf

Jran(ps)Kη

and
Lη = min

f∈Σ\ΣW
Lf,η,

and suppose that 1/Lη is negligible as a function of η.
Note that this condition is equivalent to requiring, for each function symbol

f ∈ Σ \ ΣW and each ps ∈ PS f , that 1/| Jran(ps)Kη | is negligible as a function
of η. Intuitively, this condition requires that non-weak terms, when defined, are
always mapped to bitstrings sampled from large enough sets. Specifically, the
sizes of the sets from which outputs of f are sampled should grow faster than any
polynomial as a function of the parameter η, i.e.,

∀k∈N. ∃ηk,f ∈ N. ∀f∈Σ\ΣW . ∀ps∈PSf . ∀η∈N.
(
η > ηk,f ⇒ | Jran(ps)Kη | > ηk

)
.
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Let µK,≺η be the probability measure given by Theorem 9 when Algorithm
8 is executed using the interpretation function J·Kη. Similarly, let µROM,η be the
probability measure given by Theorem 11 when Algorithm 9 is executed using the
interpretation function J·Kη. Then, the following is a corollary of Theorem 12.

Corollary 1. Let K be a finite set of terms, and suppose that |ISη(K)| grows
polynomially as a function of η. For any finite set of terms K, there exists a set
Ω(K) such that, for any subterm-compatible order ≺:

(1) for any λ ∈ ΛK , µK,≺η (Ωλ ∩ Ω(K)) = µROM,η(Ωλ ∩ Ω(K));

(2) µK,≺η (Ω \ Ω(K)) = µROM,η(Ω \ Ω(K)), and both quantities are negligible
as functions of η.

5.3 Computing Probabilities

In this section we show that the probability measure µROM can be equivalently de-
fined algebraically. This algebraic definition reduces the problem of computing
probabilities of the form

PµROM [t1 ∈ B1, . . . , tn ∈ Bn, t′1 = t′′1, . . . , t
′
n′ = t′′n′ ] (5.3)

(where B1, . . . , Bn are sets of bitstrings) to computing the sizes of intersections of
sets in {B1, . . . , Bn} ∪ T . A full specification of the interpretations of types is not
necessary.

Throughout this section we assume that K is a finite set of terms.

Types error and empty. We define additional types error and empty, and extend
J·K such that JerrorK = {⊥} and JemptyK = ∅. Furthermore, when X ⊆ B∗, we
may use a type TX /∈ T , and further extend J·K such that JTXK = X . Note that we
still refer to J·K as an interpretation function. Let ι ∈ I(K) be a selection function
for K.

Supremum support. We define the supremum ι-support function suppι : K →
T ∪ {error} by error if ι(t) = ⊥ and suppι(t) = ran(ι(t)) otherwise.

≈+
P and ≈∗P -equivalence classes. If t ∈ sub[K], we define

[t]∗P =
{

(τ∗)−1(t) | t ∈ τ∗[sub[K]] \ N+
}

to be the τ∗-equivalence class of t. Analogously,

[t]+P =
{

(τ+)−1(t) | t ∈ τ+[sub[K]]
}

is the τ∗-equivalence class of t, where τ∗ is as computed by Algorithm 10. If K is
a set of terms, we define:
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• [K]∗P is the set of τ∗-equivalence classes of terms in K;

• [K]+P is the set of τ+-equivalence classes of terms in K;

• ≈+
P is the equivalence relation such that t ≈+

P t
′ iff τ+(t) = τ+(t′);

• ≈∗P is the equivalence relation such that t ≈+
P iff t ≈∗P t′;

It is clear that ≈P⊆≈∗P . Thus, for each ≈∗P -equivalence class C, there is a
≈+
P -equivalence class C ′ such that, for all t ∈ C, [t]∗P = C ′; for each C ∈ [K]+P ,

we denote by [C]∗P this unique class C ′.
Let ≺ be some subterm-compatible order, ι ∈ I(K), and C ∈ [sub[K]]+P , and

suppose that t is the least element of C (with respect to ≺) such that ι(t) 6= ⊥. We
define

suppι(C) = ran(ι(t)).

Lemma 22, proved in Appendix C, shows that suppι is well-defined and, for
each C ∈ [sub[K]]+P and each t ∈ C, either suppι(t) = ⊥ or suppι(C) ⊆
suppι(t). Note also that, if there is a ∈ Σ0 such that a ∈ C, then suppι(C) 6=
error.

Intuitively, the supremum support of each equivalence class C ∈ [sub[K]]+P is
the set of bitstrings from which the bitstring corresponding to the least term t ∈ C
is sampled during the execution of Algorithm 9, assuming that all the sampling of
all the terms sampled before t satisfies the partition P and the selection function ι.

Infimum support. Given λ ∈ ΛK and ι ∈ I(K), we define PWR,⊥(ι) as the
set of partitions P of sub[K] ∩ TW for which there is p⊥ ∈ P such that, for all
t ∈ sub[K] ∩ TW , t ∈ p⊥ if and only if ι(t) = ⊥. If P ∈ PWR,⊥(ι), we define
the infimum (ψ, ι, P )-support function for each t ∈ sub[K] as follows: For each
t ∈ sub[K], suppλ,ι,P (t) is the smallest set such that:

• suppι(t) ⊆ suppλ,ι,P (t);

• if t ∈ K, then Tλ(t) ∈ suppλ,ι,P (t);

• if t ≈P t′, T ∈ suppλ,ι,P (t′), and error /∈ {suppι(t), suppι(t′)}, then T ∈
suppλ,ι,P (t).

For each class C ∈ [K]∗P there is a (finite) set T such that, for each t ∈ C,
we have suppλ,ι,P (t) = T or suppι(t) = error. We define suppλ,ι,P (C) for each
class C ∈ [K]∗P by

• suppλ,ι,P (C) = empty if there is t ∈ C such that suppι(t) = error and
there is T ∈ suppλ,ι,P (t) such that ⊥ /∈ JT K,

• and suppλ,ι,P (C) = T (where T is as above) otherwise.
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Note that suppλ,ι,P (C) = empty if and only if there is t ∈ C such that
suppι(t) = error and there is T ∈ suppλ,ι,P (t) such that either T ∈ T or T = TB
for some B ⊆ B∗ which does not contain ⊥. Furthermore, suppλ,ι,P (C) = error
if and only if suppλ,ι,P (t) = error for all t ∈ C ∩K.

Intuitively, a partition P and a selection function ι impose several restrictions
on the bitstrings that each term t ∈ sub[K] may be mapped to: namely, if there
exists t′ ∈ sub[K] such that t ≈P t′, then t′ maps to either ⊥ or to a bitstring in
Jran(ι(t′))K. Simiilarly, if there exists f(t1, . . . , tn) ∈ sub[K] such that t ≈P ti
for some i, and

dom(ι(f(t1, . . . , tn))) = T1 × . . .× Tn,

then t′ maps to either ⊥ (if ran(ι(t)) = error) or to a bistring in JTiK.
In contrast with the supremum support of a class C ∈ [sub[K]]+P , the infimum

support of a class C ∈ [K]∗P is the intersection of all the sets of bitstrings which
the mapping of terms in C must belong to given the partition P and the selection
function ι, according to the reasoning above. In other words, it is the largest set of
bitstrings that terms in C may map to while still satisfying P and ι.

The idea is that, given a partition P and a selection function ι, a sampling
of the terms in sub[K] satisfies P and ι if and only if, for all the terms t such
that ran(ι(t)) 6= error and t is the minimal element of its equivalence class [t]+P
(with respect to some subterm-compatible order), t is sampled to a bitstring in
suppλ,ι,P ([t]∗P ). Note that only these terms t are actually sampled by Algorithm
9, since all the others are mapped either to ⊥ or to the same bitstring that t was
mapped to. Moreover, observe that t is mapped to a bitstring in suppι([t]

+
P ). This

allows us to compute probabilities in our model in a much more efficient algebraic
manner, as formalized in the next paragraph.

Function sets. Suppose that λ ∈ ΛK , ι ∈ I(K), and P ∈ PWR,⊥(K).
We define the following sets:

• ΨD(λ, ι, P ) is the set of functions ψ : [sub[K]]+P → B∗⊥ such that

C ∈ [sub[K]]+P ⇒ ψ(C) ∈ Jsuppι(C)K ;

• ΨU (λ, ι, P ) is the set of functions ψ : [sub[K]]∗P → B∗⊥ such that

C ∈ [sub[K]]∗P ⇒ ψ(C) ∈ suppλ,ι,P (C)

and (
C,C ′ ∈ [sub[K] ∩ TW ]∗P ∧ C 6= C ′

)
⇒ ψ(C) 6= ψ(C ′).

Finally, if ψ ∈ ΨK , we define the sets:

• ΨD(ψ, ι, P ) = ΨD(λ(ψ), ι, P ),
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• and ΨU (ψ, ι, P ) = ΨU (λ(ψ), ι, P ),

where λ(ψ) ∈ ΛK is defined by λ(ψ)(t) = {ψ(t)} for all t ∈ K.

Definition 7. We define the function µC : Λ→ [0, 1] for each λ ∈ Λ by

µC(λ) =
∑

ι∈I(K)

 ∑
P∈PWR,⊥(K)

|ΨU (λ, ι, P )|
|ΨD(λ, ι, P )|

 ,

where K = dom(λ).

Theorems 13 and 14 establish that µC is a well-defined probability distribution
in F which coincides with the probability distribution µROM defined in the previous
chapter. Their proofs can be found in Appendix C, Section C.2.

Theorem 13. If K is a finite set of terms and λ, λ′ ∈ ΛK are such that Ωλ = Ωλ′ ,
then µC(λ) ∈ [0, 1] and µC(λ) = µC(λ′).

In light of Theorem 13, we use the symbol µC for the function µC : ΩΛ → [0, 1]
defined, for each λ ∈ Λ, by µC(Ωλ) = µC(λ).

Theorem 14. There exists a unique extension of µC to F that is a probability
measure. Abusing notation and using the symbol µC to refer to this extension, we
have µC = µROM.

Implementation. An implementation of our algorithm for computing probabili-
ties is available in [2]. It can be used to compute probabilities of the form (5.3) for
the cryptographic primitives and respective properties considered in our running
example. The user must, however, specify the sizes of intersections of the sets of
bitstrings B1, . . . , Bn with the specified property types.

Let T =
{
t1, . . . , tn, t

′
1, t
′′
1, . . . , t

′
n′ , t

′
n′
}

. Because we must consider ≈R-
closed partitions of the set TWΣ ∩ sub[T ] of weak subterms of T , the complexity
of the computation is exponential in the number of such weak subterms. How-
ever, for the setup specification considered in our running example, if T contains
no subterms of the form πi(t) for some i ∈ {1, 2} and some term t such that
head(t) 6= 〈·, ·〉, the complexity is linear in the number of non-weak subterms of
T . In these cases the tool calculates probabilities with up to ten weak subterms in
under one second in a standard laptop.

5.4 Off-line Guessing Examples

We now present a few examples of off-line guessing attacks. These examples il-
lustrate that such attacks can result from implementation details that, while often
trivial, are outside the scope of traditional symbolic methods. We show how such
details can be modeled in our framework and used to estimate the probability of
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attacks. All probability calculations in this section rely on the setup specification
described in our running example and are performed automatically by our imple-
mentation.

Attacker model. Recall that the algebra of terms we consider is now TΣ∪N ,
with ar(a) = 0 for all a ∈ N . Our definitions of frame and recipe must be
slightly adapted in this setting: a frame is a pair (ñ, σ), written νñ.σ, where ñ
is a finite set of Σ0 (representing a finite set of constant function symbols which
may not be used in φ-recipes) and σ : X → TΣ∪N . The set of φ-recipes is then
T (φ) = TΣ\ñ(dom(σ)).

Example 25 (Attack on a stored password hash). This simple example considers
an authentication server that stores password hashes instead of the users’ passwords
themselves. Let s ∈ Σ0 be a weak password (i.e., type(s) = pw). Suppose that an
attacker obtains its hash h(s) and wants to use it to off-line guess s. The attacker’s
knowledge is represented by φ = νñ.σ = ν {s} . {x1 7→ h(s)} .

To analyze off-line guessing in our framework, consider the frames φs =
ν {s, w} . {x1 7→ h(s), x 7→ s} and φw = ν {s, w} . {x1 7→ h(s), x 7→ w} . In or-
der to verify his guess, an attacker tests whether hashing it with h yields h(s) =
x1φ; that is, an attacker checks whether h(x)φ = x1φ.

Recall that

JpwK ⊆ B256 and (h[B256] ⊆ B256) ∈ PS .

Thus, the probability of each wrong guess passing the attacker’s test is given by

P [h(x) = x1] = 2−256.

Since | JpwK | ≈ 224, there are 224 − 1 wrong guesses to consider. Hence, the
expected number of guesses w satisfying h(w) = h(s) is

1 +
224 − 1

2256
,

and we obtain an estimated probability of success of

1

1 + 224−1
2256

≈ 1

1 + 1
2232

.

Example 26. The EKE (Encrypted Key Exchange) protocol is designed to allow
two parties to exchange authenticated information using a weak symmetric key
without allowing off-line guessing attacks. It is known that the redundancy of
RSA public keys can be exploited to mount off-line guessing attacks on this pro-
tocol [40]. We show now how our methods can be used to estimate the success
probability of this off-line guessing attack.

For representing these attacks, it is sufficient to consider the first step of the pro-
tocol. Let A and B be agents sharing a weak password s ∈ Σ0, with type(s) = pw.
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For the first message, A randomly samples a bitstring from JrandomK, represented
by a term r ∈ Σ0 such that type(r) = random. Afterwards, she uses it to com-
pute an RSA public key 〈mod(r), expn(r)〉. Then, A (symmetrically) encrypts this
public key with the shared password s and sends the encryption to B. To keep our
analysis simple, we assume that the participants encrypt the modulus and the ex-
ponent separately and send them over the network as a pair of ciphertexts (instead
of the encryption of the pair). Thus, this first message is represented by the term
〈{|mod(r)|}s , {|expn(r)|}s〉. See [40] for a full description of the protocol.

After observing this message in the network, the attacker’s knowledge is de-
scribed by the frame φ = νñ.σ, where σ = {x1 7→ 〈{|mod(r)|}s , {|expn(r)|}s〉}
and ñ = {r}. The relevant frames for the analysis of off-line guessing attacks are
φs = νñw.σs and φw = νñw.σw, where ñw = ñ ∪ {w}, σs = σ ∪ {x2 7→ s}, and
σw = σ ∪ {x2 7→ w}.

While it may be infeasible to check whether the modulus is indeed the product
of two large prime factors, an attacker can nevertheless use his guess w to decrypt
the pair sent by A and test whether the resulting modulus has small prime factors
and whether the exponent e is odd. The probability that each wrong guess satisfies
these two properties is

Pµ

[
̂{|π1(x1)|}−1

x2
∈ JnspfK , ̂{|π2(x1)|}−1

x2
∈ JoddK

]
≈ 1

48
.

Since there are 224 − 1 wrong guesses, we estimate the probability of success of
this off-line guessing attack as described above to be

1

1 + (224 − 1)/48
≈ 2−18.5.

Example 27. Consider now the same setup as in Example 26, except that only the
exponent of the RSA public key is encrypted in the first message. The authors of
EKE note [40] that the protocol is still vulnerable to off-line guessing attacks: Since
the exponent of an RSA key is always odd, one can decrypt each encryption of a
public key with each guess. For the right guess, decrypting each encryption will
yield an odd exponent. The probability that a wrong guess achieves this decreases
exponentially with the number of ciphertexts available to the attacker.

To formalize this in our setting, we let φ = νñ.σ be the frame representing the
attacker’s knowledge, where

σ = {xi 7→ 〈mod(ri), {|expn(ri)|}s〉 | i ∈ {1, . . . , n}}

and
ñ = {r1, . . . , rn, s} .

The frames φs and φw used are as expected: φs = νñw.σs and φw = νñw.σw,
where ñw = ñ ∪ {w}, σs = σ ∪ {xn+1 7→ s}, and σw = σ ∪ {xn+1 7→ w}.

In contrast with the previous example, using the redundancy of RSA modulus
to validate or refute each guess is not a feasible strategy in this case. However, an
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attacker may still test whether or not each of his guesses yields an odd value when
used to decrypt the messages

{|expn(r1)|}s , . . . , {|expn(rn)|}s .

The probability of each wrong guess satisfying this condition is

P
[
{|π2(x1)|}−1

xn+1
∈ JoddK , . . . , {|π2(x1)|}−1

xn+1
∈ JoddK

]
=

1

2n
.

As in Example 26, we thus obtain 1

1+ 224−1
2n

= 2n

2n+224−1
as an estimate for the

probability of success of this off-line guessing attack.



Chapter 6

Summary and Future Work

We discuss our contributions and future work. In Section 6.1 we discuss our
work on equivalence properties, namely the decision procedures for static and trace
equivalence presented in Chapters 3 and 4. Section 6.2 discusses our framework
for symbolic probabilistic protocol analysis, presented in Chapter 5.

6.1 Equivalence Properties

We presented an efficient algorithm for deciding static equivalence under subterm
convergent equational theories, as well as a general algorithm for deciding the
trace equivalence of deterministic, bounded applied-pi calculus processes under
equational theories generated by convergent rewriting systems for which a finitary
unification algorithm exists. Applications of these algorithms include the analysis
of all security properties that are modelled using trace equivalence, such as resis-
tance to off-line guessing attacks, anonymity, strong secrecy, and e-voting secrecy,
provided that the underlying equational theory is generated by a subterm conver-
gent rewriting system.

Implementation. The goal of this work is the automated analysis of security pro-
tocols. This requires fully implementing our procedure for deciding equivalence
of sets of constraint systems and integrating it with a tool which, given a protocol,
generates the processes representing bounded executions of that protocol and the
constraint systems necessary to solve trace equivalence.

At present we have prototype implementations of our (Φ, D)-unification pro-
cedure and our procedure for deciding ε-static equivalence, that is, D-static equiv-
alence for the empty deducibility constraint system ε. This corresponds to the
natural generalization of the notion of static equivalence when generalized frames
(containing recipe variables) are considered. With minimal optimizations and run-
ning in a regular computer, the former terminates in a few milliseconds and the lat-
ter in at most a few seconds for moderately sized inputs. It is worth noting that our
procedure for ε-static equivalence involves computing an ε-saturation of a frame.

101
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Despite its more involved definition, the complexity of computing D-saturations
is often not greater than that of computing ε-saturations, as the added constraints
mean that the execution does not branch as much.

However, as pointed out in [64], the greatest complexity blow-up in constraint
solving-based security protocol analysis is the number of constraint systems that
need to be considered for representing even a small number of protocol sessions.
It is our hope that this problem may be significantly reduced by using techniques
such as constraint differentiation [127].

Future work. There are several directions in which our results can be expanded
and improved. First, we would like to prove that our procedure terminates for
subterm convergent equational theories, as described in Section 4.5.3. Other equa-
tional theories for which we believe that termination holds include blind signa-
tures [5], malleable encryption, encryption with the prefix property [76], and trap-
door commitment [69]. Second, we would like to adapt our procedure to the more
general problem of equivalence of sets of constraint systems, thereby supporting
the analysis of trace equivalence of (any two) bounded processes. We believe that
our technique is well-suited to this generalization. Finally, we would also like
to investigate the termination of our Φ-unification procedure: Namely, we would
like to obtain sufficient conditions for its termination, as well as investigating the
decidability of the existence of finite complete sets of (Φ, D)-unifiers.

More broadly, trace equivalence and other notions of equivalence in the applied-
pi calculus remain of crucial importance in security protocol analysis and are far
less studied than trace-based properties. Importantly, despite the practical rele-
vance of AC operators such as XOR or Diffie-Hellman, no procedures exist to
decide trace equivalence in the presence of such operators together with standard
cryptographic primitives (although [91] provides an algorithm for these equational
theories when considered in isolation). Therefore, deciding equivalence properties
in the presence of AC operators and standard cryptographic primitives remains a
challenging and important research goal.

6.2 Symbolic Probabilistic Protocol Analysis

In Chapter 5 we presented a symbolic, automatable probabilistic framework for
the analysis of security protocols. Our framework allows one to express properties
of cryptographic primitives beyond standard equational properties, thereby model-
ing a stronger attacker than in the standard Dolev-Yao model. We illustrated the
usefulness of this approach by modeling non-trivial properties of RSA encryption
and using them to analyze off-line guessing attacks on the EKE protocol, currently
outside the scope of other symbolic methods.

We have proposed a probability distribution based on interpreting functions
as random oracles subject to satisfying the properties of cryptographic primitives
described in our setup. This is a non-trivial generalization of the random oracle
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model. By using this probability distribution, we can reason about an attack’s
success probability. We provide a prototype implementation of our methods, which
computes probabilities in our formalization of a Dolev-Yao attacker using RSA
asymmetric encryption. Our implementation is available in [3].

More generally, our approach can be used to analyze a broad range of attacks
and weaknesses of cryptographic primitives that could not previously be analyzed
by symbolic models. These include some forms of cryptanalysis (such as differ-
ential cryptanalysis to AES, DES or hash functions, as in [128]) and side-channel
attacks [114]. Symbolic methods are also ill-suited to the analysis of short-string
authentication, used in device pairing protocols [119], and distance-bounding pro-
tocols relying on rapid-bit exchange, such as [129], as their analysis is intrinsically
probabilistic. However, such protocols are amenable to analysis using our frame-
work.

As future work, we plan to integrate this approach with a symbolic protocol
model-checker capable of generating protocol execution traces and the probabil-
ities relevant for deciding whether a trace allows an attack, even if only against
passive attackers. We expect that such an approach will allow us to find numerous
new protocol attacks which depend on the cryptographic primitives used and their
implementations.
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Appendix A

Proofs for Chapter 3

In this Appendix we provide proofs for the results given in Chapter 3.

A.1 Auxiliary Algorithms

Proof (Lemma 2). We prove that, throughout all executions of the loop in lines 3–
18, two loop invariants are preserved: (A) the forest Tmin is minimal, and (B), for
each v ∈ dom(min), termTmin

(min(v)) = (termT (v))↓. The proof is by induction
on the number of executions of the loop. Clearly, the initial definitions of min and
Tmin on lines 1 and 2 satisfy these properties.

We prove that these properties are preserved by each execution of the inner
loop (lines 4–16), that is, by each visit to a node in V . If outT (v) * dom(min),
then neither min nor Tmin are changed. Otherwise, by the induction hypothesis, we
have termTmin

(min(ei,t(v))) = (termT (ei,T (v)))↓ for each i.
If the condition on line 7 holds, then no other vertices are added to Tmin, so that

(A) remains valid. We also have termTmin
(vmin) = (termT (v))↓ (by the induction

hypothesis), and thus (B) is also preserved after line 8.
Suppose then the condition on line 7 does not hold. There are two cases: either

the condition on line 10 holds (case (1)) or not (case (2)). In case (1), rσl is a
proper subterm of lσl (otherwise the rewriting system would not be terminating);
thus, rσl is a subterm of termTmin

(min(ei,T (v))) for some i. Therefore, there is a
vertex vr ∈ Vmin such that termTmin

(vr) = rσl. We have:

termT (v)
= (λ(v))(termT (e1,T (v)), . . . , termT (ear(λ(v)),T (v)))

≈R (λ(v))(termTmin
(min(e1,T (v))), . . . , termTmin

(min(ear(λ(v)),T (v))))

→R rσl
= termTmin

(vr).

By the induction hypothesis, termTmin
(vr) is in normal form. Thus, condition (B)

is preserved. Condition (A) is preserved since no vertex is added to Tmin.
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Now, consider the case when the condition on line 10 is false. In this case, we
add a vertex vmin to the forest Tmin and set min(v) = vmin. After updating Tmin in
lines 12–16, we have:

termTmin
(vmin) = (λ(v))(termTmin

(min(e1,T (v))), . . . ,
termTmin

(min(ear(λ(v)),Tmin
(v))))

≈R (λ(v))(termT (e1,T (v)), . . . , termT (ear(λ(v)),T (v)))

= termT (v),

where the second equality uses the induction hypothesis. Since the condition on
line 10 is false, we conclude that this term is in normal form (note that all its proper
subterms are in normal form by the induction hypothesis). Thus, (B) is preserved.

Since the condition on line 7 is also false, it is clear that there is no other vertex
v′min ∈ V ′min such that

termTmin
(v′min) = (λ(v))(termTmin

(min(e1,T (v))), . . . ,
termTmin

(min(ear(λ(v)),Tmin
(v))))

= termTmin
(vmin).

We conclude that (A) is also preserved.
It is easy to see that, in the end of the loop in lines 3–18, V ⊆ dom(min).

At this point of the execution of the algorithm, Tmin is a minimal DAG-forest and
min : V → Vmin such that, for each v ∈ V , termTmin

(min(v)) = (termT (v)) ↓.
After lines 19–20, Tmin is still minimal, and termTmin

(v) is in normal form for
all vertices v ∈ Vmin. It is clear that roots(Tmin) ⊆ min[roots(T )] ; thus, for
all vmin ∈ roots(Tmin), there is v in T such that min(v) = vmin, and we have
termTmin

(vmin) = (termT (v)) ↓. Finally, for all v ∈ roots(T ), min(v) a vertex
in Tmin such that termtmin(vmin) = (termT (v)) ↓. We conclude that Tmin is a
minimal normal-form of T , as desired, and we have already seen that min satisfies
the lemma.

To estimate the complexity of the algorithm, note first that at most |Vmin| ≤
|V |, and adding each vertex in

Consider then a visit to a vertex v. There number of rules, as well as their size,
isO(1). Checking whether the term represented by v matches an instance of a rule
involves only checking the labels of a constant number of vertices, and possibly
comparing two vertices for equality if the same variable occurs twice in l (note
that, since Tmin is minimal, two vertices v and v′ represent the same term if and
only if v = v′). These checks take time O(log |T |). Our choice of data structure
ensures that the test in line 7, and possibly adding a vertex to Tmin (in lines 12—16)
can also be done in time O(log |T |). Thus, we obtain a complexity of log |T | for
each visit to a vertex.

To count the number of visits to vertices, observe that each leaf is visited once
and each other vertex v is visited at most |outT (v)| times. Thus, the total number
of visits is at most

|leaves(T )|+
∑
v∈V
|outT (v)| = |leaves(T )|+ |E| ∈ O(|T |).
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We obtain a total complexity of O(|T | log |T |).
2

Proof (Lemma 3). Tφ,R contains one vertex for each s ∈ sub(ran(φ)) ∪
{τ} and at most O(1) vertices for each (l → r) ∈ R and each substitution
σl : vars(l) → sub(ran(φ)) ∪ {τ}. There are O(|φ|nvars(R)) such substitutions,
and we conclude that |Tφ,R| ∈ O(|φ|nvars(R)). The fact that Tφ,R is minimal
is clear because T (φ) is minimal and line 12 ensures that Tφ,R is kept minimal
whenever we add new vertices.

To obtain our complexity estimate, we first note that each execution of the loop
in lines 12 − 13 takes only time O(log |φ|). This is because at most |l| ∈ O(1)
vertices need to be added to the forest. For each of these vertices we need to
check whether Tφ,R already contains a vertex representing the same term repre-
sented by that vertex, which can be done in time O(log |Tφ,R|). Since |Tφ,R| ∈
O(|φ|nvars(R)), this is the same as O(log |φ|). Adding the vertex to Tφ,R can
be done with the same complexity. Computing the initial forest Tφ can be done
in time O(|T | log |T |) (by Lemma 2), and the loop in lines 12 − 13 is executed
O(|φ|nvars(R)) times; thus, we obtain a total complexity of O(|φ|nvars(R) log |φ|).

To see (2), we note that rw(v) can be computed from v in O(1) time (for
example, by storing rw(v) as a data member in the object used to represent v). By
a similar reasoning we obtain property (3), noting that the values stored under ζ
here are DAG-representations of elements in dom(φs) and τ .

Property (8) follows from the loop in lines 11 − 13. Property (4) is a conse-
quence of (8) and the facts that Tφ,R is minimal andR is not empty.

Property (5) is ensured by the instruction on line 13, and properties (6) and (7)
are ensured by the initialization of ζ in lines 4–7.

2

Lemma 10. Let t be a term and φ = υñ.σ be a frame. Finding (or determining
that there is no) t′ ∈ T (φ) such that t′φ = t can be done in time

O((|t|+ |φ|) log(|t|+ |φ|)).

Proof. Note that such a t′ exists if and only if either t ∈ ran(φ), t ∈ N \ ñ
or t = f(t1, . . . , tn) for some f ∈ Σn and some t1, . . . , tn ∈ φ[T (φ)]. Thus,
at most, we need to check whether s ∈ (N \ ñ) ∪ ran(φ) for each subterm s ∈
sub(t). There are at most |t| such subterms. Creating a minimal tree containing
all the subterms of t and all subterms of terms in the range of φ can be done in
time O((|t| + |φ|) log(|t| + |φ|)) and, by using such a tree, this check takes time
O(log(|t|+ |φ|)) for each s ∈ sub(t). We obtain a total complexity of

O((|t|+ |φ|) log(|t|+ |φ|)),

as stated by the Lemma. Note that, if one such term t′ exists, then it is built by
performing this procedure top-down on the subterms of t.

2
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Lemma 11. Let R be a subterm convergent rewriting system, (l → r) ∈ R be
a rule, and t = f(t1, . . . , tn) be a term such that all ti are in normal form and
t = lσl for some σl : vars(l)→ TΣ(N ). Then rσl is in normal form.

Proof. Either rσl ∈ T (Σ, ∅) or rσl ∈ sub(f(t1, . . . , tn)). In the first case,
rσl is in normal form by hypothesis. In the second case, rσl must be a proper
subterm of lσl (otherwise the rewriting system would not be convergent). But lσl =
f(t1, . . . , tn), and since t1, . . . , tn are in normal form, so are all their subterms. We
conclude that all proper subterms of lσl are in normal form and the result follows.

2

A.2 Saturation Algorithm

Proof (Lemma 4). We prove that, for all ζ ∈ T (φ):

(1) (ζφ)↓ ∈ φs[T (φs)];

(2) if (ζφ) ↓ is represented by some vertex v in Tφ,R (that is, if there exists
v ∈ Vφ,R such that (ζφ) ↓= termTφ,R(v)), then v ∈ dom(J·KDAG

Φ ) and there
is ζ ′ ∈ T (φs) such that (ζ ′φs)↓= (ζφ)↓ and JvKDAG

Φ is a DAG-representation
of Jζ ′KΦ.

The proof is by induction on ζ. If ζ ∈ dom(φ), then (1) holds due to the
initialization of J·KDAG

Φ in line 2. (2) holds due to the property (6) in Lemma 3. If
ζ ∈ N \ ñ, then (1) trivially holds, and (2) holds because in the first execution
of the loop 5–21 the algorithm visits the leaves of Tφ,R and adds to the domain of
J·KDAG

Φ those vertices representing terms in N \ ñ (lines 7–8).
Now, suppose that ζ = f(ζ1, . . . , ζn) for some f ∈ Σn and some ζ1, . . . , ζn ∈

T (φ). By the induction hypothesis, we have

(ζ1φ)↓, . . . , (ζnφ)↓ ∈ φs[T (φs)].

We consider two cases: either f((ζ1φ)↓, . . . , (ζnφ)↓) is in normal form or not. In
the first case, clearly (1) holds. To prove (2), note that if there is some vertex v in
Tφ,R representing

f((ζ1φ)↓, . . . , (ζnφ)↓) = (f((ζ1φ)↓, . . . , (ζnφ)↓))↓,

then Tφ,R also contains vertices representing (ζ1φ) ↓, . . . , (ζnφ) ↓. Let v1, . . . , vn
be these vertices. Let domk(J·KDAG

Φ ) and domk(J·KΦ) be the domains of J·KDAG
Φ and

J·KΦ (respectively) after the k-th execution of the loop in lines 5–21. Let visitnowk
denote the set visitnow at the beginning of the k-th execution of this loop. Now,
there is k such that

{vi | i ∈ {1, . . . , n}} ∈ domk+1(J·KDAG
Φ ) \ domk(J·KDAG

Φ );
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that is, at the k-th iteration of the loop in lines 5–21, all vertices vi have been
added to dom(J·KDAG

Φ ). It is then clear that v ∈ visitnowk+1. By the induction
hypothesis, there are φs-recipes ζ ′1, . . . , ζ

′
n for ζ1 ↓, . . . , ζn ↓ (respectively) such

that termTφ,R(vi) = Jt′iKΦ for all i. Line 13 then ensures that v ∈ dom(J·KDAG
Φ ),

and JvKDAG
Φ is a DAG-representation of f(termTφ,R(v1), . . . , termTφ,R(vn)). This

is the same as Jf(ζ ′1, . . . , ζ
′
n)KΦ, and f(ζ ′1, . . . , ζ

′
n) is a φs-recipe for f((ζ1φ) ↓

, . . . , (ζnφ)↓) = (ζφ)↓, proving (2).
Let ζ ′ = f((ζ1φ) ↓, . . . , (ζnφ) ↓), and suppose then that ζ ′ is not in normal

form. In this case, there exist (l → r) ∈ R and a substitution σl : vars(l) →
TΣ(N ) such that f((ζ1φ) ↓, . . . , (ζnφ) ↓) = lσl. Since rσl is a proper subterm of
lσl, we conclude that rσl is in normal form.

We again consider two cases: rσl ∈ sub(ran(φ)) and rσl /∈ sub(ran(φ)). If
rσl /∈ sub(ran(φ)), then either rσl ∈ TΣ(∅), or rσl ∈ sub(lσl). In the first case
(1) is clear. (2) holds because we have already proven that it holds for all the leaves
of Tφ,R. Now, we consider the second case. We have lσl ∈ φs[T (φs)]. The check
in line 16 implies that all terms in the range of J·KΦ are in sub(ran(φ)), and thus
sub(ran(φs)) ⊆ sub(ran(φ)). Since lσl ∈ φs[T (φs)], this implies that, for all
positions p of lσl such that l |p= rσl, we must have p ∈ pos(ζ) and ζ |p φs = rσl.
Thus, rσl ∈ φs[T (φs)], and (1) holds.

Consider now the case that rσl ∈ sub(ran(φ)). Since lσl ∈ φs[T (φs)] and
we have seen that sub(ran(φs)) ⊆ sub(ran(φ)), it follows that, for each x ∈
vars(l), either xσl ∈ sub(ran(φ)) or xσl ∈ φs[T (φs)]. In the second case, for
each position p ∈ pos(l) such that l |p= x, we must have p ∈ pos(ζ ′) and ζ ′ |p
φs = xσ′l.

Consider the substitution σ′l : vars(l) → TΣ(N ) such that, for each x ∈
vars(l):

xσ′l =

{
xσl if xσl ∈ sub(ran(φ))
τ if xσl /∈ sub(ran(φ))

.

Consider the set of positions p ∈ pos(l) such that l |p= x for some variable x such
that xσl /∈ sub(ran(φ)). Consider the recipe ζ ′′ obtained from ζ ′ by replacing the
subrecipes ζ ′ |p of ζ ′ at such positions p by τ . Then, we have that ζ ′′φs = lσ′l,
implying that lσ′l ∈ φs[T (φs)].

Let l = f(l1, . . . , ln). For each i ∈ {1, . . . , n}, liσ′l is in normal form, since
it can be obtained by replacing subterms of (ζiφ) ↓ by τ . Moreover, as rσl ∈
sub(ran(φ)), we have that, for each x ∈ vars(r), xσl ∈ sub(ran(φ)); thus, rσl =
rσ′l. By Property (8) of Lemma 3, there is v ∈ Vφ,r such that termTφ,R(v) = lσ′l,
v ∈ dom(rw), and termTφ,R(rw(v)) = rσ′l. Thus, there are vertices vi ∈ Vφ,r such
that termTφ,R(vi) = liσ

′
l for each i ∈ {1, . . . , n}, and by the induction hypothesis

we conclude that vi ∈ dom(J·KΦ) for each i.
Now, there is k such that

{vi | i ∈ {1, . . . , n}} ∈ domk+1(J·KDAG
Φ ) \ domk(J·KDAG

Φ );

that is, at the k-th iteration of the loop in lines 5–21 all vertices vi have been added
to dom(J·KDAG

Φ ). It is then clear that v ∈ visitnowk+1. By a reasoning similar to the
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one used above, line 13 ensures that JvKDAG
Φ is a DAG-representation of Jζ ′KΦ, where

ζ ′ is a φs-recipe for rσ′l. Now, if x is the chosen fresh variable, then xφs = rσ′l,
and line 18 ensures that rσ′l = (ζφ) ↓∈ ran(φs). Lines 15 and 19 imply that
Jrw(v)KDAG

Φ = JxKΦ, and x is a φs-recipe for rσ′l = termTφ,R(rw(v)). We have
JxKΦ ∈ T (φ) by the induction hypothesis, as before. This proves both (1) and (2).

φs is a saturation due to the property (1) just proved and from the fact that, for
all x ∈ dom(φs), JxKΦ is a DAG-representation of a φ-recipe for xφs.

To see that |JvKΦ| ∈ O(|φ|), we prove that in fact |JvKDAG
Φ | ∈ O(|φ|) for all

v ∈ dom(J·KDAG
Φ )∩Vφ. To prove this, suppose that a vertex v is added to the domain

of J·KDAG
Φ . This can happen executing either line 12 or line 14. In line 12, it is clear

that only one vertex is added to the vertices occurring in the DAGs JvKDAG
Φ for v ∈

dom(J·KDAG
Φ )∩Vφ. In line 14, Jrw(v)KDAG

Φ is a DAG-representation of an instance of
the left-hand side of a rewrite rule whose variables are instantiated with elements of
sub(ran(φ))∪Υ. Thus, JxKΦ contains at most |l| ∈ O(1) vertices that do not occur
in the DAGs JvKΦ for v ∈ dom(J·KΦ) ∩ Vφ. We conclude that the set of vertices
occurring in the DAG-representations JvKΦ for v ∈ dom(J·KΦ) ∩ Vφ is augmented
at most |sub(ran(φ))| times, each time adding at most O(|1|) vertices. Thus, the
set of vertices occurring in a DAG JvKΦ for some v ∈ dom(J·KΦ) ∩ Vφ has at most
O(|φ|) elements. Since whenever we increase the range of J·KΦ with a new element
JxKΦ (in line 19), JxKΦ = Jrw(v)KΦ for some vertex rw(v) ∈ dom(J·KΦ) ∩ Vφ, it
follows that |JxKΦ| ∈ O(|φ|).

To prove that termTφ,R(v) ∈ φs[T (φs)] implies v ∈ dom(ζ) we proceed by
induction. Observe first that all vertices representing terms in ran(φ) are in the
domain of J·KDAG

Φ , due to property (6) of 3. All other terms added to the range
of φs are added in the execution of line 16. In this case, it is clear that rw(v) is
the only vertex in Tφ,R representing the new element xφs in the range of φs, and
rw(v) ∈ dom(J·KDAG

Φ ); thus, the property still holds. If termTφ,R(v) ∈ N \ ñ,
then v ∈ leaves(T ), and the first execution of the loop in lines 5–21 ensures that
v ∈ dom(J·KDAG

Φ ). Finally, if

termTφ,R(v) = f(t1, . . . , tn)

for some t1, . . . , tn ∈ φs[T (φs)], then there are vertices v1, . . . , vn such that
termTφ,R(vi) = ti for all i, and, by the induction hypothesis, vi ∈ dom(J·KΦ)
for all i. By a reasoning similar to the one used above, there is a minimum k such
that

v1, . . . , vn ∈ domk(J·KDAG
Φ ),

and it follows that
v ∈ domk(J·KDAG

Φ ) ⊆ dom(J·KDAG
Φ ).

This concludes the proof.
To estimate the complexity of the algorithm, observe that the number of ver-

tices in Tφ,R is O(|φ|nvars(R)). Each leaf is visited once, and each other vertex
is visited at most once for each outgoing edge (because a vertex v is added to the
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list of vertices to visit in the next execution of the loop if, in the current execution
of the loop, the algorithm adds to the domain of J·KDAG

Φ a vertex v′ such that there
is an edge from v to v′). We obtain that the total number of visits to vertices is
O(|φ|nvars(R)).

Consider now each visit to a vertex. Unless the condition in line 14 is verified,
all operations performed by the visit take time at mostO(log |φ|). If this condition
is verified, it is sufficient to associate to JxKΦ a pointer to the vertex v; the de-
sired DAG-representation can then be retrieved in logarithmic time by computing
Jrw(v))KDAG

Φ . This can be done in O(1). This loop is only executed at most O(|φ|)
times, since each of its executions adds to the domain of J·KΦ a vertex representing
a term in sub(ran(φ)) ∪ {τ} and there are only O(|φ|) such terms. Therefore, the
total time spent on the loop executed if the condition in line 14 isO(|φ|). Note that,
to efficiently decide whether this condition holds, we must store the information of
whether the term represented by a vertex is a subterm of the range of φ locally, e.g.,
as a boolean field in the object representing that vertex.

We conclude that all visits take time O(|φ|nvars(R) log |φ|, the same as that
of constructing the forest Tφ,R. Thus, the total complexity of the procedure is
O(|φ|nvars(R) log |φ|).

2

A.3 Deducibility

Proof (Theorem 1). By Lemma 2, computing (a minimal DAG-representation
of) the normal form t ↓ of t takes time O(|t| log |t|). By Lemma 4, computing
the saturated frame φs takes time O(|φ|nvars(R) log |φ|). By Lemma 10, deciding
whether t ↓∈ φs[T (φs)] can be done in time O(|φs||t|), that is, O(|φ|2|t|), since
|φs| ∈ O(|φ|2). We thus obtain an overall complexity of

O(|t| log |t|+ |φ|2|t|+ |φ|nvars(R) log |φ|)

for the whole procedure.
2

A.4 Static Equivalence

Lemma 12. Suppose that the frames φ and φ′ are such that T (φ′) = T (φ). Assume
that, for all x ∈ dom(φs) and ζ ′ ∈ T (φs),

xφs = ζ ′φs ⇒ JxKΦφ
′ ≈R Jζ ′KΦφ

′.

Then, for all ζ, ζ ′ ∈ T (φs), we have

ζφs = ζ ′φs ⇒ JζKΦφ
′ ≈R Jζ ′KΦφ

′.
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Proof. The lemma is proved by induction on ζ. For the base case, we must
prove that the result holds for ζ ∈ N \ ñ and for ζ ∈ dom(φs). If ζ ∈ dom(φs),
the result is trivial. If ζ ∈ N \ ñ, then ζ ′φs = ζφs implies ζ ′φs = ζ. Thus, either
ζ ′ ∈ dom(φs) or ζ ′ = ζ. In both cases, the result follows.

Now let ζ = f(ζ1, . . . , ζn) for some ζ1, . . . , ζn ∈ T (φ) and some f ∈ Σn.
By the induction hypothesis, ζiφs = ζ ′iφs implies JζiKΦφ

′ ≈R Jζ ′iKΦφ
′. Now,

ζφs = ζ ′φs implies that either ζ ′ ∈ dom(φs) or ζ ′ = f(ζ ′1, . . . , ζ
′
n) for some

ζ ′1, . . . , ζ
′
n ∈ T (φ) such that ζ ′iφs = ζiφs for all i ∈ {1, . . . , n}. In the first case,

the result is trivial. In the second, it follows from the induction hypothesis.
2

Lemma 13. Suppose that:

• T (φ) = T (φ′);

• for all x ∈ dom(φs) and all ζ ′ ∈ T (φs) such that xφs = ζ ′φs, we have

JxKΦφ
′ ≈R Jζ ′KΦφ

′;

• for all (l→ r) ∈ R, all σl : vars(l)→ sub(ran(φs)) ∪Υ, if

ζl ∈ T (φs) and ζlφs = lσl,

there exists ζr ∈ T (φs) such that

ζrφs = rσl and JζlKΦφ
′ ≈R JζrKΦφ

′.

Then, for all ζ ∈ T (φ), there exists ζnf ∈ T (φs) such that

(ζφ)↓= ζnfφs and ζφ′ ≈R JζnfKΦφ
′.

Proof. The proof is by induction on ζ. In the base case we have either ζ ∈ N\ñ
or t ∈ dom(φ). In both cases we may choose ζnf = ζ, and the result follows.

Now suppose that ζ = f(ζ1, . . . , ζn) for some f ∈ Σn and some ζ1, . . . , ζn ∈
T (φ). By the induction hypothesis, there are ζ1,nf , . . . , ζn,nf ∈ T (φs) such that
ζi,nfφs = (ζiφ)↓ and ζiφ′ ≈R Jζi,nfKΦφ

′ for all i ∈ {1, . . . , n}. It is clear that

f(ζ1,nf , . . . , ζn,nf)φs
= f(ζ1,nfφs, . . . , ζn,nfφs)
≈R f(ζ1φ

′, . . . , ζnφ
′)

= ζφ′.

(A.1)

Thus, if f(ζ1,nf , . . . , ζn,nf)φs is in normal form, it is sufficient to take ζnf = ζ ′nf .
Otherwise, let

ζ lnf = f(ζ1,nf , . . . , ζn,nf) ∈ T (φs),

and suppose that
ζ lnfφs = f(ζ1,nfφs, . . . , ζn,nfφs)
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is not in normal form. Then there is some rule (l→ r) ∈ R and some substitution
σl : vars(l) → TΣ(N ) such that lσl = f(ζ1,nf , . . . , ζn,nf)φs (because ζi,nfφs is in
normal form for all i, by the induction hypothesis). By Lemma 11, we conclude
that rσl is in normal form. By the definition of saturation, there is ζrnf ∈ T (φs)
such that ζrnfφs = rσl.

Consider an injective function τ : vars(l) → Υ (recall that, by construction,
Υ is at least as large as the set of variables occurring in any rule). We define the
substitution σ′l : vars(l)→ sub(ran(φ)) ∪Υ by:

xσ′l =

{
xσl if xσl ∈ sub(ran(φ))
τ(x) if xσl /∈ sub(ran(φ))

.

For each position p ∈ pos(l) such that l |p= x for some variable x such that
xσl /∈ sub(ran(φ)), we must have p ∈ pos(ζ lnf) and ζ lnf |p φs = xσl. Consider
the recipe ζl obtained from ζ lnf by replacing the subrecipes ζ lnf |p of ζ lnf at such
positions p by τ(x). We have

ζl ∈ T (φs) and ζlφs = lσ′l.

We construct ζr such that

ζr ∈ T (φs) and ζrφs = rσ′l

in the analogous way.
We have σ′l : vars(l)→ sub(ran(φ))∪Υ, and thus, by hypothesis, there exists

ζ ′r ∈ T (φs) such that

ζ ′rφs = rσ′l and Jζ ′lKΦφ
′ ≈R Jζ ′rKΦφ

′.

Because
ζ ′rφs = ζrφs = rσ′l,

the hypothesis and Lemma 12 imply that

JζrKΦφ
′ ≈R Jζ ′rKΦφ

′ ≈R JζlKΦφ
′. (A.2)

Suppose that x ∈ vars(l) is some variable such that xσl /∈ sub(ran(φ)). Then,
for each p ∈ pos(l) such that l |p= x we have ζ lnf |p φs = xσl. Thus, by the
hypothesis and Lemma 12, there is t′τ(x) such that Jζ lnf |pKΦφs = t′τ(x) for all such
positions p. Moreover, for all such positions, we have

ζl |p φs = τ(x) and ζ lnf |p φs = xσl.

Since these are the only positions in which ζl and ζ ′nf differ, it follows that Jζ lnfKΦφ
′

can be obtained from JζlKΦφ
′ by replacing each occurrence of a name a in the range

of τ by t′a. By a similar argument, JζrnfKΦφ
′ can also be obtained from JζrKΦφ

′ by
replacing each occurrence of a name a ∈ τ [vars(l)] by t′a.
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Because≈R is stable under substitution of names by arbitrary terms, it follows
from equation (A.2) and equation (A.1) that

ζφ′ ≈R Jζ lnfKΦφ
′ ≈R JζrnfKΦφ

′.

Since ζrnfφs is in normal form, the result is proved by taking ζnf = ζrnf .
2

Lemma 14. Suppose that T (φ) = T (φ′). Then, there exist ζ, ζ ′ ∈ T (φ) such that

ζφ ≈R ζ ′φ and ζφ′ 6≈R ζ ′φ′

if and only if at least one of the following conditions holds:

(1) there are x ∈ dom(φs) and ζx ∈ T (φs) such that

xφs = ζxφs and JxKΦφ
′ 6≈R JζxKΦφ

′;

(2) there is (l → r) ∈ R and a substitution σl : vars(l) → sub(ran(φ)) ∪ Υ
such that, for all ζl, ζr ∈ T (φs), we have

(ζlφs = lσl ∧ ζrφs = rσl)⇒ JζlKΦφ
′ 6≈R JζrKΦφ

′.

Proof. (⇐) If (1) holds, the result is proved by taking ζ = JxKΦ and ζ ′ =
JζxKΦ. If (2) holds, the result is proved by taking ζ = JζlKΦ and ζ ′ = JζrKΦ.

(⇒) Let ζ, ζ ′ ∈ T (φ) be such that ζφ ≈R ζ ′φ. We show that if neither
condition holds then ζφ′ ≈R ζ ′φ′. Since ζφ ≈R ζ ′φ, we have (ζφ) ↓= (ζ ′φ) ↓,
and we know by Lemma 1 that (ζφ)↓∈ φs[T (φs)]. By Lemma 13, there are terms
ζnf , ζ

′
nf ∈ T (φs) such that

ζnfφs = (ζφ)↓ and JζnfKΦφ
′ ≈R JζKΦφ

′,

and analogously

ζ ′nfφs = (ζ ′φ)↓ and Jζ ′nfKΦφ
′ ≈R Jζ ′KΦφ

′.

Lemma 13 thus implies

ζφ′ ≈R JζnfKΦφ
′ ≈R Jζ ′nfKΦφ

′ ≈R ζ ′φ′,

yielding the result.
2

Proof (Theorem 2). We prove that lines 1-11 output false if and only if there
are ζ, ζ ′ ∈ T (φ) such that ζφ ≈R ζ ′φ and ζφ′ 6≈R ζ ′φ′. Line 12 outputs false
if and only if the same property holds exchanging φ and φ′. If neither of the
repetitions of the loop outputs false, then φ ≈sR φ′, and the algorithm returns
true as desired.
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It is clear that if the cycle in lines 5—8 returns false then Jxi(k)KΦ and JζKΦ

are φ-recipes such that

Jxi(k)KΦφ ≈R JζKΦφ and Jxi(k)KΦφ
′ 6≈R JζKΦφ

′.

Thus, the two frames are not statically equivalent, and the algorithm outputs the
correct result. Similarly, if the cycle in lines 9—11 returns false, then JvKDAG

Φ and
J(KDAG

Φ rw(v) witness the fact that φ 6≈sR φ′, and the algorithm correctly outputs
false.c

To prove the converse, we show that: (A) condition (1) in Lemma 14 implies
that the loop in lines 5-8 returns false; and (B) condition (2) in Lemma 14 implies
that there is some vertex v for which the condition on lines 10 does not hold, and
the cycle in lines 9-11 returns false.

To prove (A), suppose that there is x ∈ dom(φs) and ζ ∈ T (φs) such that
xφs = ζφs and JxKΦφ

′ 6≈R JζKΦφ
′. Let k be such that x = xi(k). There are two

cases, depending on whether or not ζ ∈ dom(φs).
If ζ ∈ dom(φs), then there is k′ such that ζ = xi(k′). Thus, either k′ > k or

k > k′ (if k = k′ then JxKΦφ
′ ≈R JζKΦφ

′). If k′ > k, then xi(k′)φs = xi(k)φs, and
xi(k) ∈ T (φ(k′)), and thus Algorithm 4 outputs false in lines 5—8. We reason
analogously if k > k′.

If ζ /∈ dom(φs), let x ∈ vars(t). We have |ζφs| > |xφs| for all x ∈ vars(t)
and xi(k)φs = tφs. Hence, |xi(k)φs| > |xφs|, and t ∈ Tφs,k−1

since xi(k′) /∈
vars(t) for all k′ ≥ k.

Now we only need to prove that it does not matter which recipe we choose
in line 6. Suppose that the iterator i in this loop reaches k. Then, for all j ∈
{0, . . . , k − 1}, there is no t ∈ Tφs,j−1

such that xi(j)φs = tφs and xi(j)ζφ′ 6≈R
tζφ′. From what we have just proved, it follows that there is no x ∈ {xi(1), . . . ,
xi(k−1)} and t ∈ Tφs,k−1

such that xφs = tφs and xζφ′ 6≈R xζφ′. From Lemma
12, we conclude that for all t, t′ ∈ Tφs,k−1

, tφs = t′φs implies tζφ′ ≈R t′ζφ′.
Thus, if t and t′ are φs,k−1-recipes for xi(k), we have tζφ′ ≈R t′ζφ, and it does
not matter which we choose.

To prove (B), suppose that condition (2) in Lemma 14 holds for a rewrite
rule l → r, a substitution σl and φ-recipes tl and ζr for lσl and rσl, respec-
tively. Then, by property (8) of Lemma 3, there is a vertex v ∈ dom(rw) such
that termTφ,R(v) = lσl. Since lσl ∈ φs[T (φs)], we conclude, by Lemma 4, that
v ∈ dom(ζ), and ζ(v) is a (DAG-representation of) a φ-recipe for lσl. Simi-
larly, rw(v) ∈ dom(ζ), and ζ(rw(v)) is a (DAG-representation of) rσl. We have
ζ(v)φ = tlφ = lσl. By Lemma 12, either condition (1) of Lemma 14 holds,
and the correct output false has already been output by the first loop, or we have
ζ(v)φ′ ≈R tlφ

′. Similarly, we conclude that either the first loop has already re-
turned false or ζ(rw(v))φ′ ≈R ζrφ

′. Thus, if (ζ(v))φ′ ≈R (ζ(rw(v)))φ′, we
conclude that tlφ′ ≈R ζrφ

′, which contradicts our assumption. It follows that
(ζ(v))φ′ 6≈R (ζ(rw(v)))φ′, and the algorithm outputs the correct result false.

Choosing the bijection and storing the φs,k on lines 2 and 3 can be done in time
O(|φ| log |φ|). We have |xi(k)φs| ∈ O(|φ|), and we have seen that |φs| ∈ |φ|2.
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Thus, deciding whether xi(k)φs ∈ φs[Tφs,k−1
] can be done in time |φ|2 log |φ| by

Lemma 10. The comparison on line 8 takes time |φ| log |φ|.
We now show that, by traversing the tree Tφ,R bottom-up and performing a

logarithmic-time operation in each node, it is possible to associate each node v ∈
dom(J·KDAG

Φ ) to the term JvKDAG
Φ φ′ ↓. To do this, we first use Algorithm 1 to build

the tree Tφ′,R, using timeO(|φ′|nvars(R). Then, traversing the tree Tφ,R bottom-up,
we perform the following operation for each vertex v ∈ dom(J·KDAG

Φ ): If JvKDAG
Φ ∈

dom(φ), then JvKDAG
Φ φ′ ↓ is represented by a node v in Tφ′,R, and can be computed

in time |JvKDAG
Φ φ′| ∈ O(|φ′|). If JvKDAG

Φ ∈ N , then JvKDAG
Φ φ′ ↓= JvKDAG

Φ , and it
can be computed in linear-time. Otherwise, if JvKDAG

Φ = f(ζ1, . . . , ζn), then the
vertex v has outgoing edges to vertices v1, . . . , vn such that Jv1KDAG

Φ = ζ1, . . . ,
JvnKDAG

Φ = ζn. By construction, these vertices are associated to vertices v′1, . . . , v
′
n

in Tφ′,R such that, for each i ∈ {1, . . . , n},

termTφ′,R(v′i) = JviKDAG
Φ φ′ ↓ .

Therefore, we have

JvKDAG
Φ φ′ ↓= f(termTφ′,R(v′1), . . . , termTφ′,R(v′n))↓ .

Now, all proper subterms of

f(termTφ′,R(v′1), . . . , termTφ′,R(v′n))↓

are in normal form; sinceR is subterm convergent, its normal form can be obtained
by applying at most one rewriting rule. Given a rewrite rule l, checking whether
there exists a substitution α such that

lα = f(termTφ′,R(v′1), . . . , termTφ′,R(v′n))

can be done in time |l|. Checking whether there exists a rule (l → r) ∈ R such
that the above equation holds can thus be done in time

O

 ∑
(l→r)∈R

|l|

 = O(1).

Computing the normal form amounts to checking whether this term is an instance
of some rewrite rule and, if so, obtaining the proper subterm, which can be done in
time O(log(|φ′|)). Therefore, the whole procedure has complexity

O((|φ|+ |φ′|)nvars(R) log(|φ|+ |φ′|)).

The loop in lines 9–11 requires comparing O(|φ|nvars(R)) pairs of recipes for
equality under φ′. By using the construction above, each such test can be done
in time O(log(|φ′|)), by obtaining, for each recipe ζ, the corresponding vertex
v′ ∈ Tφ,R such that

ζφ′ ↓= termTφ′,R(v′),
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and then checking whether these vertices are the same for each recipe in the pair.
Thus, the whole loop takes time

O((|φ|+ |φ′|)nvars(R) log(|φ|+ |φ′|)).

We obtain a total time complexity of at most

O((|φ|+ |φ′|)max(2,nvars(R)) log(|φ|+ |φ′|)).

2
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Appendix B

Proofs for Chapter 4

In this Appendix we give proofs for the results in Chapter 4. The organization of
this Appendix in sections closely follows the organization of Chapter 4. Section
B.1 we prove properties of the (Φ, D, θ)-unification procedure described in Sec-
tion 4.2.3. Section B.2 is dedicated to proving Theorem 5, which establishes the
correctness of, and gives a termination result for, Algorithm 6. In Section B.3 we
prove Theorem 6, concerning our algorithm for deciding static equivalence. Fi-
nally, in Section B.4 we prove our main result, Theorem 8, as well as Theorem 7,
used in its proof.

B.1 Unification Algorithm

Proof (Lemma 5). Since the range of % contains no recipe variables and only fresh
term variables, it is clear that U% is in linear-left form.

Suppose then that ∆% is a finite complete set of (Φθ, Dθ)-solutions of U%. For
each (α, γ) ∈ ∆% and each x ∈ tvars(U) ∪ rvars(U), we have

x(α, γ)Φθ = x%(α, γ)Φθ .

Thus, for each (t
?
= t′) ∈ U , we have

t(α, γ)Φθ = t%(α, γ)Φθ

= t′%(α, γ)Φθ

= t′(α, γ)Φθ ,

with the second equality following from the fact that % is a classical unifier for U .
We conclude that each (α, γ) ∈ ∆% is a Φθ-solution of U , and because rvars(U%) =
rvars(U), it follows that it is also a (Φθ, Dθ)-solution of U .

Completeness. Let (α′, γ′) be a (Φθ, Dθ)-solution of U . We denote the set
rvars(U%,L) of recipe variables occurring in the left-side of U% by RV (L), and
define

TV (L) = tvars(U%,L) and TV (R) = tvars(U%,R)

119
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be the sets of term variables occurring in the left and right sides of U%, respectively.
By our assumptions on the algorithm Unif, we have TV (L) ∩ TV (R) = ∅ and
no recipe variables occur in the right-hand side of U%. Furthermore, observe that
RV (L) = rvars(U) and TV (L) = tvars(U).

Since (α′, γ′)Φθ is a classical solution of U , there must be some term substitu-
tion α such that

(α′, γ′)Φθ |U= α ◦ % |U ;

thus, we have x(α′, γ′)Φθ = x%α for all x ∈ TV (L)∪RV (L). Let us consider the
(Φθ,XR,XT )-substitution (α∗, γ∗) given by

(α∗, γ∗) = (α′ |TV (L) ∪α |TV (R), γ
′).

For each x ∈ tvars(U) ∪ rvars(U) = TV (L) ∪RV (L), we have

x(α∗, γ∗)Φθ = x(α′, γ′)Φθ = x%α = x%(α∗, γ∗)Φθ ,

where the last equality follows from the facts that

tvars(x%) ⊆ TV (R)

and
rvars(%[TV (L) ∪RV (L)]) = ∅.

Thus, (α∗, γ∗) is a (Φθ, Dθ)-solution of U%.
Since ∆% is a complete set of Φθ-solutions of U%, there must be some (α, γ) ∈

∆% such that
(α, γ) �U%,Φθ (α∗, γ∗).

Since

tvars(U) ⊆ tvars(U%) and rvars(U) ⊆ rvars(U%),
we also have

(α, γ) �U ,Φθ (α∗, γ∗).

Now, we observe that

α∗ |U= α′ |U and γ∗ |U= γ′ |U .
Combining these results, it follows that

(α, γ) �U ,Φθ (α′, γ′).

Thus, ∆% is a complete set of (Φθ, Dθ)-solutions of U .
2

Proof (Lemma 6). Let (t
?
= t′) ∈ U . If t ∈ XT , then

t(α, γ)Φθ = t′ = t′(α, γ)Φθ .

Otherwise, we have t ∈ XR, and

t(α, γ)Φθ = tγΦθ = t′αP .

Thus, (α, γ) is a Φθ-solution of U . Each ρ ∈ dom(Dθ) occurs at most once in
U and is mapped by γ to a recipe variable. Therefore, (α, γ) is also a (Φθ, Dθ)-
solution of U .
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Completeness. Suppose that (α′, γ′) is a (Φθ, Dθ)-solution of U . Consider a
recipe substitution

γ′∗ : ι[rvars(U) \ dom(Dθ)]→ T (Φθ)

such that, for each x ∈ dom(γ′∗), xιγ′∗ = ργ′ for some (arbitrarily chosen) ρ such

that (ρ
?
= x) ∈ U . We define γ∗ = γ′∗ ∪ θDθ,γ′ .

For each ρ ∈ rvars(U), there is x ∈ tvars(UXR) such that (ρ
?
= x) ∈ U , and

we have
ργ′Φθ = xιγ′∗Φθ

= ργγ∗Φθ.

In other words, there exists a position p = ε ∈ pos(ργ) such that p ∈ pos(ργ′) and

ργ′ |p Φθ = ργ |p γ∗Φθ. (B.1)

Define
α∗ = α′ |UXT ∪(Φθ ◦ γ∗ ◦ ι).

Suppose that x ∈ tvars(UR). If x ∈ tvars(UXR), then there is ρ such that (ρ
?
=

x) ∈ U , and
xα′ = ργ′Φθ

= ργγ∗Φθ

= xιγ∗Φθ

= xα∗.

(B.2)

If x ∈ tvars(UXT ,R) \ UXR , then trivially

xα′ = xαα′

= xαα∗
= xα(α∗, γ∗)Φθ .

(B.3)

Finally, for all x ∈ tvars(UL), there is t such that (x
?
= t) ∈ U . Since rvars(t) =

∅, we have
xα = t(α, γ)Φθ = tα;

therefore,
xα′ = tα′

= tαα∗
= xαα∗,

(B.4)

where the second equality follows from equations (B.2) and (B.3).
From equations (B.2), (B.3) and (B.4), we conclude that

α′ |U= (α∗ ◦ α) |U .

Combining this equation with (B.1), we conclude that

(α, γ) �U ,Φθ(α∗,γ∗)
(α′, γ′)
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(with Φθ ◦ γ∗ as the replacement function); thus, {(α, γ)} is a complete set of
(Φθ, Dθ)-solutions of U .

2

Proof (Theorem 4). The proof is by induction on the depth of recursive calls to
the algorithm. The correction in the base case follows from Lemma 6. If U is not
in linear-left form, then the correction follows from the induction hypothesis and
Lemma 5.

Suppose then that U is in linear-left form, but not in solved form. Then, there
must be (ρ

?
= t) ∈ U such that ρ ∈ XR and t /∈ XT , so that choosing (ρ

?
= t) ∈ U

in line 7 is possible.

∆U is set of (Φθ, Dθ)-solutions. We first prove that the set

∆U = ∆a
U ∪

 ⋃
h∈dom(Φθ)

∆h
U


is a set of (Φθ, Dθ)-solutions of U .

Suppose first that (α, γ) ∈ ∆h
U for some h ∈ dom(Φθ). Then, there is

(α′, γ′) ∈ ∆h such that α = α′ and γ = γ′ ◦ {ρ 7→ (h, ι)} for some injective
substitution ι as in the definition of the algorithm. By the induction hypothesis,
(α′, γ′) is a (Φθ′ , Dθ′)-solution of Uh. If ρ /∈ dom(D), then θ′ = θ. Otherwise,
because γ′ is a (Φθ′ , Dθ′)-recipe substitution with θ′ = {ρ 7→ (h, ι)} ◦ θ, we must
have ρ /∈ rvars(hΦθι), and

Φθ |XR\{ρ}= Φθ′ |XR\{ρ} .

In both cases, we conclude that

hΦθιγ
′Φθ = hΦθιγ

′Φθ′ .

Using this fact, we have

ρ(α, γ)Φθ = (h, ι)Φθ(Φθ ◦ γ′)
= hΦθιγ

′Φθ

= hΦθιγ
′Φθ′

= hΦθι(α
′, γ′)Φθ′

= t(α′, γ′)Φθ′

= t(α, γ)Φθ.

where the fifth equality uses the fact that (hΦθι
?
= t) ∈ Uh and (α′, γ′) is a

(Φθ′ , Dθ′)-solution of Uh, and the last equality uses the fact that ρ /∈ rvars(t)

(because U is in linear-left form). Moreover, for all (t
?
= t′) ∈ U \

{
(ρ

?
= t)

}
, we

have that

(t
?
= t′) ∈ Uh and t(α′, γ′)Φθ′ = t′(α′, γ′)Φθ′ .



B.1. UNIFICATION ALGORITHM 123

We have ρ /∈ rvars(t) ∪ rvars(t′), because U is in linear-left form, and, for all
recipe variables ρ′ 6= ρ,

ρ′γΦθ = ρ′γ {ρ 7→ (h, ι)}Φθ′

= ρ′γ′Φθ′ .

Combining these results, we obtain

t(α, γ)Φθ = t(α′, γ′)Φθ′

= t′(α′, γ′)Φθ′

= t′(α, γ)Φθ.

This shows that (α, γ) is a Φθ-solution of Uh.
It remains to prove that γ is a (Φθ, Dθ)-recipe substitution. For ρD ∈ dom(Dθ),

we have
γ[ρD] = (γ′ ◦ {ρ 7→ (h, ι)})[ρD].

Now, γ′ is a (Φθ′ , Dθ′)-recipe substitution, and ρ /∈ rvars(ran(Φθ′)). We have
two cases: either ρD = ρ or not. If ρD 6= ρ, we have γ[ρD] = {γ′[ρD]} . Since γ′

is a (Φθ′ , Dθ′)-recipe substitution and Dθ′(ρ) = Dθ(ρ), it follows that γ[ρD] is a
set with a single element in T (Φθ |Dθ(ρD)). In the second case, i.e., ρD = ρ, we
have ρ ∈ dom(Dθ), and thus, for all ρ′ ∈ ran(ι), ρ′ ∈ dom(Dθ′) and Dθ′(ρ

′) =
Dθ(ρ). Because γ′ is a (Φθ′ , Dθ′)-recipe substitution, it follows that there exists a
(Φθ′ , Dθ′)-recipe ζρ′,γ′ such that

γ′[ρ′] =
{
ζρ′,γ′

}
and ζ ′ρ′,γ′ ∈ T (Φθ′ |Dθ′ (ρ′)).

Since Dθ′(ρ
′) = Dθ(ρ) and h ∈ Dθ(ρ), we also have

(h,
{
ρ′ 7→ ζρ′,γ′ | ρ′ ∈ ran(ι)

}
◦ ι) ∈ T (Φθ |Dθ(ρ)).

Thus, we have that

γ[ρ] =
{
hΦθι

{
ρ′ 7→ ζρ′,γ′ | ρ′ ∈ ran(ι)

}}
is a set with a single element contained in T (Φθ |Dθ(ρ)). This concludes the proof
that γ is a (Φθ, Dθ)-recipe substitution.

It remains to consider the case that (α, γ) ∈ ∆a
U , i.e., there is (α′, γ′) ∈ ∆a of

Ua such that γ = γ′ ∪ {ρ 7→ t} and α′ = α. By the induction hypothesis, (α′, γ′)
is a (Φθ′ , Dθ′)-solution of Ua. We have

ρ(α, γ)Φθ = t = t(α, γ)Φθ ,

with the last equality following from the fact that t ∈ N . Moreover, for all (s′
?
=

t′) ∈ U \
{

(ρ
?
= t)

}
, we have (s′

?
= t′) ∈ Ua, and, as above,

s′(α, γ)Φ = s′(α′, γ′)Φ

= t′(α′, γ′)Φ

= t′(α, γ)Φ,
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because (α′, γ′)Φ coincides with (α, γ)Φ for all term variables and recipe variables
except ρ, which does not occur in {s′, t′} because U is in linear-left form. Thus,
(α, γ) is a Φ-solution of U . Since (α′, γ′) is a (Φa, Da)-solution of Ua, Da = D,
ρ /∈ dom(D), and γ coincides with γ′ for all recipe variables except ρ, it follows
that (α, γ) is also a (Φ, D)-solution of U .

We conclude that ∆U is a set of (Φθ, Dθ)-solutions of U .

∆U is complete. It remains to prove that ∆U complete. To prove this, let (α′, γ′)
be a (Φθ, Dθ)-solution of U . We need to prove that there exists (α, γ) ∈ ∆U such
that (α, γ) �U ,Φθ (α′, γ′). Let us consider ργ′. Since t /∈ XT ∪ XR, we cannot
have t(α′, γ′)Φ ∈ XR; thus, we must also have ργ′ /∈ XR.

Suppose first that ργ′ = t for some t ∈ N \ ñ. Then, we have

a = ρ(α′, γ′)Φθ

= t(α′, γ′)Φθ

= t.

We have Ua = U \ {(ρ, t)} and θ′ = {ρ 7→ t} ◦ θ; thus, it is clear that (α′, γ′) is
also a (Φθ′ , Dθ′)-solution of Ua. By the induction hypothesis, ∆a is a complete set
of (Φa

θ′ , Dθ′)-solutions of Ua; thus, there is (α′′, γ′′) ∈ ∆a such that

(α′′, γ′′) ≺Ua,Φθ′ (α′, γ′).

Taking
(α, γ) = (α′′, γ′′ ∪ {ρ 7→ t}),

we have (α, γ) ∈ ∆a
U and (α, γ) �U ,Φθ (α′, γ′).

It remains to consider the case that ργ′ = (h, δ) for some h ∈ dom(Φθ) and
some (Φθ, Dθ)-recipe substitution δ. Define γ′′ as follows:

ρ′γ′′ =

{
ρ′δ if ρ′ = ρ′′ι for some ρ′′ ∈ rvars(hΦθ)
ρ′γ′′ if ρ′ ∈ dom(Dθ) ∪ rvars(UR).

.

Then,
ρ(α′, γ′)Φθ = (h, δ)Φθ

= (hΦθ)(Φθ ◦ δ)
= (hΦθι)(Φθ′ ◦ γ′′)
= (hΦθι)(α

′, γ′′)Φθ′ ,

with θ′ = {ρ 7→ (h, ∅)} ◦ θ if ρ ∈ dom(Dθ) and θ′ = θ otherwise.
Now, (α′, γ′′)Φθ′ coincides with (α′, γ′)Φθ for all term variables and recipe

variables except possibly ρ and those in ran(ι). Since t only contains term vari-
ables, we obtain

(hΦθ′ι)(α
′, γ′′)Φθ′ = ρ(α′, γ′)Φθ

= t(α′, γ′)Φθ

= t(α′, γ′′)Φθ′ .
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Since ι is chosen so that ran(ι) ∩ rvars(U) = ∅ and U is in linear-left form, we

also conclude that, for all (s′
?
= t′) ∈ U \

{
ρ

?
= t
}

, we have

s′(α, γ′′)Φθ′ = s′(α′, γ′)Φθ

= t′(α′, γ′)Φθ

= t′(α, γ′′)Φθ′ .

Thus, (α′, γ′′) is a (Φθ′ , Dθ′)-solution of Uh. By the induction hypothesis, there is
a (Φθ′ , Dθ′)-solution (αh, γh) ∈ ∆h of Uh such that

(αh, γh) ≺Uh,Φθ′ (α′, γ′′).

Let
(α, γ) = (αh, γh ◦ {ρ 7→ (h, ι)}).

We have (α, γ) ∈ ∆h
U . There is α∗ such that α∗ ◦ αh = α′ and

γ∗ : vars(rvars(ran(γh)))→ TΣ(N ∪ XR)

such that, for each ρ′ ∈ dom(γh) and each position p ∈ pos(ρ′γh), we have
p ∈ pos(ρ′γ′′) and either

head(ρ′γh |p) = head(ρ′γ′′ |p)

or
ρ′γ′′ |p Φθ′ = ρ′γh |p γ∗.

It is simple to check that γ and γ′ are related by γ∗ in the same way as γh and γ′′

since γ = γh and γ′′ = γ′ if ρ′ 6= ρ, and ργ = (h, ι)γh and ργ′ = (h, ι)γ′′. We
conclude that

(α, γ) �U ,Φθ′ (α′, γ′).

Thus, Algorithm 5 outputs a complete set of Φθ-solutions of U .
2

B.2 Saturation Algorithm

Proof (Theorem 5). We first prove that the following properties are invariants of
Algorithm 6 when executed on input (Φ, D):

• dom(ΘF ) = dom(ΘT ) is a set of D-bindings of Φ;

• for all θ ∈ dom(ΘF ), (Φθ)↓⊆ ΘF (θ);

• for all θ ∈ dom(ΘF ), ΘT (θ) : dom(ΘF (θ)) → T (Φ, θ) is a Φ-translation
for ΘT (θ).

This proves that the first requirement of the definition of a saturation is satisfied by
the output of the Algorithm whenever it terminates.

The functions ΘT and ΘF are initialized together in lines 2—3, and then al-
ways updated together, in lines 17—24, and 23—24. We prove that their initializa-
tion establishes the invariants and that each update preserves them.
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Initialization. After the initialization in lines 2 and 3, we have

dom(ΘF ) = dom(ΘT ) = {id(dom(D))} ,

and id(dom(D)) is trivially a D-binding. We have

ΘF (id(dom(D))) = Φ↓= Φid(dom(D)) ↓ .

Finally, for all h ∈ dom(D),

hΘT (id(dom(D))) = (h, ∅) ∈ T (Φ, id(dom(D))),

and
hΘT (id(dom(D)))Φ = hΦ = hΘF (id(dom(D))).

Thus, the initialization of ΘF and ΘT establishes all three invariants.

Update in lines 17-18. This update does not change the domains of ΘF or ΘT ,
and thus the first invariant is trivially preserved. It extends the function ΘF (θ′),
and thus it preserves the second invariant. To prove the preservation of the third
invariant it is sufficient to prove:

(1) h∗ΘT (θ′) ∈ T (Φ, θ′), and

(2) h∗ΘT (θ′)Φ ≈R h∗ΘF (θ′).

Property (1) holds since, by the induction hypothesis, ΘT (θ′)((h, γ)) ∈ T (Φ, θ′).
Similarly, using the induction hypothesis to prove property (2), we have

h∗ΘT (θ′)Φ ≈R (h, γ)ΘT (θ′)Φ
≈R (h, γ)ΘF (θ′)
≈R t
= h∗ΘF (θ′).

Update in lines 23-24. Since γ is a (ΘF (θ),ΘT (θ)(Dθ))-recipe substitution, we
have that θΘF (θ)(Dθ),γ is a ΘF (θ)(Dθ)-binding for ΘF (θ); therefore,

ΘT (θ)(θΘF (θ)(Dθ),γ)

is a Dθ-binding for Φθ. Because θ is a D-binding of Φ, it follows that

θ′ = ΘT (θ)(θΘF (θ)(Dθ),γ) ◦ θ

is also a D-binding of Φ. The domain of both ΘF and ΘT are extended by adding
θ′ to them, and thus they remain equal. This proves the preservation of the first
invariant.
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To prove that the second invariant is preserved we must prove that Φθ′ ↓⊆
ΘF (θ′). We have

dom(Dθ) = dom(ΘT (θ)(Dθ))
= dom(θΘT (θ)(Dθ),γ)

and, for each ρ ∈ dom(Dθ), the induction hypothesis implies that

ρθΘT (θ)(Dθ),γΘF (θ) ≈R ρθΘT (θ)(Dθ),γΘT (θ)Φ,

i.e.,
ΘF (θ) ◦ θΘT (θ)(Dθ),γ ≈R Φ ◦ΘT (θ) ◦ θΘT (θ)(Dθ),γ .

Now, for each h ∈ dom(Φ), we have

hΦθ′ = hΦθ◦(ΘT (θ)◦θΘT (θ)(Dθ),γ)

= hΦθ(Φ ◦ΘT (θ) ◦ θΘT (θ)(Dθ),γ)

≈R hΘF (θ)(ΘF (θ) ◦ θΘT (θ)(Dθ),γ)

≈R hΘF (θ′).

Since line 23 enforces that hΘF (θ′) is in normal form, it follows that

hΦθ′ ↓= hΘF (θ′),

Thus, Φθ′ ↓⊆ ΘF (θ′), and the second invariant is preserved.
To prove the preservation of the third invariant, we must prove, for each h ∈

dom(ΘF (θ′)):

(1) hΘT (θ′) ∈ T (Φ, θ′), and

(2) hΘT (θ′)Φ ≈R hΘF (θ′).

Suppose first that h ∈ dom(ΘF (θ′)) \ {h∗}. Then, we have

hΘT (θ′) = hT ′

= hΘT (θ)(ΘT (θ) ◦ θΘT (θ)(Dθ),γ).

For each ρ ∈ dom(D), we have

ρθ′ = ρθ(ΘT (θ) ◦ θΘT (θ)(Dθ),γ).

Furthermore,
hΘT (θ)[ρ] = {ρθ} ;

thus, it follows that

hΘT (θ)(ΘT (θ) ◦ θΘT (θ)(Dθ),γ) =
{
ρθ(ΘT (θ) ◦ θΘT (θ)(Dθ),γ)

}
=
{
ρθ′
}
.

The induction hypothesis implies that hΘT (θ′) is a T (Φ)-recipe. Therefore, we
have hΘF (θ′) ∈ T (Φ, θ′), proving (1).
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To prove (2), we compute:

hΘT (θ′)Φ = hΘT (θ)(ΘT (θ) ◦ θΘT (θ)(Dθ),γ)Φ

= hΘT (θ)Φ(Φ ◦ΘT (θ) ◦ θΘT (θ)(Dθ),γ)

≈R hΘF (θ)(ΘF (θ) ◦ θΘT (θ)(Dθ),γ)

≈R hF ′
= hΘF (θ′).

Let us then consider the case that h = h∗. We have seen above that hT ′Φ ≈R
hΘF (θ) for all h ∈ dom(ΘF (θ)). Thus,

h∗ΘT (θ′)Φ = (h, γ)T ′Φ
≈R (h, γ)ΘF (θ)
≈R t
= h∗ΘF (θ′).

Therefore, the third invariant is preserved.

Saturation. Now we prove the second requirement of the definition of saturation.
For each term t, denote by |t|R the length of the longestR-rewriting sequence

starting from t. We begin by proving that, for eachD-binding θ′ of Φ and each n ∈
N, there exist θn ∈ dom(ΘF ) and a (ΘF (θn),ΘT (θn)(Dθn))-recipe substitution
γn satisfying the two properties to prove, i.e.:

• θnγnΘF (θn) = θ′Φ;

• for all recipes ζ ′ ∈ T (Φθ′), there exists a recipe

ζ ∈ T (ΘF (θn), id(dom(Dθn)))

satisfying
ζγnΘF (θn) = (ζ ′Φθn)↓ .

This proof is by induction on |ζ ′Φθ′ |R.
For the base case, suppose that |ζ ′Φθ′ |R = 0, i.e., ζ ′Φθ′ is in normal form. Take

θ0 = id(dom(D)) and γ0 = θ′. We have θ0 ∈ dom(ΘF ) (by the initialization of
ΘF in line 2). Moreover, Dθ0 = D, ΘF (θ0) = Φ ↓, and ΘT (θ0) = id(dom(Φ));
thus, γ0 is a (ΘF (θ0),ΘF (θ0)(Dθ0))-recipe substitution, and

θ0γ0ΘF (θ0) ≈R θ′Φ.

Letting ζ∗ be the Φ-recipe such that ζ∗θ′ = ζ ′, we have

ζ∗γ0ΘF (θ0) = ζ∗θ
′(Φ↓)

= ζ ′Φ = (ζ ′Φ)↓,

using the hypothesis that ζ ′Φ is in normal form. Thus, the result is proved by taking
ζ = ζ∗.
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Let ζ ′n,1, . . . , ζ
′
n,i, . . . be a sequence of Φθ′-recipes such that |ζ ′n,j |R = n for

all j ∈ N and
{
ζ ′n,j | j ∈ N

}
contains precisely the Φθ′-recipes ζ ′ satisfying

|ζ ′Φθ′ |R = n.
Suppose then that the result is valid for all integers up to n− 1. We prove that,

for all k ∈ N, there exist:

(1) θn,k ∈ dom(ΘF ), and

(2) a (ΘF (θn,k),ΘT (θn,k)(Dθn,k))-recipe substitution γn,k such that, whenever
ζ ′ ∈ T (Φθ′) satisfies

|ζ ′Φθ′ |R ≤ n or ζ ′ ∈
{
ζ ′1, . . . , ζ

′
k

}
,

there exists ζ ∈ T (ΘF (θn,k), id(dom(Dθn,k))) satisfying

ζγn,kΘF (θn,k) = (ζ ′Φθ′)↓ .

For k = 0 it is sufficient to take θn,0 = θn−1 and γn,0 = γn−1.
Then, suppose that this property is valid for all integers up to k − 1. Let

hn,k, ζ
′
1, . . . , ζ

′
m be such that

ζ ′n,k = hn,k(ζ
′
1 . . . , ζ

′
m).

Let ρ1, . . . , ρm be such that

{ρ1, . . . , ρm} = rvars(hkΦθ′) and ρ1 ≺XR . . . ≺XR ρk,

and let δn,k be the substitution given by

δn,k =
{
ρj 7→ (ζ ′jΦθ′)↓| j ∈ {1, . . . ,m}

}
.

We consider first the case that hkΦθ′δn,k is in normal form. Note that this
implies that hkΦθ′ is in normal form. It is sufficient to prove that, for each j ∈
{1, . . . ,m}, there exists

ζj ∈ T (ΘF (θn,k−1), id(dom(Dθn,k−1
)))

such that
ζjγn,k−1ΘF (θn,k−1) = (ζ ′jΦθ′)↓= ρjδn,k.

In this case, it is sufficient to take ζ = hk(ζ1, . . . , ζm), since

hk(ζ1, . . . , ζm)γ′n,kΘF (θ′n,k)

= hkΘF (θ′n,k)δn,k
= (hkΦθ′)↓ δn,k
= hkΦθ′δn,k.
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If |ζ ′jΦθ′ |R < n for all j ∈ {1, . . . ,m}, then the result follows from the induction
hypothesis. Otherwise, there exists i ∈ {1, . . . ,m} such that |ζ ′iΦθ′ |R = n, and
it is sufficient to prove that there exist θ′n,k, γ′n,k and ζi satisfying properties (1)
and (2) when ζ ′ = ζ ′i. Iterating this reasoning, we are reduced to the problem of
proving the result when hkΦθ′δn,k is not in normal form.

Suppose then that this is the case. Then, we have |ζ ′jΦθ′ |R < n for all j ∈
{1, . . . ,m}, and the induction hypothesis implies that there exists

ζj ∈ T (ΘF (θn,k−1), id(dom(Dθn,k−1
)))

such that
ζjγn,k−1ΘF (θn,k−1) = (ζ ′jΦθ′)↓ .

Let
ζn,k = hk(ζ1, . . . , ζn).

Then, we have
ζn,k ∈ T (ΘF (θn,k−1), id(dom(Dθn,k−1

)))

and
hkΦθ′δn,k
→∗R (hkΦθ′ ↓)δn,k
= hkΘF (θn,k−1)δn,k
= hk(ζ1, . . . , ζm)ΘF (θn,k−1)
= ζn,kγn,k−1ΘF (θn,k−1).

Now we prove that there exist

• θn,k ∈ dom(ΘF ),

• a (ΘF (θn,k),ΘT (θn,k)(Dθn,k))-recipe substitution γn,k, and

• a recipe ζ ∈ T (ΘF (θn,k), id(dom(Dθn,k)))

such that
θn,kγn,kΘF (θn,k)
≈R θn,k−1γn,k−1ΘF (θn,k−1)
≈R θ′Φ

and
ζγn,kΘF (θn,k) = (ζn,kγn,k−1ΘF (θn,k−1))↓
= (hkΦθ′δn,k)↓
= ζ ′n,kφθ′ ↓ .

This proof is by induction on q = |ζn,kγn,k−1ΘF (θn,k−1)|R. If q = 0, then
ζn,kγn,k−1ΘF (θn,k−1) is in normal form, and it is sufficient to take

θn,k = θn,k−1, γn,k = γn,k−1 and ζ = ζn,k.

Otherwise, there are
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• hs ∈ sub(hkΘF (θn,k−1)) \ XR,

• l ∈ RL,

• a term substitution α,

• and a (ΘF (θn,k−1),ΘT (θn,k−1)(Dθn,k−1
))-recipe substitution γ

such that
hsγ = lα.

Thus, there exists

(α∗, γ∗) ∈ genUnif(ΘF (θn,k−1),ΘT (θn,k−1)(Dθn,k−1
),U),

where U =
{
l

?
= hs

}
, such that

(α∗, γ∗) ≺U ,ΘF (θn,k−1) (α, γ).

Consider the substitution

θqn,k = (ΘT (θn,k−1) ◦ θΘT (θn,k−1)(Dθn,k−1
),γ∗) ◦ θn,k−1.

Since the algorithm terminates, the loop in lines 5—24 must terminate. Because
θn,k−1 ∈ dom(ΘF ), the last execution of the loop computes

genUnif(ΘF (θn,k−1),ΘT (θn,k−1)(Dθn,k−1
),U),

finding (α∗, γ∗). Thus, we have θqn,k ∈ dom(ΘF ), and there exists

ζq ∈ T (ΘF (θn,k−1), id(dom(Dθn,k−1
)))

such that
ζqΘF (θqn,k) = (hk, γ∗)ΘF (θn,k−1)↓ .

For all ρ ∈ rvars(hsΘF (θn,k−1)) and all p ∈ pos(ργ∗), we have p ∈ pos(ργ).
Furthermore, there exists a replacement function γ∗∗ such that, for all p ∈ pos(ργ∗),
either:

• head(ργ∗ |p) = head(ργ |p);

• or ργ∗ |p∈ dom(γ∗∗) and ργ |p ΘF (θn,k−1) = ργ∗∗.

Now, for each position p such that the second condition holds, we have

ργ |p∈ T (ΘF (θn,k−1),ΘT (θn,k−1)(Dθn,k−1
))

and
ργ |p ΘF (θn,k−1) = ργ∗∗.
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For each such ρ, choose one such position p, and define ζρ = ργ |p. Consider the
(ΘF (θn,k−1),ΘT (θn,k−1)(Dθn,k−1

))-recipe substitution γqn,k given by ργn,k = ζρ
for all such recipe variables ρ. We have

θqn,kγ
q
n,kΘF (θqn,k)

= θqn,kγ
q
n,kΘF (θn,k−1)

= θn,k−1γn,k−1ΘF (θn,k−1)
≈R θ′Φ.

Furthermore, letting h∗ be the new element added to the domain of F ′ = ΘF (θqn,k)
as in the description of the algorithm, we have

h∗γ
q
n,kΘF (θqn,k)

= h∗ΘF (θqn,k)(ΘF (θqn,k) ◦ γ
q
n,k)

= (ζn,kΘF (θn,k−1))↓ (ΘF (θqn,k) ◦ γ
q
n,k).

Thus,
ζn,kγ

q
n,kΘF (θqn,k)

ζn,kΘF (θn,k−1)(ΘF (θqn,k) ◦ γ
q
n,k)

→+
R (ζn,kΘF (θn,k−1))↓ (ΘF (θqn,k) ◦ γ

q
n,k)

h∗γ
q
n,kΘF (θqn,k),

using the fact that ζn,kΘF (θn,k−1) is not in normal form by hypothesis. We con-
clude that

|h∗γqn,kΘF (θqn,k)|R < |ζn,kγ
q
n,kΘF (θqn,k)|R,

and we can use the induction hypothesis to conclude that there exist θn,k, γn,k and
ζ satisfying properties (1) and (2).

We have thus proved that, for all k ∈ N, there exist

• θn,k ∈ dom(ΘF ),

• a (ΘF (θn,k),ΘT (θn,k)(Dθn,k))-recipe substitution γn,k, and

• a recipe ζ

such that
θn,kγn,kΘF (θn,k) ≈r sθ′Φ

and
ζγn,kΘF (θn,k) = ζ ′n,kΦθ′ .

Now, each element of the set

{(θn,k, γn,k) | k ∈ N}

corresponds to a different function θn,k, and adding this function to the domain of
ΘF requires an algorithm operation. Since the algorithm terminates, this set must
be finite. Note further that the set of terms whose normal form can be obtained
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constructively from the frames ΘF (θn,k) by composing recipes with γn,k increases
monotonically with k: That is, whenever k < k′ and

ζ ∈ ΘF (θn,k, id(dom(Dθn,k)))

is such that ζγn,kΘF (θn,k) is in normal form, there exists

ζ ′ ∈ ΘF (θn,k′ , id(dom(Dθn,k′ )))

such that
ζ ′γn,k′ΘF (θn,k′) = ζγn,kΘF (θn,k).

Thus, there exists k∞ ∈ N such that, for all k ∈ N, there exists

ζ ∈ T (ΘF (θn,k∞), id(dom(Dθn,k∞
)))

such that
(ζ ′n,kΦθ′)↓= ζΘF (θn,k∞).

Therefore, we can choose θn = θn,k∞ .
An entirely analogous algorithm now allows us to conclude that there must

exist n∞ ∈ N such that, for all ζ ′ ∈ T (Φθ′), there exists

ζ ∈ T (ΘF (θn∞), id(dom(Dθn∞ )))

such that
(ζ ′Φθ′)↓= ζΘF (θn∞).

Thus, Θ is a saturation of Φ.
2

B.3 D-Static Equivalence Algorithm

In the following Lemma, we consider unification problems containing no variables.
It is clear that, if (α, γ) is a (Φ, D)-solution of such problems, then so is (∅, γ).
Therefore, we will use simply the recipe substitution γ to refer to (Φ, D)-solutions
of such problems.

Lemma 15. Let Φ1 and Φ2 be frames such that T (Φ1) = T (Φ2), D be a DCS for
Φ1 (equivalently, for Φ2), Θ be a D-saturation of Φ1, and θ ∈ dom(Θ). Suppose
that:

• for all h ∈ dom(ΘF (θ)), ∆(h) is a finite complete set of (ΘF (θ), Dθ)-

solutions of
{
ρ

?
= hΘF (θ)

}
, where ρ is a fresh recipe variable;

• for all γ ∈ ∆(h), ργΘT (θ)Φ2 ≈R (h, γ)ΘT (θ)Φ2.
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If ζ, ζ ′ ∈ T (ΘF (θ), θ′) for some (ΘT (θ)(Dθ))-binding θ′, then

ζΘF (θ) = ζ ′ΘF (θ) ⇒ ζΘT (θ)Φ2 ≈R ζ ′ΘT (θ)Φ2.

Proof We define the notion of depth depth(ζ) of a recipe ζ as expected: if
ζ ∈ N ∪ XR, then depth(ζ) = 0 and, if ζ = h(ζ1, . . . , ζn), then depth(ζ) = 1 if
n = 0 and depth(ζ) = 1 + maxi∈{1,...,n} depth(ζi) otherwise.

Let < be the order relation on

T (ΘF (θ),ΘT (θ)(Dθ))× T (ΘF (θ),ΘT (θ)(Dθ))

such that

(ζ1, ζ2) < (ζ ′1, ζ
′
2) iff max

i∈{1,2}
depth(ζi) < max

i∈{1,2}
depth(ζ ′i).

It is simple to check that < is well-founded. The proof of this Lemma is by induc-
tion on (ζ, ζ ′) with the order relation <.

In the base case, we have depth(ζ) = depth(ζ ′) = 0, and thus, ζ = t and
ζ ′ = t′ for some t, t′ ∈ N ∪XR. In this case, we have ζΘT (θ) = ζ, ζ ′ΘT (θ) = ζ ′,
and

ζΘF (θ)Φ2 = t
= t′

= ζ ′ΘF (θ)Φ2.

Thus, the result holds.
Suppose now that max(depth(ζ), depth(ζ ′)) > 0, and assume without loss

of generality that depth(ζ ′) > depth(ζ). Then, we have ζ ′ = (h, γ) for some
h ∈ dom(ΘF (θ)) and some recipe substitution (ΘF (θ),ΘT (θ)(Dθ))-recipe sub-
stitution γ More precisely, suppose that γ is a (ΘF (θ), θ′)-recipe substitution, so
that ζ ′ ∈ T (ΘF (θ), θ′).

Let ρζ be a recipe variable that does not occur in hΘF (θ), and define γ′ =
γ ∪ {ρζ 7→ ζ}, so that ζ = ρζγ

′ and ζ ′ = (h, γ′). We have

ρζγ
′ΘF (θ) = ζΘF (θ) = ζ ′ΘF (θ) = (h, γ′)ΘF (θ).

In other words, γ′ is a (ΘF (θ),ΘT (θ)(Dθ))-solution for
{
ρζ

?
= hΘF (θ)

}
. Thus,

there is γ∆ ∈ ∆(h) and a function γ∗∗ such that:

• dom(γ∗∗) = rvars(ρζγ∆) ∪ rvars((h, γ∆))

• for all ρ ∈ {ρζ} ∪ rvars((h, γ∆)) and all p ∈ pos(ργ∆), we have p ∈
pos(ργ) and either

head(ργ∆ |p) = head(ργ |p)

or
γ |p∈ dom(γ∗∗) ∧ γ∆ |p ΘF (θ) = γ∗∗(γ |p).
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Let us define a recipe substitution

γ∗ : rvars(ζγ∆)→ T (ΘF (θ), θ′)

as follows: For each recipe variable ρ ∈ dom(γ∗∗), we choose ρ′ ∈ {ρζ} ∪
rvars((h, γ∆)) and a position p ∈ pos(ρ′γ∆) such that ρ′γ∆ |p= ρ, and define
ργ∗ = ρ′γ |p. By definition, we have

ργ∗ΘF (θ) = ργ∗∗

for all ρ ∈ dom(γ∗∗). Letting ζ∆ and ζ ′∆ be the (ΘF (θ),ΘT (θ)(Dθ))-recipes
ρζγ∆ and (h, γ∆), respectively, it is simple to check that

ζ∆γ∗ΘF (θ) = ρζγΘF (θ)
= ζΘF (θ).

and
ζ ′∆γ∗ΘF (θ) = (h, γ)ΘF (θ)

= ζ ′ΘF (θ);

it follows that
ζ∆γ∗ΘF (θ) = ζ ′∆γ∗ΘF (θ).

By hypothesis,
ζ∆ΘT (θ)Φ2 ≈R ζ ′∆ΘT (θ)Φ2.

Now, let ρ ∈ dom(γ∗∗), and suppose that ζ1 ∈ {ρζ , (h, ∅)}. Let ζ2 and p2 be
such that ζ2 ∈ {ρζ , (h, ∅)}, p2 ∈ pos(ζ2γ∆), and

ζ2γ∆ |p2= ρ and ργ∗ = ζ2γ |p2 .

We have p1 ∈ pos(ζ1γ), p2 ∈ pos(ζ2γ), and thus

(ζ1 |p1 , ζ2 |p2) < (ζ, ζ ′).

Moreover, we have

ζ1γ |p1 ΘF (θ) = ργ∗∗
= ζ2γ |p2 ΘF (θ)
= ργ∗ΘF (θ).

The induction hypothesis then implies that

ζ1γ |p1 ΘT (θ)Φ2 ≈R ργ∗ΘT (θ)Φ2.

We conclude that

ζΘT (θ)Φ2 ≈R (ζ∆γ∗)ΘT (θ)Φ2

≈R (ζ∆ΘT (θ))(ΘT (θ)γ∗)Φ
2

≈R (ζ ′∆ΘT (θ))(ΘT (θ)γ∗)Φ
2

≈R (ζ ′∆γ∗)ΘT (θ)Φ2

≈R ζ ′ΘT (θ)Φ2,

proving the result.
2
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Lemma 16. Let Φ1 and Φ2 be frames such that T (Φ1) = T (Φ2), D be a DCS for
Φ1 (or equivalently, for Φ2), and Θ be a D-saturation of Φ1. Suppose that:

• for all θ ∈ dom(Θ) and all h ∈ dom(ΘF (θ)), ∆(h, θ) is a finite complete

set of (ΘF (θ),ΘT (θ)(Dθ))-solutions of
{
ρ

?
= hΘF (θ)

}
, where ρ is a fresh

recipe variable;

• for all θ ∈ dom(Θ), all h ∈ dom(ΘF (θ)), all hs ∈ sub(hΘF (θ)), and
all l ∈ RL, ∆(l, h, hs, θ) is a finite complete set of (ΘF (θ),ΘT (θ)(Dθ))-

solutions of
{
l

?
= hs

}
;

• for all h ∈ dom(ΘF (θ)) and all γ ∈ ∆(h, θ),

ργΘT (θ)Φ2 ≈R (h, γ)ΘT (θ)Φ2;

• for all (α, γ) ∈ ∆(l, h, hs, θ), there exists

ζ ∈ T (ΘF (θ), θΘT (θ)(Dθ),γ)

such that
ζΘF (θ) = ((h, γ)ΘF (θ))↓

and
(h, γ)ΘT (θ)Φ2 ≈R ζΘT (θ′)Φ2.

Then, for each D-binding θ′ of Φ1, there exist θ ∈ dom(Θ) and

γ : dom(Dθ)→ T (ΘF (θ),ΘT (θ)(Dθ))

such that:

• θγΘF (θ) ≈R θ′Φ1,

• for all ζ ′ ∈ T (Φ1, θ′), there exists

ζ ∈ T (ΘF (θ), id(dom(Dθ)))

such that
(ζγ)ΘF (θ) = (ζ ′Φ1)↓,

and

• for all
ζ ∈ T (ΘF (θ), id(dom(Dθ))),

there exists
ζnf ∈ T (ΘF (θ), id(dom(Dθ)))

such that:
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– ζnfγΘF (θ) = (ζγΘF (θ))↓, and

– ζnfγΘT (θ)Φ2 ≈R ζγΘT (θ)Φ2.

Proof. Let

ι : dom(Dθ′)� N \ (names(Φ1) ∪ names(Φ2))

be an injective mapping of the recipe variables in dom(Dθ′) to fresh names. Then,
θ′ι is a ground D-binding of Φ1 and, by the definition of saturation, there exist
θ ∈ dom(Θ) and a (ΘF (θ),ΘT (θ)(Dθ))-recipe substitution γ such that:

• θγΘF (θ) ≈R θ′ιΦ1, and

• for all ζ ′′ ∈ T (Φ1
θ′ι), there exists ζ ∈ T (ΘF (θ), id(dom(Dθ))) such that

ζγΘF (θ) = ζ ′′Φθ′ι.

Suppose that ζ ′ ∈ T (Φ1, θ′), and let ζ ′′ be the (Φ1, id(dom(D)))-recipe such that
ζ ′′θ′ = ζ ′. Then, we have ζ ′′ι ∈ T (Φ1

θ′ι), and there is

ζ ∈ T (ΘF (θ), id(dom(Dθ)))

such that
ζγΘF (θ) = (ζ ′′Φ1

θ′ι)↓ .

Because ι is injective and all elements of its domain are fresh names, we also have

θγι−1ΘF (θ) ≈R θ′ιι−1Φ1

= θ′Φ1

and
ζγι−1ΘF (θ) = (ζ ′′Φ1

θ′ι)↓ (ι−1)
= (ζ ′′Φ1

θ′ ↓
= ζ ′Φ1 ↓,

These equations show that γι−1 satisfies the first two properties. It remains to show
that the third property also holds.

For ζ ∈ T (ΘF (θ), id(dom(θ))), let |ζ|R be the length of the longest R-
rewriting sequence starting at ζγΘF (θ). The proof is by induction on |ζ|R. If
|ζ|R = 0, then ζγΘF (θ) is in normal form, and it is sufficient to take ζnf = ζ.

Suppose then that |ζ|R = n, and that the result is valid for all ζ such that
|ζ|R < n. Let

h ∈ dom(ΘF (θ)) and ζ1, . . . , ζn ∈ T (ΘF (θ), id(dom(Dθ)))

be such that ζ = h(ζ1, . . . , ζn).
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If there is i ∈ {1, . . . , n} such that |ζi|R = n, then ζjγΘF (θ) is in normal
form for all j ∈ {1, . . . , n}\{i}. Suppose that ζi,nf satisfies the two properties we
want to prove for ζi, i.e., if

ζi,nfγΘF (θ) = (ζiγΘF (θ)↓ and ζi,nfγΘT (θ)Φ2 ≈R ζγΘT (θ)Φ2,

and let
ζnf = h(ζ1, . . . , ζi−1, ζi,nf , ζi+1,nf , . . . , ζn).

Then, ζγΘF (θ) rewrites to ζnfγΘF (θ) in exactly n steps, and thus ζ ′nfγΘF (θ)
is in normal form (since |ζ|R = n)). It is straightforward to check that ζnf is a
witness of the result, since

ζnfγΘF (θ) = h(ζ1, . . . , ζi,nf , . . . , ζn)ΘF (θ)(ΘF (θ) ◦ γ)
≈R h(ζ1, . . . , ζi, . . . , ζn)ΘF (θ)(ΘF (θ) ◦ γ)
= ζγΘF (θ)

and ζnfγΘF (θ) is in normal form, and

ζnfγΘT (θ)Φ2 = h(ζ1, . . . , ζi,nf , . . . , ζn)ΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ)
≈R h(ζ1, . . . , ζi, . . . , ζn)ΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ)
= ζγΘT (θ)Φ2.

Thus, it is sufficient to prove that the result holds for ζi. Iterating this reasoning,
we conclude that it is sufficient to prove the result in the case that there is no
i ∈ {1, . . . , n} such that |ζi|R = n.

In the case that |ζi| < n for all i ∈ {1, . . . , n}. For each i ∈ {1, . . . , n}, the
induction hypothesis implies that there exists

ζi,nf ∈ T (ΘF (θ), id(dom(Dθ)))

such that

ζi,nfγΘF (θ) = (ζiγΘF (θ)↓ and ζi,nfγΘT (θ)Φ2 ≈R ζγΘT (θ)Φ2.

Let
ζnf = h(ζ1,nf , . . . , ζn,nf ).

We consider two cases: either (1) ζnfγΘF (θ) is in normal form, or (2) it is not. In
case (1) it is again straightforward to check that ζnf is a witness of the result, since

ζnfγΘF (θ) = h(ζ1,nf , . . . , ζi,nf , . . . , ζn,nf )ΘF (θ)(ΘF (θ) ◦ γ)
≈R h(ζ1, . . . , ζi, . . . , ζn)ΘF (θ)(ΘF (θ) ◦ γ)
= (ζγΘF (θ))↓,

(B.5)

using the fact that ζnfγΘF (θ) is in normal form, and

ζnfγΘT (θ)Φ2 = h(ζ1,nf , . . . , ζn,nf )ΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ)
≈R h(ζ1, . . . , ζn)ΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ)
= ζγΘT (θ)Φ2.

(B.6)
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It remains to consider case (2). In this case, ζnfγΘF (θ) is not in normal form,
and there must exist hs ∈ sub(hΘF (θ)) \ XR, l ∈ RL, and a term substitution α
such that

hsΘF (θ)(ΘF (θ) ◦ γ) = lα.

Note that hs /∈ XR since that would imply that ζi,nfγΘF (θ) is not in normal form
for some i ∈ {1, . . . , n}, contradicting our induction hypothesis. Let

γ+ : rvars(hΘF (θ))→ T (ΘF (θ), θΘT (θ)(Dθ),γ)

be the recipe variable substitution such that ζnfγ = (h, γ+). Then, (α, γ+) is a

(ΘF (θ),ΘT (θ)(Dθ))-solution of
{
l

?
= hs

}
, and there exist (α′, γ′) ∈ ∆(l, h, hs, θ)

and a function δ such that, for all positions p ∈ pos((h, γ′)) such that (h, γ′) |p∈
XR, we have p ∈ pos((h, γ+)) and

(h, γ+) |p ΘF (θ) = (h, γ′) |p δ.

By hypothesis, there exists ζ ′nf ∈ T (ΘF (θ),ΘT (θ)(Dθ)) such that

ζ ′nfΘF (θ) = (h, γ′)ΘF (θ)↓ (B.7)

and
ζ ′nfΘT (θ)Φ2 ≈R (h, γ′)ΘT (θ)Φ2. (B.8)

We define a recipe substitution

γ∗ : rvars((h, γ′))→ T (ΘF (θ), θΘT (θ)(Dθ),γ)

by choosing, for each recipe variable ρ ∈ rvars((h, γ′)), a position p ∈ pos((h, γ′))
such that (h, γ′) |p= ρ, and defining ργ∗ = (h, γ+) |p.

Note that, for each position p ∈ pos((h, γ′)) such that (h, γ′) |p∈ XR, we have

(h, γ′) |p γ∗ΘF (θ) = (h, γ′) |p δ
= (h, γ+) |p ΘF (θ)
= (ζnfγ) |p ΘF (θ).

(B.9)

Noting that head((h, γ′) |p′) = head((h, γ+) |p′) for all positions p′ ∈ pos((h, γ′)))
such that (h, γ′) |p /∈ XR, we may extend these identities to (h, γ′), obtaining

(h, γ′)γ∗ΘF (θ) = (h, γ+)ΘF (θ)
= ζnfγΘF (θ).

By Lemma 15, this implies

ζnfγΘT (θ)Φ2 ≈R (h, γ′)γ∗ΘT (θ)Φ2
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Using equation (B.8), we may thus obtain

ζnfγΘT (θ)Φ2 ≈R (h, γ+)ΘT (θ)Φ2

≈R (h, γ′)γ∗ΘT (θ)Φ2

= (h, γ′)ΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ∗)
≈R (ζ ′nfΘT (θ)Φ2)(Φ2 ◦ΘT (θ) ◦ γ∗)
= ζ ′nfγ∗ΘT (θ)Φ2.

(B.10)

Since (h, γ′)ΘF (θ)→+
R ζ
′
nfΘF (θ), we also have

ζnfγΘF (θ) = (h, γ′)γ∗ΘF (θ)
→+
R ζ
′
nfγ∗ΘF (θ).

(B.11)

Now, we observe that there exists ζ ′ ∈ T (ΘF (θ), id(dom(Dθ))) such that

(h, γ′) = ζ ′θΘT (θ)(Dθ),γ′ .

By our choice of θ, there exists ζ ′′ ∈ T (ΘF (θ), id(dom(Dθ))) such that ζ ′′γΘF (θ) =
ζ ′γΘF (θ). Moreover, we have

γ = θΘT (θ)(Dθ),γ+

= θΘT (θ)(Dθ),γ∗◦γ′

= θΘT (θ)(Dθ),γ∗ ◦ θΘT (θ)(Dθ),γ′ .

It follows that

ζ ′′θΘT (θ)(Dθ),γ′ΘF (θ) = (ζ ′θΘF (θ)(Dθ),γ′ΘF (θ))↓
= ζ ′nfΘF (θ),

and
ζ ′′θΘT (θ)(Dθ),γ′γ∗ΘF (θ) = ζ ′nfγ∗ΘF (θ);

therefore, there exists ζ∗ ∈ T (ΘF (θ), id(dom(Dθ))) such that

ζ∗γ = ζ∗θΘT (θ)(Dθ),γ′θΘT (θ)(Dθ),γ∗ΘF (θ)

= ζ ′nfγ∗ΘF (θ),

and Lemma 15 implies that

ζ∗γΘT (θ)Φ2 ≈R ζ ′nfγ∗ΘT (θ)Φ2.

Using equation (B.11), we have

ζnfγΘF (θ) →+
R ζ
′
nfγ∗ΘF (θ)

= ζ∗γΘF (θ);
(B.12)

combining this equality with equation (B.10) and Lemma 15, it follows that

ζ∗γΘT (θ)Φ2 ≈R ζ ′nfγ∗ΘT (θ)Φ2. (B.13)
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By equation (B.12), we can apply our induction hypothesis to the recipe ζ∗.
This guarantees that there exists a recipe ζ∗nf such that

(ζ∗nfγ)ΘF (θ) = (ζ∗γΘF (θ))↓
= (ζnfγΘF (θ))↓
= (ζγΘF (θ))↓,

where we use equations (B.12) and (B.5), and

(ζ∗nfγ)ΘT (θ)Φ2 ≈R ζ∗γΘT (θ)Φ2

≈R ζ ′nfγ∗ΘT (θ)Φ2

≈R ζnfγΘT (θ)Φ2

≈R ζγΘT (θ)Φ2,

using equations (B.13), (B.10), and (B.6). Thus, ζ∗nf is a witness of the result.
2

Lemma 17. Suppose that Φ1, Φ2, D, Θ, θ′, θ and γ are as in the conditions of
Lemma 16. Then, for all ρ ∈ dom(D),

ρθ′Φ2 ≈R ρ(ΘT (θ) ◦ γ)Φ2.

Proof . Let D = (ρ1,K1), . . . , (ρn,Kn). It is sufficient to prove that, for all
i ∈ {1, . . . , n},

ρiθ
′Φ2 ≈R ρi(ΘT (θ) ◦ γ)Φ2.

We proceed by induction on i.
If i = 1, then ρiθ′ ∈ T (Φ |K1) and, for all handles h occurring in ρiθ′, we have

rvars(hΦ) ∩ dom(D) = rvars(hΦ′) ∩ dom(D) = ∅.

This means that (h, θ) = (h, ∅) for all such h, and thus

ρiθ
′ ∈ T (ΘF (θ)) and ρiθ

′ΘF (θ) ≈R ρiθ′Φ1.

Lemma 16 implies that there exists

ζ ∈ T (ΘF (θ), id(dom(Dθ)))

such that

ζγΘF (θ) = (ρiθ
′Φ1)↓ and ζγΘT (θ)Φ2 ≈R ρiθ′Φ2.

Similarly, there exists

ζ ′ ∈ T (ΘF (θ), id(dom(Dθ)))

such that

ζ ′γΘF (θ) = (ρiθ(ΘT (θ)◦γ)Φ1 and ζ ′γΘT (θ)Φ2 ≈R ρiθ(ΘT (θ)◦γ)Φ2.
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Since
ρiθ(ΘT (θ) ◦ γ)Φ1 ≈R ρiθ′Φ1,

we also have
ζγΘF (θ) = (ρiθ

′Φ1)↓
= (ρiθ(ΘT (θ) ◦ γ)Φ1)↓
= ζ ′γΘF (θ).

Lemma 15 then implies that

ρiθ
′Φ2 ≈R ζ ′iγΘT (θ)Φ2

≈R ζiγΘT (θ)Φ2

≈R ρiθ(ΘT (θ) ◦ γ)Φ2,

proving the result.
Suppose then that the result is valid for all i ∈ {1, . . . , k} for some k, and

consider the case that i = k + 1. Only handles in Φ1 |Ki occur in ρiθ′ and ρiθ;
thus, there exist (Φ1 |Ki , id(dom(D)))-recipes ζi and ζ ′i such that

ζiθ(ΘT (θ) ◦ γ) = ρiθ(ΘT (θ) ◦ γ) and ζ ′iθ
′ = ρiθ

′.

Consider the image of ζiγ and ζ ′iγ under ΘF (θ). We have

ζiγΘF (θ) = ζiΘF (θ)(ΘF (θ) ◦ γ)
≈R ζiθΦ1(Φ1 ◦ΘT (θ) ◦ γ)
= ζiθ(ΘT (θ) ◦ γ)Φ1

= ρiθ(ΘT (θ) ◦ γ)Φ1

and, similarly,
ζ ′iγΘF (θ) = ζ ′iΘF (θ)(ΘF (θ) ◦ γ)

≈R ζ ′iθΦ1(Φ1 ◦ΘT (θ) ◦ γ)
≈R ζ ′iθ′Φ1

= ρiθ
′Φ1.

Using the two equations above and the property that

θ(ΘT (θ) ◦ γ)Φ1 ≈R θ′Φ1,

we obtain
ζiγΘF (θ) ≈R ρiθ(ΘT (θ) ◦ γ)Φ1

≈R ρiθ′Φ1

≈R ζ ′iγΘF (θ).

By Lemma 16, there exist

ζi,nf , ζ
′
i,nf ∈ T (ΘF (θ), id(dom(Dθ)))

such that
(ζi,nfγ)ΘT (θ)Φ2 ≈R ζiγΘT (θ)Φ2, (B.14)
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(ζ ′i,nfγΘT (θ))Φ2 ≈R ζ ′iγΘT (θ)Φ2 (B.15)

and
ζi,nfγΘF (θ) = (ζiγΘF (θ))↓

= (ζ ′iγΘF (θ))↓
= ζi,nfγΘF (θ).

By Lemma 15, the above equality also implies that

ζi,nfγΘT (θ)Φ2 ≈R ζ ′i,nfγΘT (θ)Φ2;

combining this with equalities (B.14) and (B.15), it follows that

ζiγΘT (θ)Φ2 ≈R ζ ′iγΘT (θ)Φ2. (B.16)

Now, we also have
ζ ′iγΘT (θ) = ζ ′iθ(ΘT (θ) ◦ γ),

and since ζ ′i ∈ T (Φ2 |Ki), the only recipes in dom(D) occurring in ζi are in
{ρ1, . . . , ρk}. By the induction hypothesis,

ρjθ(ΘT (θ) ◦ γ)Φ2 ≈R ρjθ′Φ2

for all j ∈ {1, . . . , k}. This implies that

ζ ′iγΘT (θ)Φ2 ≈R ζ ′iθ(ΘT (θ) ◦ γ)Φ2

≈R ζ ′iθ′Φ2

≈R ρiθ′Φ2.
.

Moreover,
ζiγΘT (θ)Φ2 = ζiθ(ΘT (θ) ◦ γ)Φ2

= ρiθ(ΘT (θ) ◦ γ)Φ2.

Combining the two equations above with equation (B.16), we obtain

ρiθ(ΘT (θ) ◦ γ)Φ2 ≈R ρiθ′Φ2,

proving the result.

2

Lemma 18. Suppose that Φ1, Φ2, D, and Θ satisfy the conditions of Lemma 16.
Then, for each D-binding θ′ of Φ1, there exist θ ∈ dom(Θ) and

γ : dom(Dθ)→ T (ΘF (θ),ΘT (θ)(Dθ))

such that:

• θγΘF (θ) ≈R θ′Φ1, and
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• for all ζ ′ ∈ T (Φ1, θ′), there exists

ζ ∈ T (ΘF (θ), id(dom(Dθ)))

such that:

– (ζγ)ΘF (θ) = (ζ ′Φ1)↓, and

– (ζγ)ΘT (θ)Φ2 ≈R ζ ′Φ2.

Proof. Lemma 16 guarantees that θ and γ satisfy all the properties in the
conclusion of the Lemma except that, for all ζ ′ ∈ T (Φ1, θ′), there exists

ζ ∈ T (ΘF (θ), id(dom(Dθ)))

such that
(ζγ)ΘT (θ)Φ2 ≈R ζ ′Φ2.

To prove this last property we proceed by induction on ζ ′. If ζ ′ ∈ N ∪XR, then
taking ζ = ζ ′ yields the desired result (note that dom(γ) = dom(ΘT (θ)(Dθ)), and
thus these variables may always be renamed).

Suppose then that ζ ′ = (h, γ′) for some h ∈ dom(Φ1) and some (Φ1, θ′)-
recipe substitution γ′. For ρ ∈ rvars(hΦ1) ∩ dom(D), we have ργ′ = ρθ′; thus,
letting

γ′′ = γ′ |rvars(hΦ1)\dom(D),

we have
(h, γ′) = (h, θ′)γ′′.

Let ρ1, . . . , ρn be such that

• {ρ1, . . . , ρn} = rvars(hΦ1) \ dom(D), and

• ρ1 ≺XR . . . ≺XR ρn.

For each i ∈ {1, . . . , n}, we will write ζ ′i for the recipe ρiγ′′. Note that ζ ′i ∈
T (Φ1, θ′) for all i ∈ {1, . . . , n}. By the induction hypothesis, there exist

ζ∗1 , . . . , ζ
∗
n ∈ T (ΘF (θ), id(dom(Dθ)))

such that

(ζ∗i γ)ΘF (θ) = (ζ ′iΦ
1)↓ and (ζ∗i γ)ΘT (θ)Φ2 ≈R ζ ′iΦ2.

We also have
(h, γ)ΘF (θ) = hΘF (θ)(ΘF (θ) ◦ γ)

≈R (h, θ)Φ1(ΘF (θ) ◦ γ)
≈R (h, ∅)θγΘF (θ)
≈R (h, θ′)Φ1.

(B.17)
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Consider the recipe substitution

γ∗ : rvars(hΦ1) \ dom(D)→ T (ΘF (θ), id(dom(Dθ)))

given by
i ∈ {1, . . . , n} ⇒ ρiγ

∗ = ζ∗i .

It is clear that (h, γ∗) ∈ (ΘF (θ), id(dom(Dθ))), and by the definition of ζ∗i we
have

ργ∗γΘT (θ)Φ1 ≈R ργ∗γΘF (θ)
≈R ργ′Φ1 (B.18)

and
ργ∗γΘT (θ)Φ2 ≈R ργ∗γΘT (θ)Φ2

≈R ργ′Φ2 (B.19)

for all ρ ∈ rvars(hΦ1) \ dom(D) (note that rvars(hΦ2) = rvars(hΦ1) since
T (Φ1) = T (Φ2)). By Lemma 16, there exists ζnf ∈ T (ΘF (θ), id(dom(Dθ)))
such that

ζnfγΘF (θ) = ((h, γ∗)γΘF (θ))↓

and
ζnfγΘT (θ)Φ2 ≈R (h, γ∗)γΘT (θ)Φ2.

Thus,
ζnfγΘF (θ) = ((h, γ∗)γΘF (θ))↓

= (h, γ)ΘF (θ)(ΘF (θ) ◦ γ ◦ γ∗)↓
≈R (h, θ′)Φ1(Φ1 ◦ΘT (θ) ◦ γ ◦ γ∗)↓
≈R (h, θ′)Φ1(Φ1 ◦ γ′)↓
= (h, γ′)Φ1 ↓,

(B.20)

where we use equation (B.18) on the fourth step.
Moreover, since T (Φ1) = T (Φ2), we have rvars(hΦ1) = rvars(hΦ2), and

thus, for all ρ ∈ rvars(hΦ2) \ dom(D), equation (B.17) carries over to the frame
Φ2, i.e.:

(h, γ)ΘT (θ)Φ2 = hΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ)
≈R (h, θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ)
≈R (h, ∅)θγΘT (θ)Φ2

≈R (h, θ′)Φ2,

(B.21)

using Lemma 17.

ζnfγΘT (θ)Φ2 ≈R (h, γ∗)γΘT (θ)Φ2

= (h, γ)ΘT (θ)Φ2(Φ2 ◦ΘT (θ) ◦ γ ◦ γ∗)
≈R (h, θ′)Φ2(Φ2 ◦ γ′′)
≈R (h, θ′)γ′′Φ2

= (h, γ′)Φ2,

(B.22)
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using equations (B.19) and (B.21) on the third step. Equations (B.20) and (B.22)
show that ζnf is a witness of the result.

2

Proof (Theorem 6). First we prove the “only if” side of the theorem. If there
are i ∈ {1, 2}, θ ∈ dom(Θi), and γ ∈ ∆(h, θ) such that

ργΘT (θ)Φ3−i 6≈R (h, γ)ΘT (θ)Φ3−i,

then the recipes ργΘT (θ) and (h, γ)ΘT (θ) are witnesses that Φ1 6≈sR,D Φ2, since

ργΘT (θ)Φi ≈R ργΘF (θ)
= (h, γ)ΘF (θ)
≈R (h, γ)ΘT (θ)Φi.

Similarly, if there is i ∈ {1, 2}, θ ∈ dom(Θi), and (α, γ) ∈ ∆(h, θ) such that

(h, γ)ΘT (θ)Φ3−i 6≈R ζΘT (θ′)Φ3−i,

then the recipes (h, γ)ΘT (θ) and ζΘT (θ′) are witnesses that Φ1 6≈sR,D Φ2, since
we have

• (h, γ)ΘT (θ) ∈ T (Φi, θ′),

• ζΘT (θ) ∈ T (Φi, θ′), and

• (h, γ)ΘT (θ)Φi ≈R ζΘT (θ′)Φi,

by construction.
To prove the “if” side of the theorem, let θ′ be some D-binding of Φi, and

ζ, ζ ′ ∈ T (Φi, θ′) be such that ζΦi ≈R ζ ′Φi. Then, by Lemma 18, there exist:

• θ1, θ2 ∈ dom(Θ),

• γ1 : dom(ΘT (θ1)(Dθ1))→ T (ΘF (θ1),ΘT (θ1)(Dθ1)),

• γ2 : dom(ΘT (θ2)(Dθ2))→ T (ΘF (θ2),ΘT (θ2)(Dθ2)),

• ζ∗1 ∈ T (ΘF (θ1), id(dom(Dθ1))), and

• ζ∗2 ∈ T (ΘF (θ2), id(dom(Dθ2)))

such that:

• ζ∗1γ1ΘF (θ1) = ζΦi ↓;

• ζ∗2γ2ΘF (θ2) = ζ ′Φi ↓;

• ζ∗1ΘT (θ1)Φ3−i ≈R ζΦ3−i;
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• ζ∗2ΘT (θ2)Φ3−i ≈R ζ ′Φ3−i.

Because ζΦi ≈R ζ ′Φi, we have ζΦi ↓= ζ ′Φi ↓, and thus also

ζ∗1γ1ΘF (θ1) = ζ∗2γ2ΘF (θ2).

Lemma 15 then yields

ζ∗1ΘT (θ1)Φ3−i ≈R ζ∗2ΘT (θ2)Φ3−i.

Combining these equalities, we obtain

ζΦ3−i ≈R ζ∗1ΘT (θ1)Φ3−i

≈R ζ∗2ΘT (θ2)Φ3−i

≈R ζ ′Φ3−i,

proving the result.
2

B.4 Constraints Systems

Proof (Theorem 7). We first show that Θ+ is a set of D-bindings of Φ that satisfy
C+. If θ+ ∈ Θ+, there is θ ∈ Θ, % ∈ Υθ, and (α, γ) ∈ ∆θ,% such that

• θ+ = (γΘT (θ)) ◦ θ,

• and (α, γ) is a (ΘF (θ),ΘT (θ)(Dθ))-solution of⋃
ρ∈dom(Dθ)

{
ρ

?
= (ρ%)↓

}
.

Because ran(ΘT (θ)) ⊆ T (Φ, θ), we have

(ρ ∈ dom(Dθ) ∧ h ∈ dom(ΘT (θ))) ⇒ (hΘT (θ))[ρ] = {ρ} .

Since γ is a (ΘF (θ), Dθ)-recipe, we also have that

ρ ∈ dom(Dθ) ⇒ (γΘT (θ))[ρ] = ΘT (θ)[γ[ρ]]

is a set with a single element in T (Φ |Dθ(ρ)). Therefore, γΘT (θ) is a (Φ, Dθ)-
substitution, and it follows that (γΘT (θ)) ◦ θ is a D-binding of Φ.

By definition of ΘT (θ), we have, for all ρ ∈ dom(Dθ)

ργΘT (θ)Φ ≈R ργΘF (θ)
= (ρ%)↓ α.
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It follows that, for all (t
?
≈R t′) ∈ C+, we have

t(γΘT (θ) ◦ θ)Φ = t(θΦ)(Φ ◦ΘT (θ) ◦ γ)
≈R t(θΦ)(ΘF (θ) ◦ γ)
= t(θΦ)(%α),

and similarly for t′:

t′(γΘT (θ) ◦ θ)Φ = t′(θΦ)(Φ ◦ΘT (θ) ◦ γ)
≈R t′(θΦ)(ΘF (θ) ◦ γ)
= t′(θΦ)(%α).

Since
t(θΦ)%α ≈R t′(θΦ)%α

(because % ∈ Υ and (t
?
≈R t′) ∈ C+), we conclude that

t(γΘT (θ) ◦ θ)Φ ≈R t′(γΘT (θ) ◦ θ)Φ

for all (t
?
≈R t′) ∈ C+; in other words, γΘT (θ) ◦ θ is a D-binding of Φ satisfying

C+.

Completeness. To prove that Θ+ is complete, suppose that θ′ is a D-binding of
Φ that satisfies C+. Because Θ is a D-saturation of Φ, there exist θ ∈ dom(Θ)
and a (ΘF (θ),ΘF (θ)(Dθ))-recipe substitution γ such that:

• θγΘF (θ) ≈R θ′Φ,

• and, for all ζ ′ ∈ Φθ′ , there exists ζ ∈ T (ΘF (θ), id(dom(Dθ))) such that

ζγΘF (θ) = (ζ ′Φθ′)↓ .

We have

(t
?
≈R t′ ∈ C+) ⇒ t(Φ ◦ θ′) ≈R t′(Φ ◦ θ′).

Moreover, we have Φθ ↓⊆ ΘF (θ), and thus, for all h ∈ dom(Φθ), hΦθ ≈R
hΘF (θ); therefore,

t(θΦ)γΘF (θ) ≈R t(θΘF (θ))(γΘF (θ))
= tθγΘF (θ)
≈R t(Φ ◦ θ′).

The same reasoning holds replacing t by t′, and it follows that

t(θΦ)γΘF (θ) ≈R t(Φ ◦ θ′)
≈R t′(Φ ◦ θ′)
≈R t′(θΦ)γΘF (θ).
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In particular, ΘF (θ) ◦ γ is an ≈R-unifier for⋃
(t

?
≈Rt′)∈C+

{
tθΦ

?
≈R t′θΦ

}
.

Therefore, there exists % ∈ Υθ and a term substitution α such that

ρ ∈ dom(Dθ) ∩ (rvars(t) ∪ rvars(t′))⇒ ργΘF (θ) ≈R ρ%α. (B.23)

Now, we note that γ can be chosen such that ργΘF (θ) is in normal form for all
ρ ∈ dom(Dθ). Indeed, let

θ′′ = (ΘT (θ) ◦ θΘT (θ)(Dθ),γ) ◦ θ.

For all ρ ∈ dom(Dθ),
ργΘT (θ) ∈ T (Φθ′′ , Dθ′′),

and
ργΘT (θ)Φθ′′ ≈R ργΘF (θ).

Now, we note that, for all ρ ∈ dom(D),

ρθ′′ = ρθ(γΘT (θ))
≈R ρθ′Φ.

Combining this with the fact (stated above) that ργΘT (θ)Φθ′′ ≈R ργΘF (θ), we
conclude that there exists ζ ′ ∈ T (Φθ′) such that

ζ ′Φ′θ ≈R ργΘF (θ).

By the definition of saturation, there exist ζ ∈ T (ΘF (θ), id(dom(Dθ))) and a
(ΘF (θ),ΘT (θ)(Dθ))-recipe substitution γ′ such that

ζγ′ΘF (θ) = (ζ ′Φ′θ)↓
= ργΘF (θ)↓ .

Since such recipes exist for all ρ ∈ dom(D), we conclude that we can choose γ
such that ργΘF (θ) is in normal form for all ρ ∈ dom(Dθ).

Combining this result with equation (B.23), we conclude that (α ↓, γ) is a
(ΘF (θ),ΘT (θ)(Dθ))-solution of the unification problem

Uθ,% =
⋃

ρ∈dom(Dθ)

{
ρ

?
= (ρ%)↓

}
.

Since ∆θ,% is a complete set of (ΘF (θ),ΘT (θ)(Dθ))-solutions of this problem,
there is (α′, γ′) ∈ ∆θ,% such that

(α′, γ′) ≺Uθ,%,ΘF (θ) (α↓, γ),

i.e., there exist α∗ and γ∗ : XR → TΣ(N ∪ XR) such that:
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• α↓= α∗ ◦ α′,

• and, for all ρ ∈ rvars(Uθ,%) and all p ∈ pos(ργ), we have p ∈ pos(ργ′) and
either:

– head(ργ |p) = head(ργ′ |p);

– or ργ′ |p∈ dom(γ∗) and ργ |p ΘF (θ) = ργ′ |p γ∗.

Consider a (ΘF (θ), Dθ)-substitution γ∗∗ such that, for each ρ ∈ rvars(Uθ,%)
and each p ∈ pos(ργ′) such that ργ′ |p∈ dom(γ∗), there exist ρ′ ∈ rvars(Uθ,%)
and p′ ∈ pos(ρ′γ′) such that

(ργ′) |p= (ρ′γ′) |p′

(implying that (ργ) |p ΘF (θ) = (ρ′γ) |p′ ΘF (θ)), and

(ργ′) |p γ∗∗ = (ρ′γ) |p′ .

Note that γ∗∗ ◦ γ′ can be obtained from γ by a series of transformations, each of
which replacing ργ |p by (ρ′γ′ |p′ γ∗∗ for some ρ′ ∈ rvars(Uθ,%) and some position
p′ ∈ pos(ρ′γ) such that ργ′ |p= ρ′γ′ |p′ , and thus

ργ′ |p ΘF (θ) = ρ′γ′ |p′ ΘF (θ).

We have
(ργ |p)ΘF (θ) = ρ′γ |p′ ΘF (θ)

= ργ′γ∗∗ΘF (θ).

Therefore, we have
ΘF (θ) ◦ γ = ΘF (θ) ◦ γ∗ ◦ γ′.

We show that taking
ΘT (θ) ◦ γ∗ ◦ γ′

as the γ in the statement of the theorem yields the desired result. Because of the
way we choose θ, we have

θγΘF (θ) ≈R θ′Φ.

Moreover, we have seen above that

γΘF (θ) ≈R γ′γ∗ΘF (θ)
≈R γ′γ∗ΘT (θ)Φ;

combining these results, it follows that

θ(ΘT (θ) ◦ γ∗ ◦ γ′)Φ ≈R θ′Φ.

To prove the second property, let ζ ′ ∈ T (Φ, θ′). Because of the way we choose
θ and γ, there exists ζ ′′ ∈ T (ΘF (θ), id(dom(Dθ))) such that

ζ ′′γΘF (θ) = (ζ ′Φ)↓ .
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Choosing ζ = ζΘT (θ), we have

(ζ ′Φ)↓ = ζ ′′γΘF (θ)
= (ζ ′′ΘF (θ))(γΘF (θ))
= (ζ ′′ΘF (θ))↓ (γΘF (θ))↓
= (ζΘT (θ)Φ)↓ ((ΘT (θ) ◦ γ∗ ◦ γ′)Φ)↓,

with the third equality following from the fact that ζ ′′γΘF (θ) is in normal form,
and thus so is (ζ ′′ΘF (θ))(γ′′ΘF (θ)). Since θ ∈ Θ+, we conclude that Θ+ is a
complete set of D-bindings of Φ satisfying C+.

2

Proof (Theorem 8). We first prove that, if the Algorithm returns false , then
C1 6∼ C2. For simplicity, we assume that false is output when executing lines
1—8 for the first time.

Correction of false output. The case that false is returned when executing
these lines for the second time is entirely analogous. If false is returned in line
4 then either θι ∈ sol(C1) \ sol(C2), or Φ1

θ 6≈sR,D Φ2
θ. In the first case it is clear

that θι is a witness of the fact that C1 6∼ C2. In the second case, there exists a
Dθ-binding θ′ of Φ1

θ (and Φ2
θ) and ζ, ζ ′ ∈ T (Φ1

θ, θ
′) such that either

ζΦ1
θ ≈R ζ ′Φ1

θ and ζΦ2
θ 6≈R ζ ′Φ2

θ

or
ζΦ2

θ ≈R ζ ′Φ2
θ and ζΦ1

θ 6≈R ζ ′Φ1
θ.

There exist ζ∗, ζ ′∗ ∈ T (Φ1, id(dom(D))) such that

ζ∗θθ
′Φ1 = ζΦ1

θ and ζ ′∗θθ
′Φ1 = ζ ′Φ1

θ

and, analogously,

ζ∗θθ
′Φ2 = ζ∗Φ

2
θ and ζ ′∗θθ

′Φ2 = ζ ′Φ2
θ.

Assume without loss of generality that the first case holds. Then, we have

ζ∗(θ
′ ◦ θ)Φ1 = ζ∗θθ

′Φ1

= ζΦ1
θ

≈R ζ ′Φ1
θ

= ζ ′∗θθ
′Φ1

= ζ ′∗(θ
′ ◦ θ)Φ1.

On the other hand,
ζ∗(θ

′ ◦ θ)Φ2 = ζ∗θθ
′Φ2

= ζΦ2θ

and
ζ ′∗(θ

′ ◦ θ)Φ2 = ζ ′∗θθ
′Φ2

= ζ ′Φ2θ,
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implying that
ζ∗(θ

′ ◦ θ)Φ2 6≈R ζ ′∗(θ′ ◦ θ)Φ2.

Letting
ι : dom(Dθ′◦θ)� N \ (names(Φ1

θ′◦θ) ∪ names(Φ2
θ′◦θ))

be an injective renaming of the parameters in dom(Dθ′◦θ) into fresh names, it
follows that θθ′ι is a solution of C1 such that

Φ1
θθ′ι 6≈sR,D Φ2

θθ′ι;

thus, θθ′ι is a witness of the fact that C1 6∼ C2.
If false is returned in line 8, then θ′ is a (Φ2

θ, Dθ)-solution of
{
t

?
= t′

}
; thus,

θθ′ is a (Φ2, D)-solution of
{
t

?
= t′

}
. Since (t 6 ?= t′) ∈ N2, it follows that θ′ ◦ θ

is not a solution of C2, but it is a solution of C1. Again taking a ground, injective,
fresh renaming of the parameters in Dθθ′ into names

ι : dom(Dθ′◦θ)� N \ (names(Φ1
θ′◦θ) ∪ names(Φ2

θ′◦θ)),

it follows that θθ′ι is a witness that C1 6∼ C2.

Correction of true output. Suppose then that the algorithm outputs true . For
simplicity, we prove that, for all solutions θ′ of C1, θ′ is a solution of C2 and
Φ1
θ′ ≈sR Φ2

θ′ . The proof of the reciprocal statement is analogous, since line 9
ensures that the algorithm is executed exchanging the roles of Φ1 and Φ2.

By Theorem 7, there exists θ ∈ genUnifP(Φ1, D1, P 1) and a recipe variable
substitution

γ : dom(Dθ)→ T (Φ1
θ, Dθ)

such that

• θ′Φ1 ≈R θ∗γ∗ΘF (θ), and

• for all ζ ′ ∈ T (Φ1, θ′), there is ζ ∈ T (Φ1, θ) such that

ζγΦ1 ≈R ζ ′Φ1.

We have Φ1
θ ≈sR,Dθ Φ2

θ; thus, noting that γ is a Dθ-binding of Φ1
θ, we also have

Φ1
γ◦θ ≈sR,Dγ◦θ Φ2

γ◦θ.

For all Dθ′-bindings θ′′ of Φ1
θ′ and all ζ ∈ T (Φ1

θ′ , θ
′′), there is

ζ∗ ∈ T (Φ1
θ′ , id(dom(Dθ′)))
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such that
ζΦ1

θ′ = ζ∗θ
′′Φ1

θ′

= ζ∗Φ
1
θ′(Φ

1
θ′ ◦ θ′′)

≈R ζ∗Φ1
γ◦θ(Φ

1
γ◦θ ◦ θ′′)

= ζ∗θ
′′Φ1

γ◦θ
= ζΦ1

γ◦θ,

with the third step using the fact that

θγΦ1 ≈R θ′Φ1,

and thus also
Φ1
γ◦θ ≈R Φ1

θ′ .

We conclude that
Φ1
γ◦θ ≈sR,Dθ′ Φ1

θ′ . (B.24)

The fact that Φ1
θ ≈sR,Dθ Φ2

θ implies that all the conditions of Lemma 17 hold,
and thus we have, as above,

θγΦ2 ≈R θ′Φ2,

Φ2
γ◦θ ≈R Φ2

θ′ ,

and
Φ2
γ◦θ ≈sR,Dθ′ Φ2

θ′ . (B.25)

Combining equations (B.24) and (B.25) with the fact that Φ1
θ ≈sR,Dθ Φ2

θ, we
obtain

Φ1
θ′ ≈R Φ1

θ(ΘT (θ)◦γ)

= (Φ1
θ)ΘT (θ)◦γ)

≈sR,Dθ′ (Φ2
θ)ΘT (θ)◦γ

= Φ2
θ(ΘT (θ)◦γ)

= Φ2
θ′ .

(B.26)

Now, if there is (t 6 ?= t′) ∈ N2 such that

tΦ2
γ◦θ ≈R t′Φ2

γ◦θ,

(i.e., if γ ◦ θ does not satisfy the negative constraints of C2), then by Theorem 7
there exists a Dθ-binding θ′′ ∈ genUnifP(Φ2

θ, D
2,
{
t

?
= t′

}
) of Φ2

θ and a recipe
variable substitution

γ′′ : dom(Dθ)→ T (Φ2, Dθ)

such that
γΦ2

θ ≈R θ′′γ′′Φ2
θ

and, for all ζ ′ ∈ T (Φ2
θ, γ), there exists ζ ∈ T (Φ2

θ, θ
′′) such that

ζ ′Φ2
θ ≈R ζγ′′Φ2

θ.
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Since the algorithm returns true by hypothesis, the test in line 7 implies that θ′′ ◦θ
is not a solution of C1. However, since θ is a solution of P 1 and≈R is stable under
substitution of recipe variables by arbitrary terms, θ′′ ◦ θ is also a solution of P 1.
It follows that θ′′ ◦ θ is not a solution of N1, i.e., there is (t1 6

?
= t′1) ∈ N1 such that

t1Φ1
θ′′◦θ ≈R t′1Φ1

θ′′◦θ.

Because Φ1
θ ≈sR,Dθ Φ2

θ, Lemma 17 implies that

(γ′′ ◦ θ′′)Φ1
θ ≈R γΦ1

θ.

Therefore,
t1Φ1

θ′ ≈R t1Φ1
γ◦θ

≈R t1Φ1
γ′′◦θ′′◦θ

= t1Φ1
θ′′◦θ(Φ

1 ◦ γ′′)
≈R t′1Φ1

θ′′◦θ(Φ
1 ◦ γ′′)

= t′1Φ1
γ′′◦θ′′◦θ

≈R t′1Φ1
γ◦θ

≈R t′1Φ1
θ′ .

This implies that θ′ is not a solution of C1, contradicting our hypothesis. We
conclude that tΦ2

θ′ 6≈R t′Φ2
θ′ for all θ′ that are solutions of C1 and all (t 6 ?= t′) ∈

N2. Moreover, Φ2
θ satisfies all equations in P 2; Since ≈R is stable under the

substitution of recipe variables by arbitrary terms,

Φ2
θγ = Φ2

γ◦θ

also does. This shows that θ′ is a solution of Φ2.
Combining this result with equation (B.26), we conclude that, for all solutions

θ′ of C1, θ′ is a solution of C2 and Φ1
θ′ ≈R Φ2

θ′ , concluding the proof.
2



Appendix C

Estimated Probability Measures

In this Appendix we prove the results of Chapter 5 concerning the probability mea-
sures µK,≺, µROM and µC .

C.1 Well-definedness

In this section we show that µK,≺ and µROM are well-defined and relate them by
proving Theorem 12.

Proof (Theorem 9). We first note that if λ, λ′ ∈ Λsub[K] are distinct, then Ωλ 6=
Ωλ′ . Therefore, µK,≺ is well-defined.

Letting λB∗⊥ = {t 7→ B∗⊥ | t ∈ sub[K]}, we have ΩλB∗⊥
∈ FK and Ω = ΩλB∗⊥

;

thus, µK,≺(ΩλB∗⊥
) = 1.

Now, each Ω ∈ FK can be written as Ω =
⊎
ψ∈Ψ Ωψ for some countable

subset Ψ of ΨK . Sets of the form
⊎
ψ∈Ψ′ Ωψ for some countable subset Ψ′ of

ΨK are closed under complementation and countable unions. Conversely, for each
ψ ∈ Ψsub[K], let λψ : sub[K] → P(B∗⊥) be defined by λψ(t) = {ψ(t)} for each
t ∈ K. It is clear that Ωλψ = Ωψ, and thus Ωψ ∈ ΩΛ ⊆ F for all ψ ∈ ΨK .

We conclude that, for all Ω ∈ Ω, Ω ∈ FK if and only if there exists a sequence
of distinct ψ1, . . . , ψk ∈ Ψsub[K] (with k ∈ N ∪ {∞}) such that Ω =

⊎k
i=1 Ωψi .

Thus, for any sequence {Ωi}i∈N such that Ωi ∈ FK for all i ∈ N and Ωi ∩ Ωj =
∅ whenever i 6= j, there exist ki ∈ N ∪ {∞} and ψi,j ∈ Ψsub[K] (with j ∈
{1, . . . , ki}) such that Ωi =

⊎ki
j=1 Ωψi,j and

⊎
i∈N Ωi =

⊎
i∈N
⊎ki
j=1 Ωψi,j . The

definition of µK,≺ implies that

µK,≺

(⊎
i∈N

Ωi

)
= µK,≺

⊎
i∈N

ki⊎
j=1

Ωψi,j

 =
∑
i∈N

ki∑
j=1

µ(Ωψi,j ),

155
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and, for each i ∈ N,

µK,≺(Ωi) = µK,≺

 ki⊎
j=1

Ωψi,j

 =

ki∑
j=1

µ(Ωψi,j ).

Thus, µK,≺ is σ-additive:

µK,≺

(⊎
i∈N

Ωi

)
=
∑
i∈N

ki∑
j=1

µ(Ωψi,j ) =
∑
i∈N

µ(Ωi),

concluding the proof.
2

If K is a finite set of terms and ι ∈ I(K), we will write ω |= ι to denote that ω
satisfies ι. If ψ ∈ Ψsub[K] for some finite set of terms K, we say that ψ satisfies ι,
and write ψ |= ι, if, for all t = f(t1, . . . , tn) ∈ K, we have

(ψ(t1), . . . , ψ(tn)) ∈ Jdom(ι(t))K and ψ(t) ∈ Jran(ι(t))K .

Lemma 19. Let K be a finite set of terms and ψ ∈ Ψsub[K]. Then, there exists at
most one ι ∈ I(K) such that ψ |= ι.

Proof. For each t ∈ sub[K], letting t = f(t1, . . . , tn), there is at most one ps ∈
PS f such that (ψ(t1), . . . , ψ(tn)) ∈ Jdom(ps)K. If ψ |= ι, we must have ι(t) = ps
in this case, and ι(t) = ⊥ if no such ps exists; thus, there is at most one ι that is
satisfied by ψ.

2

In light of Lemma 19, if K = sub[K] and ψ ∈ ΨK , we will write ι(ψ) for the
only ι ∈ I(K) such that ψ |= ι, and set ι(ψ) = ⊥ if no such ι exists. Moreover, if
ψ : sub[K] → B∗⊥, we say that ψ satisfies ≈W (ψ) if, whenever t, t′ ∈ sub[K] are
such that t ≈W (ψ) t

′, we have

ψ(t) = ψ(t′) or ψ(t) = ⊥ or ψ(t′) = ⊥.

Lemma 20. At any point of any execution of Algorithm 9, there is a finite set
K ′ such that dom(ψROM) = sub[K ′]. Furthermore, ψROM satisfies ≈W (ψROM) and
exactly one selection function ι ∈ IS(K ′).

Proof. Consider an execution of Algorithm 9 for inputK, using a subterm-compatible
order ≺. Let t1, . . . , tn be such that

sub[K] = {t1, . . . , tn} and t1 ≺ . . . ≺ tn.

Algorithm 9 samples ψROM(t1), . . . , ψROM(tn), in this order. For all i ∈ {0, . . . , n},
letKi = {t1, . . . , ti} and let ψROM,i be the function ψROM used in the algorithm after
the i-th execution of the cycle in lines 3-13, so that dom(ψROM,i) = Ki.
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In the beginning of the execution, we have

K0 = dom(ψROM) = ∅ and IS(K0) = {∅} .

Thus, the result is clear. Suppose then that the result holds for j ∈ {1, . . . , i}, and
consider the i+ 1-th execution of the cycle.

To prove that ψROM,i+1 satisfies ≈W (ψROM,i+1), let k, k′ be indexes such that
tk ≈W (ψROM,i+1) tk′ . Note that, if i + 1 ∈ {k, k′}, then lines 5 and 9 of the
algorithm description imply the result. There are two cases:

(1) tk 6≈W (ψROM,i) tk′ ;

(2) tk ≈W (ψROM,i) tk′ .

In case (1), Lemmas 7 and 8 imply that i + 1 ∈ {k, k′}, by noting that τ∗(tk)
and τ∗(tk′) do not depend on ti+1. Therefore, the result holds.

In case (2), we have either i + 1 ∈ {k, k′}, and the result holds as before,
or i + 1 /∈ {k, k′}, and the result is implied by the induction hypothesis (since
ψROM,i+1(tm) = ψROM,i(tm) whenever 1 ≤ m ≤ i).

Furthermore, we have psub(ti+1) ⊆ Ki (because ≺ is a subterm-compatible
order), and the induction hypothesis yields

sub[Ki+1] = sub[Ki] ∪ {ti+1} = Ki ∪ {ti+1} = Ki+1.

It remains to prove that ψROM,i+1 satisfies exactly one selection function ι ∈
IS(Ki+1). By Lemma 19, it is sufficient to show that ψROM,i+1 satisfies some ι ∈
IS(Ki+1). By the induction hypothesis, there exists ι ∈ IS(Ki) such that ψROM

satisfies ι. Let
ti+1 = fi+1(t′i+1,1, . . . , t

′
i+1,k).

If
(ψROM,i(t

′
i+1,1), . . . , ψROM,i(t

′
i+1,k)) /∈ domS(fi+1),

then ψROM,i+1(ti+1) will be sampled to ⊥, and thus ψROM,i+1 satisfies the selection
function ι′ ∈ IS(Ki+1) given by

ι′ = ι ∪ {ti+1 7→ ⊥} .

Otherwise, there is ps ∈ PS fi+1
such that

(ψROM,i(t
′
i+1,1), . . . , ψROM,i(t

′
i+1,k)) ∈ Jdom(ps)K .

Let ι′ = ι ∪ {ti+1 7→ ps}; we have ι′ ∈ IS(Ki+1), and it is sufficient to show
that ψROM,i+1 satisfies ι′. Let t′ = f ′(t′1, . . . , t

′
k′) be the minimal (with respect to

≺) term in Ki+1 such that t′ ≈P (ψROM,i) t and

(ψROM,i(t
′
1), . . . , ψROM,i(t

′
k′)) ∈ domS(f ′)
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(note that we may have t′ = ti+1). Then, we have

ψROM,i+1(ti+1) = ψROM,i(t
′),

and ψROM,i(t
′) is sampled from Jran(ι(t′))K. The compatibility condition implies

that, for all ι′′ ∈ IS(Ki+1) and all t′′ ∈ Ki+1,
q
ran(ι′′(t′))

y
⊆

q
ran(ι′′(t′′))

y
.

It follows that q
ran(ι′(t′))

y
⊆

q
ran(ι′(ti+1)

y
;

therefore,

ψROM,i+1(ti+1) = ψROM,i(t
′) ∈

q
ran(ι′(t′))

y
⊆

q
ran(ι′(ti+1))

y
,

and we conclude that ψROM,i+1 satisfies ι′.
2

In the following, if t ∈ sub[K] and≺ is a subterm-compatible order, we denote
by t̂K,≺ the random variable representing the output ψROM(t) of Algorithm 9 when
executed on input K using the order ≺.

Lemma 21. Assume the following:

• K is a finite set of terms;

• ≺ is a subterm-compatible order;

• ψ : sub[K]→ B∗⊥ satisfies ≈W (ψ);

• ι ∈ IS(K) and ψ satisfies ι;

• t′ = f(t′1, . . . , t
′
n) is a term such that t′ /∈ K, psub(t′) ⊆ sub[K], and t ≺ t′

for all t ∈ K;

• b ∈ B∗⊥;

• K ′ = K ∪ {t′};

• ψ′ = ψ ∪ {t′ 7→ b};

• τ is some W (ψ′)-renaming;

• τ+ is the function output by Algorithm 10 on the input (K ′, W (ψ′), ≺, τ).

Define

P [K,ψ′, t′] = P [t̂′
K′,≺

= b | t̂K′,≺ = ψ(t) for all t ∈ sub[K]].

If there is no ps ∈ PS such that

head(ps) = head(t′) ∧ (ψ′(t′1), . . . , ψ′(t′n)) ∈ dom(ps), (C.1)
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then

P [K,ψ′, t′] =

{
1 if b = ⊥
0 otherwise

.

Otherwise, letting ps be the only property statement satisfying condition (C.1),
we have:

• if there is t ∈ sub[K] such that either (1) tau+(t) = τ+(t′), or (2) τ+(t′) ∈
N+ and τ∗(t) = τ+(t′), then

P [K,ψ′, t′] =

{
1 if ψ(t) = b
0 otherwise

.

• if such a t does not exist, then

P [K,ψ′, t′] =

{
1/| Jran(ps)K | if b ∈ Jran(ps)K
0 otherwise

.

Proof. Consider an execution of Algorithm 9 on input K ∪ {t′} using the order ≺.
Then, P [K,ψ′, t′] corresponds to the probability that such an execution outputs a
function ψROM = ψ′ given that, before the last step of the execution (when ψROM(t′)
is sampled), we have ψROM = ψ (corresponding to the sampling of the terms in
sub[K]). It follows from the definition of the algorithm that, if there is no ps ∈ PS
such that

head(ps) = head(t′) and (ψ′(t′1), . . . , ψ′(t′n)) ∈ dom(ps),

then ψROM(t′) is sampled to ⊥, and therefore

P [K,ψ′, t′] =

{
1 if b = ⊥
0 otherwise.

.

Suppose then that there is ps ∈ PS such that condition (C.1) is satisfied. If
there is t ∈ sub[K] such that either

(1) τ+(t) = τ+(t′), or

(2) τ+(t′) ∈ N+ and τ∗(t) = τ+(t′),

we have t ≈W (ψ) t
′. Therefore, ψROM(t′) is sampled as ψROM(t′) = ψROM(t), and we

have

P [K,ψ′, t′] =

{
1 if ψ(t) = b
0 otherwise

.

Now we prove that, for any t, if t ≈W (ψ) t
′, then either (1) or (2) holds. If

τ+(t′) ∈ TWΣ , then there exists a subterm s ∈ sub[K] of t′ such that

s ∈ TWΣ , t′ ≈W (ψ) s and τ∗(s) = τ∗(t′);
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thus, (1) holds. On the other hand, if τ+(t′) /∈ TWΣ , then τ∗(t′) = τ+(t′) (since
we have head(t′ ↓) = head(t) whenever t ≈P t′ and t ∈ TWΣ ). By Lemma 7, if
t ≈W (ψ) t

′, we have τ∗(t) = τ∗(t′). It follows that τ∗(t) /∈ TWΣ , and (2) holds
since

τ+(t) = τ∗(t) = τ∗(t′) = τ+(t′).

We conclude that if neither (1) nor (2) hold for t, then t 6≈W (ψ) t′, and if
neither condition hold for any t ∈ sub[K], then there is no t ∈ dom(ψ) such that
t ≈W (ψ) t

′. In this case, ψROM(t′) is sampled with uniform probability distribution
from Jran(ps)K, according to the algorithm description, and it follows that

P [K,ψ′, t′] =

{
1/| Jran(ps)K | if b ∈ Jran(ps)K
0 otherwise

.

This concludes the proof of the lemma.
2

If ι is any selection function, we adopt the following conventions:

• ran(⊥) = ⊥;

• J⊥K = {⊥};

• ι(⊥) = ⊥.

Note that Jran(ι(⊥))K = {⊥}.

Corollary 2. Let K, ≺, ψ and ι be as in the statement of Lemma 21. Let τ be a
W (ψ)-renaming and τ+ be as output by Algorithm 10 on the input (K, W (ψ), ≺,
τ).

Let
τK : τ+[sub[K]]→ sub[K]

be such that, for each t+ ∈ τ+[sub[K]], τK(t+) is the least t ∈ sub[K] such that
τ+(t) = t+ and ι(t) 6= ⊥ if such a t exists, and ⊥ otherwise.

Let ψROM be the function output by Algorithm 9 on input K and using the
subterm-compatible order ≺.

Then,

P [ψROM = ψ] =
∏

t+∈τ+[sub[K]]\N+

1

| Jran(ι(τK(t+)))K |
.

Proof. Let t1, . . . , tn be such that dom(ψ) = {t1, . . . , tn} and t1 ≺ . . . ≺ tn. We
have

P [ψROM = ψ]
= P [ψROM(t1) = ψ(t1), . . . , ψROM(tn) = ψ(tn)]

=
∏n
j=1 P [t̂j

K,≺
= ψ(tj) | t̂1

K,≺
= ψ(t1), . . . , t̂j−1

K,≺
= ψ(tj−1)]

(C.2)
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By Lemma 21, if ψ does not satisfy ≈R or there is no ι ∈ IS(K) such that
ψ satisfies ι, then P [ψROM = ψ] = 0 (because one of the factors in the product is
0). Therefore, it is sufficient to consider the case that ψ satisfies ≈R and there is
ι ∈ IS(K) such that ψ satisfies ι. Then, for each j ∈ {1, . . . , n}, we have either

(1) there is k < j such that either

(a) τ+(tj) = τ+(tk), or

(b) τ+(tj) ∈ N+ and τ∗(tk) = τ+(tj),

or

(2) there is no such k.

In case (1), ψROM(tj) is sampled as ψROM(tj), and

P [t̂j
K

= ψ(tj) | t̂1
K

= ψROM(t1), . . . , t̂j−1
K

= ψROM(tj−1)] = 1.

In case (2), we have

P [t̂j
K

= ψ(tj) | t̂1
K

= ψROM(t1), . . . , t̂j−1
K

= ψROM(tj−1)]

=
1

|
q
ran(ι(ti(≺,j)))

y
|
.

The result then follows by combining equation (C.2) and Lemma 21.

2

Lemma 22. Let K, ≺, ψ, ι, τ and τ+ be as in the conditions of Corollary 2, and
let ≺′ be another subterm-compatible order. Define the functions

τK , τ
′
K : τ+[sub[K]]→ TΣ(N+)

such that, for each t+ ∈ τ+[sub[K]]:

• τK [t+] is the least term t with respect to ≺ such that τ+(t) = t+ and ι(t) 6=
⊥ if such a t exists, and ⊥ otherwise;

• analogously, τ ′K [t+] is the least term t with respect to ≺′ such that τ+(t) =
t+ and ι(t) 6= ⊥ if such a t exists, and ⊥ otherwise.

Then, for all t+ ∈ τ+[sub[K]] \ N+,

q
ran(ι(τK(t+)))

y
=

q
ran(ι(τK′(t

+)))
y
.
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Proof. Let t+ ∈ τ+[sub[K]] \ N+. If ι(t) = ⊥ for all t such that τ+(t) = t+, the
result holds since

q
ran(ι(τK(t+)))

y
=

q
ran(ι(τK′(t

+)))
y

= {⊥} .

Suppose then that this is not the case. By the compatibility condition, there are
tK , tK

′ ∈ sub(t+) such that tK ≈P |psub(t+)
t+, tK

′ ≈P |psub(t+)
t+, and, for all t′

such that t′ ≈P |psub(t+)
t+, we have

q
ran(ι(tK))

y
⊆

q
ran(ι(t′))

y
and

r
ran(ι(tK

′
))

z
⊆

q
ran(ι(t′))

y
.

Because tK ≈P |psub(t+)
τK(t+) and t+ /∈ N+, we have τ+(tK) = t+, and thus

tK = τK(t+) (since ≺,≺′ are subterm-compatible orders). Analogously, we have
tK
′

= τK′(t
+). We conclude that

q
ran(ι(τK′(t

+)))
y
⊆

q
ran(ι(τK(t+)))

y

and q
ran(ι(τK(t+)))

y
⊆

q
ran(ι(τK′(t

+)))
y
,

and the result follows.

2

Proof (Theorem 10). Let K = dom(λ), K ′ = dom(λ′). Let t1, . . . , tn be such
that sub[K ∩K ′] = {t1, . . . , tn}. Because Ωλ = Ωλ′ , we must have

• λ(t) = λ′(t) for all t ∈ K ∩K ′,

• λ(t) = B∗⊥ for all t ∈ K \K ′, and

• λ′(t) = B∗⊥ for all t ∈ K ′ \K.

For simplicity, we will write t̂K (respectively t̂K
′
) for the random variable t̂K,≺

(respectively t̂K
′,≺′). The probability that Algorithm 9 on input K and ≺ outputs

a function ψROM such that ψROM(t) ∈ λ(t) for all t ∈ K depends only on the values
of ψROM(t′) for t′ ∈ sub[K ∩ K ′], and the same statement is valid for executing
Algorithm 9 on input K ′ and ≺′. Therefore, it is sufficient to prove that, whenever
b1, . . . , bn ∈ B∗⊥,

P [t̂1
K

= b1, . . . , t̂n
K

= bn] = P [t̂1
K′

= b1, . . . , t̂n
K′

= bn].

Let τK : τ+[sub[K]] → sub[K] be such that, for each t+ ∈ τ+[sub[K]],
τK(t+) is the least t ∈ sub[K] such that τ+(t) = t+, and define τK′ analogously.

Corollary 2 implies that

P [t̂1
K

= b1, . . . , t̂n
K

= bn] =
∏

t+∈τ+[sub[K]]\N+

1

| Jran(ι(τK(t+)))K |
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and

P [t̂1
K′

= b1, . . . , t̂n
K′

= bn] =
∏

t+∈τ+[sub[K]]\N+

1

| Jran(ι(τK′(t+)))K |
.

Lemma 22 then implies the result.

2

Lemma 23. Let K be a finite set of terms and ≺ be a subterm-compatible order.
For each t ∈ sub[K], there exists a finite set suppPS (t) such that, if ψROM is a
possible output of Algorithm 9) on input K and using the order ≺, then ψROM(t) ∈
suppPS (t).

Proof. Let t1, . . . , tn be such that sub[K] = {t1, . . . , tn} and t1 ≺ . . . ≺ tn. We
prove the result for all ti such that i ∈ {1, . . . , n} by induction on i. For i = 0,
we have ti ∈ Σ0 and, at the point of the execution of the Algorithm in which
ψROM(t0) is sampled, we have dom(ψROM) = ∅. Thus, t0 is either sampled as ⊥
or sampled from Jran(ps)K, which is finite by our definition of property statement
and interpretation function. Now, suppose that terms t1, . . . , tk have been sampled,
so that dom(ψROM) = {t1, . . . , tk}, and consider the point of the execution of the
algorithm in which ψROM(tk+1) is sampled. Let f ∈ Σn′ and t′1, . . . , t

′
n′ be such

that tk+1 = f(t′1, . . . , t
′
n′). By the induction hypothesis, for each i ∈ {1, . . . , k},

there exists a finite set suppPS (ti) such that, for any execution of the algorithm,
ψROM(ti) ∈ suppPS (ti). We have

(ψROM(t′1), . . . , ψROM(t′n′)) ∈ suppPS (t′1), . . . , suppPS (t′n′));

therefore, there exists a finite set PSk+1 ⊆ PS f of property statements such that,
for each possible ψROM, there is exactly one ps ∈ PSk+1 such that

(ψROM(t′1), . . . , ψROM(t′n′)) ∈ Jdom(ps)K .

Then, ti is either sampled to ⊥, or to ψROM(ψROM(t′i)) for some i ∈ {1, . . . , k}, or
to some element of

⋃
ps∈PSk+1

Jran(ps)K. This is a union of finitely many finite
sets; thus, we can choose suppPS (tk+1) to be this set.

2

Lemma 24. The set ΩΛ is a semi-ring of sets.

Proof. If t1 is any term and λ = {t1 7→ ∅}, then Ωλ = ∅. Thus, ∅ ∈ ΩΛ.
Let

λ = {ti 7→ Bi | i ∈ {1, . . . , n}} ,

λ′ =
{
t′i 7→ B′i | i ∈

{
1, . . . , n′

}}
,

and let t′′1, . . . , t
′′
n′′ be such that

dom(λ) ∪ dom(λ′) =
{
t′′1, . . . , t

′′
n′′
}
.
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There are sets C1, . . . , Cn′′ , C
′
1, . . . , C

′
n′′ such that, choosing

λ∗ =
{
t′′i 7→ Ci | i ∈

{
1, . . . , n′′

}}
and

λ′∗ =
{
t′′i 7→ C ′i | i ∈

{
1, . . . , n′′

}}
,

we have Ωλ∗ = Ωλ′∗ . These sets can be obtained by simply choosing Ci = λ(ti)
if ti ∈ dom(λ) and Ci = B∗⊥ otherwise and, analogously, C ′i = λ′(ti) if ti ∈
dom(λ′) and C ′i = B∗⊥ otherwise. We have that

Ωλ ∩ Ωλ′ = Ωλ∗ ∩ Ωλ′∗ = Ωλ′′∗ ,

where
λ′′ =

{
ti 7→ Ci ∩ C ′i | i ∈

{
1, . . . , n′′

}}
.

Thus, ΩΛ is closed for intersections.
For each i ∈ {1, . . . , n′′}, let C0

i = Ci ∩ C ′i and C1
i = Ci \ C ′i, and consider

the set Λ(λ, λ′) of functions λ′′ :
{
t′′1, . . . , t

′′
n′′
}
→ B∗⊥ such that, for each i ∈

{1, . . . , n′′}, λ′′(t′′i ) is either C0
i or C1

i . Let λ′′0 be the element of Λ(λ, λ′) such
that, for each i ∈ {1, . . . , n′′}, λ′′0(t′′i ) = C0

i .
We have Ωλ′′ ∈ ΩΛ for all λ′′ ∈ Λ(λ, λ′), Ωλ =

⊎
λ′′∈Λ(λ,λ′) Ωλ′′ , and Ωλ ∩

Ωλ′ = Ωλ′′0
.

We conclude that

Ωλ \ Ωλ′ =
⊎

λ′′∈Λ(λ,λ′)\{λ′′0}
Ωλ′′

is a finite, disjoint union of elements in ΩΛ. Thus, ΩΛ is a semi-ring of sets.
2

Lemma 25. Suppose that µ(∅) = 0, µ(Ω) = 1 and, whenever λ1, . . . , λn ∈ Λ are
such that Ωλ1 , . . . ,Ωλn are disjoint sets such that

⊎n
i=1 Ωλi = Ωλ for some λ ∈ Λ,

we have

µ(Ωλ) =
n∑
i=1

µ(Ωλi).

Then, there is a unique extension of µ to F that is a probability measure.

Proof. By Lemma 24 and Caratheodory’s extension theorem, it is sufficient to
show that, if λi ∈ Λ for each i ∈ N are such that Ωλi ∩ Ωλj = ∅ whenever i 6= j
and there is λ ∈ Λ such that

⊎
i∈N Ωλi = Ωλ, then there are finitely many indexes

i1, . . . , in ∈ N such that

Ωλ =
n⊎
j=1

Ωλij
.
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For each i ∈ N, let us consider the number ki and, for each j ∈ {1, . . . , ki},
the terms tji and the sets of bitstrings Bj

i such that

λi =
{
tji 7→ Bj

i | j ∈ {1, . . . , ki}
}
.

For each i ∈ N and each j ∈ {1, . . . , ki}, let

λPS
i =

{
tji 7→ Bj

i ∩ suppPS (tji )
}
,

where suppPS is as in Lemma 23. Analogously, let k ∈ N, t1, . . . , tk ∈ TΣ, and
B1, . . . , Bk be such that

λ =
{
tj 7→ Bj | j ∈ {1, . . . , k}

}
.

Finally, define
λPS =

{
tj 7→ Bj ∩ suppPS (tj)

}
.

Lemma 23 implies thatBj
i ∩suppPS (tji ) is finite for all i and all j, and (together

with the definition of µ),
µ(Ωλi) = µ(Ω

λPS
i

)

and
µ(Ωλ) = µ(ΩλPS ).

Thus, we may assume without loss of generality that all the sets Bj
i are such that

Bj
i ⊆ suppPS (tji ).

For each t ∈ TΣ, consider the topological space suppPS (t) where all subsets
are open. This space is finite and, therefore, it is trivially compact. Now, consider
the topological space

F = {ω : TΣ → B∗⊥ | ω(t) ∈ suppPS (t) for all t} .

F is the Cartesian product of the topological spaces associated to each term t. The
open sets in this topological space with the product topology are precisely the sets
Ωλ for functions λ ∈ ΩΛ such that, for each t ∈ dom(λ), λ(t) ⊆ suppPS (t). By
Tychonoff’s theorem, F with the product topology is also a compact space.

Because the open sets of F form a semi-ring (by an argument entirely analo-
gous to the one we used in the proof of Lemma 24), we know that F \ r is a finite
union of open sets, and thus is also open. We conclude that r is closed. Because F
is compact, it follows that r is also compact. Since {Ωλi | i ∈ N} is a open cover
of Ωλ, there must be a finite sub-cover — that is, there must be indexes i1, . . . , im
such that

Ωλ =

m⊎
k=1

Ωλik
.
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Because the Ωλi are disjoint, we conclude that Ωλi = ∅ for all i /∈ {i1, . . . , im}.
The result then follows from

µ(Ωλ) = µ(
⊎
i∈N

Ωλi) = µ(

m⊎
k=1

Ωλik
) =

m∑
k=1

µ(Ωλjk
) =

∑
i∈N

µ(Ωλj ).

2

Proof (Theorem 11). It is trivial to check that µ(∅) = 0 and µ(Ω) = 1. By Lemma
25, it is sufficient to prove that, whenever Ω1, . . . ,Ωn ∈ ΩΛ are pairwise disjoint
and there is λ ∈ Λ such that Ωλ =

⊎n
i=1 Ωi, then

µ(Ωλ) =
n∑
i=1

µ(Ωλi).

For each i ∈ {1, . . . , n}, we have Ωλi =
⊎
ψ∈Ψ(λi)

Ωψ. Whenever i 6= j,
we have Ωλi ∩ Ωλj = ∅, and thus also Ωψi 6= Ωψj whenever ψi ∈ Ψ(λi) and
ψj ∈ Ψ(λj). It follows that

n⊎
i=1

⊎
ψ∈Ψ(λi)

Ωψ =
⊎

ψ∈Ψ(λ)

Ωψ.

Now, if λ′ is such that Ωλ′ =
⊎
ψ∈Ψ(λ′) Ωψ, it is clear that the function ψROM

output by Algorithm 9 on input dom(λ′) is such that ψROM(t) ∈ λ′(t) for all t ∈ K
if and only if ψROM ∈ Ψ(λ′). Therefore, it follows that, for all λ,

µ(Ωλ) =
∑

ψ∈Ψ(λ)

µ(Ωψ).

We obtain
µ(Ωλ) = µ(

⊎
ψ∈Ψ(λ)

Ωψ) =
∑

ψ∈Ψ(λ)

µ(Ωψ)

=

n∑
i=1

 ∑
ψ∈Ψ(λi)

µ(Ωψ)

 =

n∑
i=1

µ(Ωλi),

which proves that µ is a probability measure. It remains to prove that

µ(ΩPS ,J·K,≈R) = 1.

Let f ∈ Σ and tn+1 = f(t1, . . . , tn). By Lemma 20, any execution of Algorithm
9 on input {tn+1} yields a function ψROM which satisfies some ι ∈ IS(sub(tn+1)).
Thus, if

(ψROM(t1), . . . , ψROM(tn)) /∈ domS(f),

then ψROM(tn+1) = ⊥; otherwise, there is some ps ∈ PS f such that

(ψROM(t1), . . . , ψROM(tn)) ∈ Jdom(ps)K ,
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in which case we must have

ψROM(tn+1) ∈ Jran(ps)K .

If f ∈ Σn, t1, . . . , tn are terms, and ps ∈ PS f , let us write

Ωf,t1,...,tn,ps

for the set of ω ∈ Ω such that

(ω(t1), . . . , ω(tn)) ∈ Jdom(ps)K and ω(tn+1) /∈ Jran(ps)K .

Analogously, we write
Ωf,t1,...,tn,⊥

for the set of ω ∈ Ω such that

(ω(t1), . . . , ω(tn)) /∈ domS(f) and ω(tn+1) 6= ⊥.

If ω 6|= PS , we must have

ω ∈ Ωf,t1,...,tn,ps ∪ Ωf,t1,...,tn,⊥

for some f ∈ Σn, some terms t1, . . . , tn and some ps ∈ PS f . We have seen above
that

µ(Ωf,t1,...,tn,ps) = µ(Ωf,t1,...,tn,⊥) = 0

for all such f, t1, . . . , tn, ps. Since there are only countably many possible choices
for f, t1, . . . , tn, ps, it follows that

µ
({
ω | ω |=J·K PS

})
= 1. (C.3)

On the other hand, suppose that t1, t2 ∈ TΣ are terms such that t1 ≈R t2, and
assume without loss of generality that t1 ≺ t2. Any execution of Algorithm 9 on
input {t1, t2} will sample ψROM(t2) as ψROM(t1) on line 9. For each b1, b2 ∈ B∗⊥, let

ψ(b1, b2) = {t1 7→ b1, t2 7→ b2} .

We have that

{ω ∈ Ω | ω(t1) 6= ω(t2)} =
⋃

b1∈B∗⊥

 ⋃
b2∈B∗⊥\{b1}

Ωψ(b1,b2)


is a set in F , and

µ(ω ∈ Ω | ω(t1) 6= ω(t2)) = 0.

Since there are only countably many choices for t1 and t2, it follows that

µ ({ω ∈ Ω | ω |=≈R}) = 1. (C.4)
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Combining equations (C.3) and (C.4), we conclude that µ(ΩS) = 1, as desired.

2

Let K be a set of terms and ψ ∈ ΨK . As in Algorithm 9, we will denote by
W (ψ) the partition on sub[dom(ψ)] ∩ TW induced by ψ: thus,

W (ψ) = P (ψ) |TW , where P (ψ) =
{
ψ−1(b) | b ∈ ran(ψ)

}
.

We say that ψ is a colliding instantiation of K if there exist terms t1, t2 ∈ sub[K]
such that:

• t1 is strong (i.e., t1 /∈ TW ),

• t1 6≈W (ψ) t2,

• (ι(ψ))(t1) 6= ⊥,

• and ψ(t1) = ψ(t2).

We write Ψcol
K for the set of ψ ∈ ΨK that are colliding instantiations of K, and

define
Ωcol (K) =

⋃
ψ∈Ψcol

K

Ωψ, Ωcol (K) = Ω \ Ωcol (K).

Theorem 15. If K is a finite set of terms and ≺ is a subterm-compatible order,
then

(1) for any λ ∈ ΛK , µK,≺η (Ωλ ∩ Ωcol (K)) = µROM,η(Ωλ ∩ Ωcol (K));

(2) µK,≺η (Ωcol (K)) = µROM,η(Ω
col (K)) ≤ |K|2 · |IS(K)| · (1/L).

Proof. We prove the two properties separately.

Proof of (1). Let t1, . . . , tn be such that sub[K] = {t1, . . . , tn} and t1 ≺ . . . ≺
tn. Let t̂K,≺ be the random variable representing the output of Algorithm 8 when
executed on input K and using the order ≺. Let t̂ be the random variable repre-
senting the output of Algorithm 9 on input K. It is sufficient to prove the property
for the sets Ωψ for all ψ ∈ ΨK . For all ψ ∈ ΨK , we have

µK,≺ROM,η(Ωψ) =
∏n
i=1 P [t̂i

K,≺
= ψ(ti) | j < i⇒ t̂j

K,≺
= ψ(tj)] (C.5)

and
µROM,η(Ωψ) =

∏n
i=1 P [t̂i = ψ(ti) | j < i⇒ t̂j = ψ(tj)]. (C.6)

If ψ is a colliding instantiation of K, then Ωψ ∩Ωcol (K) = ∅, and the result is
true since

µK,�η (∅) = µROM,η(∅) = 0.
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Suppose then that ψ is not a colliding instantiation of K. Let i ∈ {1, . . . , n},
and suppose that ψROM(tj) has been sampled to bj for all j < i. Because ψ is not a
colliding instantiation of K, we have

W (ψ |{t1,...,ti−1}) = P (ψ |{t1,...,ti−1}).

Therefore, the steps executed by the two algorithms when sampling ψROM(ti) are
exactly the same. It follows that

P [t̂i
K,≺

= ψ(ti) | j < i⇒ t̂j
K,≺

= ψ(tj)]

= P [t̂i = ψ(ti) | j < i⇒ t̂j = ψ(tj)]

for all i ∈ {1, . . . , n}. Thus, equations (C.5) and (C.6) imply (1).

Proof of (2). For each ι ∈ IS(K), each j, k ∈ {1, . . . , n} such that j 6= k and
tk ∈ TΣ \ TWΣ , and each b ∈ ran(ι(tj)), let Ψι

j,k,b be the set of ψ such that:

• ψ satisfies ι;

• tk ∈ TΣ \ TWΣ ;

• ran(ι(tk)) 6= ⊥;

• ran(ι(tj)) 6= ⊥;

• and ψ(tj) = ψ(tk).

For readability, we will write r(ι, i) instead of Jran(ι(ti))K for all ι ∈ IS(K)
and all i ∈ {1, . . . , n}. We remark that, for all ψ ∈ Ψcol

K , there are ι, j, k, b such
that ψ ∈ Ψι

j,k,b, and |r(ι, k)| ≥ L.
Letting Ψj,k be the set of ψ ∈ Ψcol

K such that ψ(tj) = ψ(tk), we have

P [Ψj,k] ≤
∑

ι∈IS(K)

 ∑
b∈r(ι,j)

 ∑
ψ∈Ψιj,k,b

(
n∏
i=1

1

|r(ι, i)|

)
Note that, for each ι ∈ IS(K), we have

|Ψι
j,k,b| ≤

∏
i=1,i 6=j,k

r(i).

Therefore, the previous equation implies

P [Ψj,k] ≤
∑

ι∈IS(K)

|r(ι, j)| ·
 n∏

i=1
i 6=j,k

|r(ι, i)|

 ·( n∏
i=1

1

|r(ι, i)|

) ≤ 1/L.
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It follows that

P [Ψcol
K ] ≤

∑
ι∈IS(K)

 n∑
j=1

 n∑
k=1
k 6=j

P [Ψj,k]




≤ |K|2
∑

ι∈IS(K)

1

L
≤ |K|2|IS(K)| 1

L
,

concluding the proof.

2

Proof (Theorem 12). Follows from Theorem 15, by taking Ω(K) = Ωcol (K).
2

C.2 Probability Computation

In this section we prove the results of Chapter 5 concerning the probability distri-
bution µC . Namely, we show that µC indeed yields a probability distribution on
F , and that this probability distribution coincides with µROM. While µROM is defined
as the probability distribution of the output of a probabilistic algorithm, the prob-
ability distribution µC is defined by a mathematical formula, and thus can be used
to compute probabilities in our model.
Proof (Theorem 9). Let t1, . . . , tn be such that sub[K] = {t1, . . . , tn} and t1 ≺
. . . ≺ tn. For i ∈ {0, . . . , n}, let Ki = {t1, . . . , ti}. We prove the result for each
Ki by induction on i. We have IS(K0) = ∅, and thus the result holds.

Now let i ∈ {1, . . . , n}, and suppose that the result holds for all j ∈ {1, . . . ,
i− 1}. For each t ∈ Ki−1, let

suppi−1(t) =
⋃

ι∈IS(Ki−1)

Jran(ι(t))K .

Suppose that ιi ∈ IS(Ki). For all ω ∈ Ω such that ω |= ιi, we also have
ω |= ιi |Ki−1 . Thus, ιi |Ki−1∈ IS(Ki) and, letting ti = fi(t

′
1, . . . , t

′
k), we have

ω(t′j) ∈ suppi−1(t′j) for all j ∈ {1, . . . , k}. The induction hypothesis implies that
suppi−1(t′j) is finite for all j. Therefore, the set suppi−1(t′1)× . . .× suppi−1(t′k)
is finite and, if ω |= ιi, then

(ω(t′1), . . . , ω(t′k)) ∈ suppi−1(t′1)× . . .× suppi−1(t′k).

Since property statements are assumed to be disjoint, it follows that there exists a
finite set P ⊆ PS fi such that, whenever ω |= ιi,

(ω(t′1), . . . , ω(t′k)) ∈ Jdom(ps)K
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for some ps ∈ P . It follows that

IS(Ki) ⊆ IS(Ki−1)× (P ∪ {⊥}),

and the induction hypothesis implies that IS(Ki) is finite.
2

For each term t ∈ TΣ, we define the PS -support of t suppPS (t) by

suppPS (t) =
⋃

ι∈IS(sub(t))

Jran(ι(t))K .

If K is a finite set of terms and t ∈ K, we define

suppK(t) =
⋃

ι∈IS(K)

Jran(ι(t))K .

If λ ∈ Λ is such that dom(λ) = K, we define ΨS(λ) as the set of all ψ : K →
B∗⊥ such that

t ∈ K ⇒ ψ(t) ∈ λ(t) ∩ suppK(t)

(contrast with the definition of Ψ(λ) in Section 5.1).

Lemma 26. Suppose that t ∈ TΣ is some term and K is a finite set of terms such
that t ∈ K. suppPS (t) and suppK(t) are finite.

If λ ∈ ΛK and λPS ∈ ΛK is given by λPS (t) = λ(t) ∩ suppPS (t) for all
t ∈ K, we have µC(Ωλ) = µC(ΩλPS

).

Proof. Lemma 9 implies that there are finitely many ι ∈ IS(K); therefore,
suppPS (t) is finite.

It is simple to check that, if ι ∈ IS(K), then ι |sub(t)∈ IS(sub(t)). Thus, if ι ∈
IS(K), then Jran(ι(t))K ⊆ suppPS (t). For all ι ∈ IS(K) and all P ∈ PWR (K),
we have

q
suppλ,ι,P (t)

y
⊆ Jsuppι(t)K = Jran(ι)K (t) ⊆ suppPS (t),

and thus
r
suppλPS ,ι,P

(t)
z

=
q
suppλ,ι,P (t)

y
∩ suppPS (t) =

q
suppλ,ι,P (t)

y
.

It follows that ΨU (λ, ι, P ) = ΨU (λPS , ι, P ) for all ι ∈ IS(K) and all P ∈
PWR (K). Thus, we have µC(Ωλ) = µC(ΩλPS

), as desired.
2

Lemma 27. Let λ ∈ ΛK , ψ ∈ ΨS(λ), ι ∈ IS(K) and P ∈ PWR (K). If

• ι = ι(ψ) 6= ⊥;

• P = W (ψ);
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• there exists ψu ∈ ΨU (λ, ι(ψ), P (ψ)) such that, for each t ∈ sub[K] \ N ∗:

ψ(t) =

{
⊥ if suppι(t) = error
ψu([t]∗P ) otherwise

.

then
|ΨU (ψ, ι, P )| = 1.

Otherwise,
|ΨU (ψ, ι, P )| = 0.

Proof. We prove the following five propositions:

(1) if ι(ψ) = ⊥ or ι 6= ι(ψ), then |ΨU (ψ, ι, P )| = 0;

(2) if P 6= W (ψ), then |ΨU (ψ, ι, P )| = 0;

(3) if there is ψu ∈ ΨU (ψ, ι, P ), then ψu ∈ ΨU (λ, ι, P ) and, for each t ∈
sub[K]:

ψ(t) =

{
⊥ if suppι(t) = error
ψu([t]∗P ) otherwise

.

(4) there is at most one ψu ∈ ΨU (ψ, ι, P );

(5) if there is ψu ∈ ΨU (λ, ι, P ) such that, for each t ∈ sub[K]:

ψ(t) =

{
⊥ if suppι(t) = error
ψu([t]∗P ) otherwise

.

then ψu ∈ ΨU (ψ, ι, P ).

Properties (4) and (5) show that |ΨU (ψ, ι, P )| = 1. Properties (1), (2) and (3)
show that |ΨU (ψ, ι, P )| = 0 otherwise.

(1) If ι 6= ι(ψ) or ι(ψ) = ⊥, then one of the following conditions holds:

(1) there is t ∈ sub[K] such that ψ(t) /∈ Jran(ι(t))K;

(2) there is t = f(t1, . . . , tn) ∈ sub[K] such that, letting

ι(t) = (f [T1, . . . , Tn] ⊆ T ),

we have ψ(ti) /∈ JTiK for some i ∈ {1, . . . , n}.

In case (1), we have

{ψ(t)} ⊆
q
suppψ,ι,P ([t]∗P )

y
and Jran(ι(t))K ⊆

q
suppψ,ι,P ([t]∗P )

y
.

We conclude that |
q
suppψ,ι,P (t)

y
| = 0, and thus |ΨU (ψ, ι, P )| = 0.

Similarly, in case (2), we have

{ψ(ti)} ⊆
q
suppψ,ι,P ([ti]

∗
P )

y
and JTiK ⊆

q
suppψ,ι,P ([ti]

∗
P )

y
,

and we conclude that |
q
suppψ,ι,P (ti)

y
| = 0, so that |ΨU (ψ, ι, P )| = 0.
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(2) If P 6= W (ψ), we have P |ψ−1(B∗) 6= P (ψ) |ψ−1(B∗), and there are

t, t′ ∈ sub[K] ∩ TW ∩ ψ−1(B∗)

such that one of the following two conditions holds:

(1) t ≈P t′ and ψ(t) 6= ψ(t′);

(2) t 6≈P t′ and ψ(t) = ψ(t′).

It is sufficient to prove that ΨU (ψ, ι, P ) = ∅.
In case (1), we have

q
suppψ,ι,P

y
([t]∗P ) ⊆ {ψ(t)} and

q
suppψ,ι,P

y
([t′]∗P ) ⊆

{
ψ(t′)

}
;

since [t]∗P = [t′]∗P and {ψ(t)} ∩ {ψ(t′)} = ∅, we obtain
q
suppψ,ι,P ([t′]∗P )

y
= ∅,

and thus ΨU (ψ, ι, P ) = ∅.
In case (2), we have

q
suppψ,ι,P

y
([t]∗P ) ⊆ {ψ(t)} and

q
suppψ,ι,P

y
([t′]∗P ) ⊆

{
ψ(t′)

}
.

Therefore, if ψ : [sub[K]]∗P → B∗⊥, we must have ψ([t]∗P ) = ψ([t′]∗P ). Since
[t]∗P , [t

′]∗P ∈ [sub[K] ∩ TW ]∗P and [t]∗P 6= [t′]∗P , we again have ΨU (ψ, ι, P ) = ∅.

(3) For each t ∈ sub[K], we have suppψ,ι,P ⊆ suppλ,ι,P ; therefore,

ΨU (ψ, ι, P ) ⊆ ΨU (λ, ι, P ).

• We have
q
suppψ,ι,P (t)

y
⊆ Jsuppι(t)K; thus,

suppι(t) = error⇒
q
suppψ,ι,P

y
⊆ {⊥} .

We also have
q
suppψ,ι,P (t)

y
⊆ {ψ(t)}; thus,

ψ(t) 6= ⊥ ⇒
q
suppψ,ι,P (t)

y
= ∅.

In this case there can be no function in ΨU (ψ, ι, P ), contradicting the hy-
pothesis.

• If suppι(t) 6= error, then

q
suppψ,ι,P ([t]∗P )

y
⊆ {ψ(t)} .

Since ψu ∈ ΨU (ψ, ι, P ), we must have ψu([t]∗P ) = ψt.
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(4) For each C ∈ [sub[K]]∗P , either (1) there is t ∈ K ∩ C such that suppι(t) 6=
error or (2) not. In case (1), we have

q
suppψ,ι,P ([t]∗P )

y
⊆ {ψ(t)}. In case (2),

then
q
suppψ,ι,P (C)

y
= {⊥}.

Thus, for all C ∈ [sub[K]]∗P ,
q
suppψ,ι,P (C)

y
is a set with a single element.

Since(
ψu ∈ ΨU (ψ, ι, P ) ∧ C ∈ [sub[K]]∗P

)
⇒ ψu(C) ∈

q
suppψ,ι,P (C)

y
,

it follows that ΨU (ψ, ι, P ) has at most one element.

(5) It is sufficient to prove

ψu([t]∗P ) ∈
q
suppψ,ι,P ([t]∗P )

y

for each t ∈ sub[K]. Let t ∈ sub[K] and C = [t]∗P . We again distinguish two
cases: (1) there exists t′ ∈ C such that suppι(t

′) 6= error, or (2) no such t′ exists.
In case (1), we have

q
suppψ,ι,P (C)

y
⊆

q
suppλ,ι,P (C)

y
∩
{
ψ(t′)

}
;

since ψu(C) = ψ(t′), it follows that ψ(t′) ∈
q
suppλ,ι,P (C)

y
. Thus,

ψu(C) =
{
ψ(t′)

}
and

{
ψ(t′)

}
=

q
suppλ,ι,P (C)

y

for all t′ ∈ C.
In case (2), we have

q
suppλ,ι,P (C)

y
=

q
suppλ,ι,P (C)

y
= {⊥} ,

and since ψu ∈ ΨU (λ, ι, P ), we have ψu(C) = ⊥ and ψu(C) ∈
q
suppψ,ι,P (C)

y
.

2

Lemma 28. Let λ ∈ ΛK . We have

µC(λ) =
∑

ψ∈Ψ(λ)

µC(ψ).

Proof. We have to show that

∑
ψ∈Ψ(λ)

µC(ψ) =
∑

ι∈IS(K)

 ∑
P∈PWR (K)

|ΨU (λ, ι, P )|
|ΨD(λ, ι, P )|

 (C.7)

We have

µC(ψ) =
∑

ι∈IS(K)

 ∑
P∈PWR (K)

|ΨU (ψ, ι, P )|
|ΨD(ψ, ι, P )|

 .
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Noting that ΨD(λ, ι, P ) = ΨD(ψ, ι, P ), we conclude

∑
ψ∈Ψ(λ)

µC(ψ) =
∑

ι∈I(K)

 ∑
P∈PWR (K)

 ∑
ψ∈Ψ(λ)

|ΨU (ψ, ι, P )|
|ΨD(ψ, ι, P )|

 . (C.8)

By Lemma 27, for each ψ ∈ Ψ(λ), each ι ∈ IS(K), and each P ∈ PWR (K),
we have:

• |ΨU (ψ, ι, P )| = 1 if:

– ι = ι(ψ);

– P = P (ψ);

– there exists ψu ∈ ΨU (ψ, ι, P ) such that, for each t ∈ K:

ψ(t) =

{
⊥ if suppι(t) = error
ψu([t]∗P ) otherwise

.

• |ΨU (ψ, ι, P )| = 0 otherwise.

It is simple to check that, for each ψu ∈ ΨU (λ, ι, P ) there is one and only
one ψ ∈ Ψ(λ) such that the first condition is satisfied. Thus, for each ι ∈ I(K)
and each P ∈ PWR (K), there are |ΨU (λ, ι, P )| functions ψ ∈ Ψ(λ) such that
|ΨU (ψ, ι, P )| = 1, and |ΨU (ψ′, ι, P )| = 0 for all other ψ′ ∈ Ψ(λ). We obtain∑

ψ∈Ψ(λ)

|ΨU (ψ, ι, P )| = |ΨU (λ, ι, P )|.

Combining this equality and (C.8), we obtain (C.7), concluding the proof.
2

Lemma 29. Let λi ∈ Λ for each i ∈ {1, . . . , n}. Suppose that Ωλ1 , . . . ,Ωλn are
pairwise disjoint sets, and that λ ∈ Λ is such that Ωλ =

⊎n
i=1 Ωλi . Then,

µC(Ωλ) =
n∑
i=1

µC(Ωλi).

Proof. LetK =
⋃n
i=1 dom(λi). For each i, there is λ′i ∈ ΛK such that Ωλ′i

= Ωλi .
Furthermore, there is λ′ ∈ ΛK such that Ωλ′ = Ωλ.

Now we note that

Ψ(λ′) =
n⊎
i=1

Ψ(λ′i),

and the result follows from Lemmas 13 and 28:

µC(Ω(λ)) = µC(Ω(λ′)) =
∑

ψ∈Ψ(λ′)

µC(Ωψ)
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=

n∑
i=1

 ∑
ψ∈Ψ(λ′i)

µC(Ωψ)

 =

n∑
i=1

µC(Ωλ′i
) =

n∑
i=1

µC(Ωλi).

2

Lemma 30. Suppose that µC(∅) = 0, µC(Ω) = 1 and, whenever λ1, . . . , λn ∈ Λ
are such that Ωλ1 , . . . ,Ωλn are disjoint sets such that

⊎n
i=1 Ωλi = Ωλ for some

λ ∈ Λ, we have

µC(Ωλ) =
n∑
i=1

µC(Ωλi).

Then, there is a unique extension of µC to F that is a probability measure.

Proof. The proof is entirely similar to the proof of Lemma 25. The only difference
is that instead of considering suppPS as in Lemma 23, we consider suppPS as in
Corollary 26.

2

Proof (Theorem 14) . Let λ = ∅. We have Ω = Ωλ, and it is trivial to check that
µC(λ) = 1. Moreover, if λ = {t 7→ ∅} for some term t, we have ∅ = Ωλ, and
µC(λ) = 0. Therefore, to conclude that µC is a probability measure it suffices to
combine Lemmas 30 and 29.

Now, µC and µROM are probability distributions (by Theorems 14 and 11), and
thus the set ΩΨ = {Ωψ | ψ ∈ Ψ} is a generator of F . Therefore, proving that
µC(Ωψ) = µROM(Ωψ) for all ψ ∈ Ψ is sufficient to prove that µC = µROM.

Let K = sub[dom(ψ)] and

ψ′ = ψ ∪ {t 7→ B∗⊥ | t ∈ K \ dom(ψ)} .

We have Ωψ = Ωψ′ , and thus µC(Ωψ) = µC(Ωψ′) and µROM(Ωψ) = µROM(Ωψ′),
by Theorems 13 and 10. Thus, we can assume without loss of generality that
dom(ψ) = sub[dom(ψ)] = K.

We consider two cases:

(1) either ψ does not satisfy P or there is no ι ∈ IS(K) such that ψ |= ι;

(2) ψ satisfies P and there is ι ∈ IS(K) such that ψ |= ι.

In case (1), Lemmas 20 and 27 imply that µROM(ψ) = µC(ψ) = 0 (note that all
parcels in the sum that defines µC are 0), and the result is proved.

In case (2), we have

µC(Ωψ) =
|ΨU (ψ, ι, P )|
|ΨD(ψ, ι, P )|

and, by Corollary 2,

µROM(Ωψ) =
∏

t+∈τ+[sub[K]]\N+

1

| Jran(ι(τK(t+)))K |
,
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where τK is as in Corollary 2.
By Lemma 27, we have |ΨU (ψ, ι, P )| = 1. On the other hand, the definitions

of |ΨD(ψ, ι, P )| and suppι imply that

|ΨD(ψ, ι, P )| =
∏

C∈[sub[K]]+P

| Jsuppι(C)K |

=
∏

t+∈τ+[sub[K]]\N+

|
q
ran(ι(τK(t+)))

y
|.

Combining the equations above, we conclude that µC(Ωψ) = µROM(Ωψ), proving
the result.

2
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[72] Hubert Comon-Lundh, Véronique Cortier, and Guillaume Scerri. Security
proof with dishonest keys. In Degano and Guttman [90], pages 149–168.
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[81] Véronique Cortier and Stéphanie Delaune. A method for proving observa-
tional equivalence. In CSF, pages 266–276. IEEE Computer Society, 2009.
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Security Group D-INFK (2010), ftp://ftp.inf.ethz.ch/pub/publi-
cations/tech-reports/6xx/680.pdf

Conchinha, B., D. Basin and C. Caleiro, FAST: An efficient decision procedure for
deduction and static equivalence, Leibniz International Proceedings in Informatics
10, Proc. 22nd International Conference on Rewriting Techniques and Applica-
tions (RTA’11) (2011)

Conchinha, B., D. Basin and C. Caleiro, Symbolic probabilistic analysis of off-line
guessing, Lecture Notes in Computer Science 8134, Proc. 18th European Sympo-
sium on Research in Computer Security (ESORICS’13) (2013)


	1 Introduction
	1.1 Equivalence Properties in Symbolic Models
	1.1.1 The Applied-Pi Calculus
	1.1.2 Static Equivalence
	1.1.3 Trace Equivalence
	1.1.4 Other Equivalence Properties in Security Protocol Analysis

	1.2 Strengthening Symbolic Models
	1.2.1 Computational Soundness Results
	1.2.2 Automated Computational Security Proofs
	1.2.3 The Computationally Complete Symbolic Attacker

	1.3 Contributions
	1.3.1 The Fast Algorithm and Tool
	1.3.2 Symbolic Verification of Equivalence Properties
	1.3.3 Symbolic Probabilistic Analysis of Security Protocols

	1.4 Outline

	2 Background and Basic Definitions
	2.1 The Applied-Pi Calculus
	2.1.1 Term Algebra
	2.1.2 Processes
	2.1.3 Process Equivalences

	2.2 Our Framework
	2.3 Terms and Recipes
	2.4 Equational Reasoning
	2.5 Central Problems
	2.6 Off-line Guessing
	2.6.1 Static Off-line Guessing
	2.6.2 Active Off-line Guessing


	3 The Fast Algorithm and Tool
	3.1 DAG-Representation of Terms
	3.2 Frame Saturation
	3.3 Deciding Deducibility and Static Equivalence
	3.4 Comparison With Existing Algorithms
	3.5 Algorithm Performance
	3.5.1 Chained Keys
	3.5.2 Chained Encryptions
	3.5.3 Composed Keys
	3.5.4 Denning-Sacco Shared Key Protocol
	3.5.5 Projections
	3.5.6 Fast Worst Case
	3.5.7 Non-linear Terms


	4 Deciding Trace Equivalence
	4.1 Basic Definitions
	4.1.1 Generalized Term Algebra
	4.1.2 Constraint Systems
	4.1.3 Application to Trace Equivalence

	4.2 (,D)-Unification
	4.2.1 Unification
	4.2.2 -Unification
	4.2.3 (,D)-Unification
	4.2.4 (,D)-Unification Algorithm

	4.3 D-Saturations
	4.4 D-Static Equivalence
	4.5 Constraint Systems
	4.5.1 Positive Constraints
	4.5.2 Equivalence of Constraints Systems
	4.5.3 Termination


	5 Symbolic Probabilistic Protocol Analysis
	5.1 Our Probabilistic Setup
	5.2 A Generalized Random Oracle Model
	5.2.1 Tentative term sampling in the ROM
	5.2.2 Revised term sampling in the ROM
	5.2.3 Comparing the two probability measures

	5.3 Computing Probabilities
	5.4 Off-line Guessing Examples

	6 Summary and Future Work
	6.1 Equivalence Properties
	6.2 Symbolic Probabilistic Protocol Analysis

	A Proofs for Chapter 3
	A.1 Auxiliary Algorithms
	A.2 Saturation Algorithm
	A.3 Deducibility
	A.4 Static Equivalence

	B Proofs for Chapter 4
	B.1 Unification Algorithm
	B.2 Saturation Algorithm
	B.3 D-Static Equivalence Algorithm
	B.4 Constraints Systems

	C Estimated Probability Measures
	C.1 Well-definedness
	C.2 Probability Computation

	Bibliography

