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Abstract

We present a bit-string quantum oblivious transfer protocol based on
single-qubit rotations. The proposed protocol does not violate the Lo’s no-
go theorem that prevents the unconditional security of 1-out-of-2 oblivious
transfer. Our protocol is based on a previously proposed quantum public
key protocol and its security relies on the laws of Quantum Mechanics.
We also present a single-bit oblivious transfer based on the proposed bit-
string protocol. The protocol can be implemented with current technology
based on optics.

1 Introduction

Since the success of quantum cryptography, which allowed for unconditionally,
secure exchange of secret keys [Ben92], a hope appeared for de-
signing quantum protocols with improved security with respect to their classical
counterparts. One of the basic protocols used in building complex multiparty
security schemes is the Oblivious Transfer (OT) Protocol.

OT can be seen as a game played by two parties, Alice and Bob. Alice has
many secrets that wishes to share with Bob in such a way that at the end, on
average, Bob learns half of those secrets and Alice does not know which secrets
Bob really knows. Each instance of this protocol, used to reveal in half of the
cases Alice’s secret, is the Oblivious Transfer Protocol.

OT consists of two distinct phases: (i) the transferring phase, during which
Alice sends an encoded secret information to Bob; (ii) the opening phase, during
which Alice reveals enough information so that Bob can decode the secret with
probability 1/2. Note that Bob knows if he got the message or not.

OT is said to be secure if the following properties hold: (i) the protocol
is concealing, i.e., before the opening phase, Bob is not able to learn the mes-
sage sent by Alice, while after the opening phase Bob learns the message with
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probability 1/2; (ii) the protocol is oblivious, i.e., after the opening phase, Alice
remains oblivious to whether or not Bob got the message.

Rabin was the first to formally present an oblivious transfer protocol in
1981 |[Rab81]. The security of Rabin’s OT relies on the fact that factoring large
integers is not known to be possible to perform in polynomial time. Later,
Even, Goldreich and Lempel presented a variation of this scheme called 1-out-
of-2 oblivious transfer [EGL85]. The difference to Rabin’s OT is that Alice
sends two messages and Bob gets only one of the two with equal probability
(again, Alice does not know which message Bob decoded). Although differently
defined, Crépeau showed that when the messages are single bits the two flavors
of oblivious transfer protocols are equivalent, in the sense that one can be built
out of the other and vice versa [Cré88|. Furthermore, one can build an 1-out-of-
2 oblivious transfer protocol that transmits bit-string messages from 1-out-of-2
oblivious transfer protocol for single bits [BCR86, [CS93| [BCSIE].

The oblivious transfer is a building block of more complex security proto-
cols [BCRS6, [KiI8S, [HLI3] using Yao’s garbled circuits [Yao86], and various
secure multiparty computation schemes [CDMO00, [LP12] [LZ13].

Another cryptographic primitive used in designing more complex secure pro-
tocols is bit commitment [BCC88]. Although it is not possible to construct an
OT protocol out of a bit commitment [Sal98] it was shown that bit commitment
can be reduced to 1-out-of-2 bit oblivious transfer protocol [BBCS92]. In Figure
M we schematically present the classical reductions between the above discussed
cryptographic primitives.
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Figure 1: Classical reductions between cryptographic primitives. The green
arrows represent straightforward reductions; the orange ones are non-trivial
reductions; the red one is the impossible implication.

Due to the advance of quantum computation and quantum information, the
development of cryptographic applications resilient to quantum adversaries has



been extensively studied in the last decades. Wiesner launched the field of quan-
tum cryptography in 1969 by presenting notions such as quantum money and
quantum multiplexing (and only managed to publish his results in 1983 [Wie83)),
the latter being essentially a quantum counterpart of a 1-out-of-2 oblivious
transfer protocol.

Further developing Wiesner ideas, Bennett and Brassard presented the well-
known BB84 quantum key distribution protocol [BB84], which was subsequently
showed to be unconditionally secure [LC99] [SP00, [May0T] [SBPCT09|, while its
classical counterparts are only computationally secure. Other example of a
protocol whose quantum realization outperforms its classical counterpart is the
recently proposed contract signing protocol [PBMTI].

Despite these positive results, a number of no-go theorems imposed limits to
quantum cryptography. Independently, Lo and Chau [LC96| [LC97], and May-
ers [May97], showed that unconditionally secure quantum bit commitment pro-
tocol is impossible, within the scope of non-relativistic physics (for uncondition-
ally secure protocols that use relativistic effects, see [Ken99, [Ken05, BEGGS13]).
Subsequently, Lo [Lo97] proved similar no-go theorem for all “one-sided two-
party computations” protocols. An immediate consequence of this result is the
impossibility of having unconditionally secure 1-out-of-2 oblivious transfer. The
alternative, ensuring practical security of such protocols, is to consider noisy or
bounded memories [WSTO8, [STWTII, KWWT12, NJM™12, [BEGGST3] [LAAT].
Recently, a (quantum) computationally secure version of oblivious transfer pro-
tocol was presented in [SMAaP].

Following the classical equivalence [Cré88] between the two flavors of obliv-
ious transfer, one might conclude that impossibility of having unconditionally
secure l-out-of-2 oblivious transfer would imply the same for oblivious transfer
as well. But the rules of quantum physics present a wider range of possibili-
ties, thus compromising classical reduction schemes. Namely, as to build the
1-out-of-2 oblivious transfer one has to run several oblivious transfer protocols
as black boxes, the possibility of the so-called coherent attacks — joint quantum
measurements on several black boxes — arises. Thus, having unconditionally
secure quantum oblivious transfer protocol does not necessarily mean that it is
possible to construct unconditionally secure 1-out-of-2 oblivious transfer. In-
deed, He and Wang recently showed that in quantum domain the various types
of oblivious transfer are no longer equivalent [HWO0G6D| and constructed an un-
conditionally secure quantum single-bit oblivious transfer [HW06a] using entan-
glement. Consequently, classical reductions of bit-string to a single-bit proto-
cols are also compromised in the quantum setting and need to be re-examined.
Recent example of constructing an unconditionally secure quantum bit-string
commitment protocol [Ken03|, despite the above mentioned no-go theorems for
single-bit commitment [LCI6, [LCI7, May97] is yet another example of inva-
lidity of classical reductions (see also a quantum bit-string generation proto-
col [BM04]). Therefore, a need of explicitly constructing quantum bit-string
oblivious transfer protocol which is not based on classical reductions mentioned
above arises [Cré88, [BCRS6 [CS93| [BCSIE).

In this paper we present a quantum oblivious transfer protocol for bit-strings,



based on the recently proposed public key crypto-system [Nik08]. Each bit of
the string to be transferred is encoded in a quantum state of a qubit, in such a
way that states corresponding to bit values 0 and 1 form an orthonormal basis.
The key point of the protocol is that for each qubit, the encoding basis is chosen
at random, from some discrete set of bases.

2 Resullts

In this section we present the protocol that achieves oblivious transfer of a
bit-string message from Alice to Bob. The scheme uses hash functions which
allow to certify if after the opening phase Bob got the message or not. A hash
function produces a digest of a message — a string of smaller size — such that:
(i) the probability of generating at random strings with the same hash value is
negligible; (ii) the hash values are almost uniformly distributed over the set of
all possible digests.

Our protocol is based on the public key crypto system [Nik08], and can be
briefly summarized as follows. Given a reference, so-called computational, basis
Bo = {|0),]1)}, Alice first encodes each bit m; of the message m = my...my
into the state |m;) of the corresponding qubit. Then, she randomly chooses a
bit value a, and for each m; a rotation angle y; (taken from a given set of angles
®), and rotates |m;) by (—1)*¢;. Finalizing the transferring phase, she sends
the qubits to Bob. Note that for each qubit ¢ the encoding quantum states

108”) = R((—1)"¢:)|0)
1147) = R((—1)"¢i) [1) = R(x) [0{*)) ,

where rotations R are defined by R(p)|0) = cos(¢/2) |0) + isin(¢/2)|1), are
mutually orthogonal and hence fully distinguishable, provided one knows the
direction a and the angle ¢; of the rotation. Therefore, Bob cannot decipher
the message m, unless given additional information about the encoding bases
B; = {|0{y, 11N}, In Figure Bl we present a schematic description with [ = k.
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Figure 2: Schematic description of the transferring phase of our oblivious trans-
fer protocol for [ = k. The full arrows represent the actual states of qubits, while
the dashed arrows in the last two lines (encryption of a message) represent |0;)
states.

In the opening phase, Alice provides Bob with such (partial) information:
she sends the so-called secret key, a string ¢ = (1, ..., @) of rotation angles,
but not the rotation direction a. Oblivious to the rotation direction, Bob can
only guess it, which he will get correctly in 50% of the cases.

Together with the message m, Alice sends its digest d = h(m), given by
a suitable chosen hash function h. Upon receiving (m’,d’), Bob checks if d’ =
h(m'). If so, he is convinced that the received message m’ is indeed the intended
message m (for technical details, see Section ).

Below, we present a rigorous description of our bit-string OT protocol, where
Qi = Sion.

Protocol 2.1 (Bit-string OT).

Message to transfer m = mq...mg;

Security parameter n,0, = /2" and a hash function h : {0,1}F —
{0, 1372

Secret key s = (s1,...,53,/2), where each s; € {0,...,2" —1}.



Transferring phase:

1. Alice chooses uniformly at random a bit a € {0,1}
and prepares the following state:

k k/2
9) = QRO + (~1)7 x 5:6,) 0) @) Rlfi{m) + (~1)° X 51.18) |0)

® [ (mi” O Si@") 0) +sin (W HOL 9) |1>D ®

cos hi(m)m + (=1)® X $;416n 10) + sin h(m);m + (=1)* X 8;410n
2 2
(Note that h;(m) represents the it" bit of the bi-
nary string h(m)).
2. Alice sends the state |1¢) to Bob.

Opening phase:

3. Alice sends s = (s1,...,53,/2) and n to Bob.

4. Bob checks if s is likely to be a possible output of
a random process. [By encoding s;’s into binary
numbers Alice has to provide an n x 3k/2 long
bit-string produced a fair coin. A number of pos-
sible tests of random-number generators exist in
literature, such as x?, Kolmogorov-Smirnov, Se-
rial correlation, Two-level, K-distributivity, Serial
and Spectral tests (for more details, see [Jai91l,
Chapter 27).]

5. Bob chooses uniformly at random o’ € {0,1} and
applies R((—1)% s:0,,) to each qubit of ).

6. Bob applies the measurement operator M®3%/2 =
(0% 10) (O] + 1 5 [1) (1) =3+/2.

7. Let m’' - h' be the message that Bob recovers. He
checks if k' = h(m'). If that is the case then Bob
is almost sure that m’ = m, otherwise he knows
that m’ is not the correct message.

Notice that knowing h(m) can potentially reveal the whole set A,, of the
strings mapped to the same value of hash. Knowing A,, decreases Bob’s un-
certainty about the unknown string m, thus effectively revealing k/2 bits of
information about string m. This information may help Bob to increase the
probability of finding m, thus compromising the security of the protocol. There-
fore we encrypt both the message m and h(m) into a quantum state sent by
Alice. Since, in order to confirm that he obtained the message m, Bob needs to
learn the value h(m) as well, one can consider the pair (m, h(m)) as a message
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to be transferred. For simplicity, in the rest of the paper we will denote the pair
(m,h(m)) as a single message m to be transferred.

Finally, we present a simple way of using our protocol to achieve oblivious
transfer of a single bit b by sending a bit-string message m with parity b.

Protocol 2.2 (Single-bit oblivious transfer).

Message to transfer b,

Security parameter n;

Alice chooses bit b.
Alice chooses an n-bit message m, such that @;_, m; =b.

Alice and Bob perform protocol [2]]

e v o=

If Bob had got the right message m, then he performs @;_, m; =
b. Otherwise, he cannot recover the bit.

3 Methods

In this section we prove the security of our oblivious transfer protocol. Oblivious
transfer has to satisfy the following three properties:

Soundness If both Alice and Bob are honest, then with probability 1/2
Bob will obtain the right message. Bob knows if he got the right message
or not;

Concealingness If Alice is honest Bob cannot learn the content of the
message that Alice meant to send before the opening phase (the protocol
is concealing). Furthermore, after the opening phase, Bob cannot learn
the message in more than 50% of the cases.

Obliviousness If Bob is honest then Alice does not know if Bob received
the message — she can only guess with probability 1/2 (the protocol is
oblivious).

In our case, the probability of the soundness and concealingness properties
is relaxed to 1/2+e(k), where k is some fixed security parameter and € : N — R
is a negligible function, i.e., for every positive polynomial p there exists a kg € N
such that for all k > ko, e(k) < 1/p(k).

Soundness of the protocol

In the following we prove the soundness of our protocol: if both parties are
honest, then with probability 1/2 + (k) Bob will get the right message, where
(k) is negligible function on the size of the message m = my ... my.

First assume that Alice and Bob had chosen to rotate the state in opposite
directions, i.e., a # a’. Without loss of generality assume that Alice chooses



a = 0, to rotate clockwise all the qubits.
the following state:

) =

k
® R(m;m + s:6,) |0)

D () 1

2

The qubits Alice sent to Bob are in

m;T + 80,
7) 1)

In the opening phase Bob receives from Alice the additional information, the

secret key s = (sq,...
By the assumption, Bob decides to rotate each qubit received from Alice

counterclockwise (¢’ = 1) by —s;0,. The states he gets are either |0) or |1):

R(—si0,)(R(m;m + s;

ask)-

0n)0)) =

m;
= cos

R(m;m) |0)

Bob measures M on the above state
We conclude that if Bob chooses to rotate in the direction contrarily to Alice’s
choice, then with probability 1 Bob will recover the bit sent by Alice.

On the other hand, if Alice and Bob decide to rotate each qubit of the
message in the same direction (¢ = a’), say clockwise, the qubits’ states are
k):

transformed into (i =1...

R(si0,)(R(m;m + s;0,,)|0))

COS (

|7i) -

T+ 281'9”) |0>)

28,0, +m;T

2
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and the result is m; with probability 1.
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)10y s (225 )

If m; = 0 then the above state becomes |m;) = cos (s;0,) |0) + sin (s;0,)]1)
and by measuring M Bob gets the correct answer with probability cos?(si0n);
if m; = 1 then the above state becomes |m;) = — sm(
and again Bob gets the correct bit with probability cos?(s;f,). Hence

Pr (mq; M, |m;)) = cos®(sif,).

1) 10) + cos (sifn) |1)

Assuming that the key s is chosen at random, the probability of recovering
the whole message by rotating in the wrong direction becomes negligible, and
the expected probability of recovering message m when measuring M®* on the

state |¢') =

Pr(m
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Clearly, when Alice chooses the values s; at random, the expected probability
of Bob recovering the message m in case Alice and Bob perform equal rotations

k
1
becomes negligible, i.e., e(k) = 3 HcosQ(sﬂn) is negligible. To see that, notice
i=1

that on average half of values for the rotation angles s;60,,/2 fall in the interval
[7/4; 37 /4], giving the upper bound e(k) < 27+/2.

The information received by Bob consists of two parts: one corresponding to
the actual message sent by Alice, and the other corresponding to its hash value.
At the end of the protocol, Bob checks if he recovered the correct message by
comparing its hash value with the latter part of information received. Note that
by the properties of universal hash functions, the probability that the hash of
the first part matches the second one is negligible in the case Alice and Bob
performed the same rotation (see Appendix for more detailed description of the
properties of hash functions).

Concealingness of the protocol

In this subsection we show that if Alice is honest, the probability of Bob re-
covering Alice’s message before the opening phase is negligible. Furthermore,
after the opening phase Bob recovers the message with, up to a negligible value,
probability 1/2.

The first part of the statement follows directly from the security of the public
key crypto system |NikO8|] (see the discussion on one-way functions and state
distinguishability in the Appendix), and is basically a consequence of the fact
that, from Bob’s point of view, without knowing the key s and the rotation
direction a, each message m is described by the same mixed state — a complete
mixture.

After receiving the secret key s, qubits received from Alice are in the fol-
lowing mixed state (for convenience, in the following we consider a € {+, —},
where “4” stands for clockwise rotation and “—” otherwise):

1 1\"
=3 5 (3) X o Tl msnle.. sl ms)

ac{+,—1""mi1c{0,1} myue{0,1}

where |m;(s;)), = cos (4T & 282 |0) + sin (24T + %) |1). Note that pp(s)
can be written as a tensor product of single-qubit states pp(s;) = (po(s:) +
p1(s:)), where pp,(si) = 5(Imi(si)), (mi(si)| + |mi(si))_(mi(s;)]). The opti-
mal probability of guessing bit’s value m; is then given by the Helstrom for-
mula [Hel69):

Pa(polsi), p1(s) = 5 + 7Trlpols0) = pr(s0)] = 51+ |cos(si0n).

Analogously to the proof of soundness of the protocol, averaging over all possi-
ble keys s we see that the expected value of obtaining the message is negligible.



Therefore, the only way for Bob to recover the message m is to follow the pro-
tocol and choose direction a’ at random, in which case he obtains m with prob-
ability 1/2. Note that Bob cannot guess rotation direction a with probability
bigger than 1/2, as the mixed states corresponding to either direction are com-
pletely indistinguishable. Indeed a single-qubit state can be written as pp(s;) =
3(p+(si) + p—(s:)), where px(si) = 5(|0(s:))(0(s:)[ + [1(s0)) L (1(s9)]) = 1/2.

The above proof is valid for single qubit measurement of a cheating Bob.
We conjecture that the protocol is secure against multi-qubit measurements as
well. Indeed, if Bob were able to, using coherent multi-qubit measurements,
learn the message sent by Alice, then for sufficiently large n he would be able
to distinguish virtually any two quantum states.

Obliviousness of the protocol

To finish the security discussion we prove that the protocol is unconditionally
oblivious: at the end of the protocol Alice does not know whether Bob received
the right message of not.

At the end of the protocol, since Bob performs local operations and mea-
surements, Alice has no way of knowing if Bob had chosen the right rotation, or
not. Therefore, if being honest and sending the state prescribed by the Proto-
col, Alice cannot know if an honest Bob received the message or not. Therefore,
to be able to know with certainty if Bob recovered the message or not, while
maintaining the 50% of Bob’s success, a cheating Alice can only use the follow-
ing strategy: in 50% of the cases she sends a cheating state |t.y) that would
reveal m independently of Bob’s choice of rotation, and in the remaining cases
she sends a completely random state.

Nevertheless, if Alice is dishonest and wants to ensure that an honest Bob
would get the message by sending |¢.;), her probability to do so without being
noticed will be exponentially close, with respect to the message length k, to 1/2.
Below, we give an upper bound to the mentioned probability.

Let [ be the number of s;’s for which ¢; = s;6,, € [r/8;37/8]. For such
cases we can consider the rearranged secret key s = s;...s and the corre-
sponding message m = my ...m;. Depending on his choice of rotation direction

a’ Bob will measure one of the two observables C4 (s) = Zi;é m - Py(m;s),

where one-dimensional projectors are given by Py(m;s) = ®i:0 Py(my;s;) =
1
Qi—o Imi(si)) L (mi(si)].
For given m and s Alice wants to maximize the probability Pr., of Bob
obtaining m measuring C (s) on |t ), given by

Prep = % (1P (s) [en) |12 + | P- () [en) [1?) -

From triangle inequality of the trace distance D(|¢), [¢))) = /1 — | (|¥) |?, we
1
have (|£) = @, [mi(si)) 4 ):

Pron < & (14 (+]-) ) <

5 (1 + cos®(r/8)) .

N~

10



If the values s; were produced uniformly at random, then the probability
that ¢; = s;0, € [7/8;3mw/8] is 1/4. As a consequence, the random variable
that counts the number I of such ¢;’s follow the binomial distribution B(k,1/4),
with k being the number of trials (the length of the total message m) and mean
equal to 1/4. For sufficiently large k, it can be approximated by the normal
distribution A(p,0?) with the mean u = k/4 and the variance o2 = k/16.
Therefore, in Pr[(k — 3vk)/4 <1 < (k + 3Vk)/4] = 99.8% of the cases Alice’s
probability to learn if Bob got the message or not will be Pre, = 1/2 + (k),
where e(k) is negligible.

4 Discussion

In this paper we proposed a novel scheme for obliviously transferring a bit-
string message from Alice to Bob. The scheme presented does not violate the
Lo’s no-go theorem [Lo97] and its security is based on the laws of quantum
physics.

We proved that the protocol is unconditionally secure against any cheating
strategy of Alice (it is unconditionally oblivious). Furthermore, we proved that
it is unconditionally concealing, provided Bob performs only single-qubit mea-
surements. Although intuitively our protocol should, at least for sufficiently
large n, be secure against multi-qubit measurements, a detailed analysis of
its security against Bob’s coherent attacks remains to be done (similarly as
for the case of recently proposed and performed quantum signatures protocol
[DWAT4L [CDD™14]).

Our protocol does not use entanglement and its optical implementation could
be performed using today’s technology.

Finally we discuss the need for the use of hash functions. Recall that at the
end of the protocol Bob must be sure if he got the intended message or not. This
property is guaranteed by comparing the computed hash value of the received
message m with the presumed hash value sent by Alice together with m. Such
acknowledgment of the validity of the message decoded by Bob could be done
differently. Suppose that out of all possible messages (PM), Alice is constrained
to send m from a smaller set of messages (VM), such that verifying that m is
in VM can be easily done, but only Alice knows the elements of VM. Note that
in order to keep the probability of receiving a message from Alice to 1/2, up to
a negligible term, the size of VM must be exponentially smaller than the size
of PM. For example, VM could be the set of solutions to a hard mathematical
problem, say 3-SAT problem. Alternatively, the message sent might be written
in an existing human language, say English, making it easily recognizable by
any English-language speaker.

Future lines of research include formulating other quantum security protocols
that use single-qubit rotations to encode bit values into quantum states taken
from a number of different bases. One such immediate application is in designing
a quantum bit-string commitment protocol and compare it with the existing
proposals. Furthermore, similarly when generating (randomized) secret keys,

11



single-qubit rotations could be used in creating undeniable signatures.
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Appendix

Here, we provide notation, necessary definitions and results for defining and
proving the security of our proposal. First, we give the definition of quantum
one-way functions, based on [LF05, [Nik08§].

A quantum one-way function is a map f : N — H, where N C Z and H is
a Hilbert space, such that:

1. f is easy to compute: there is a polynomial-time (in the number of bits
of the input s) quantum algorithm that computes f(s) € H, with s € N;

2. Hard to invert: without any additional information, inverting f(s) in poly-
nomial time on the input size is impossible by fundamental physical laws
of quantum (information) theory.

If inversion is computed in polynomial-time using some additional information,
called the trapdoor, then f is called a trapdoor quantum one-way function. In
a sense, the trapdoor is a “key” to unlock the input s.

One of the most relevant quantities used in Information Theory is the mutual
information between two random variables X and Y, denoted by I(X :Y),
which quantifies the amount of correlations between X and Y, and is defined
by

IX:Y)=HX)+H(Y)-H(X,Y),

where H is the well known Shannon entropy. Notice that (X :Y) is a symmet-
ric function with respect to X and Y. Mutual information is useful in evaluating
various features of information processing protocols. For example, it is used to
quantify the effects of noise in the transmission process: how much informa-
tion about the original message, given by random source X, is contained in the
received message distorted by noise, given by the random variable Y.

Another application is in quantifying the efficiency of a decryption process:
how much information about the encrypted message, given by a random source
X, is contained in the decrypted message, given by random variable Y. If each
letter ¢ € {1,...,n} of a random variable X is encrypted in a quantum state
pi, then the maximal amount of information that a receiver can obtain about

12



X is called the accessible information and is quantified by I(X : Y'), where Y is
the random variable corresponding to the results of the optimal measurement
performed on received states p;.

The Holevo bound provides an upper bound on the accessible information.

Let {p1,...,pn} be a set of mixed states and let px be one of the states
drawn according to the probability distribution P = {pi,...,pn}. Then, for
any measurement, described by POVM elements { Ey }, performed on px, the
amount of accessible information I(X : Y) about the variable X, knowing the
outcome Y of the measurement, is upper bounded by

I(X:Y) < S(p) - ZpiS(pi),

where p =", pip; and S is the von Neumann entropy.

An immediate consequence of this result is that a qubit cannot carry more
than one bit of classical information.

There are several candidates for quantum one-way functions studied in [GCOT],
BCWWO01] (a slightly different variation of quantum one-way function, with in-
put being quantum as well, was considered in [LEF05]). Recently, another can-
didate for a quantum one-way function was proposed in [Nik08]. This function
considers qubit rotations R and is given by

f(s) = R(s0,)|0) = cos (s6,/2)|0) + sin (s6,/2) |1)

where s € {0,...,2" — 1} and 6,, = 7/2" "1, for some fixed n, and {|0),[1)} is a
fixed computational basis (i.e., f is not a function of a quantum state). Notice
that this is a quantum one-way function because:

e Qubit rotations R(sf,) can be easily implemented up to an arbitrary ac-
curacy by a quantum algorithm involving a universal set of gates ([NC04],
[Nik08]).

e Due to Holevo bound, the maximal amount of information that can be
extracted by means of a POVM on a single qubit is 1 bit. Since s has n
bits, it is impossible to recover s from a single qubit in the state R(s6,,) |0).

Moreover, f can be used to construct a quantum trapdoor one-way func-
tion F(s,b), where s is the trapdoor information for learning an unknown bit
b [NikO8§]:

F(s,b) = R(br)f(s) = R(bw)R(s0,) |0) = R(s6,, + brr) |0} .

Note that inverting F' (learning both s and b) is at least as hard as inverting
f. Also, the ensemble of qubits, each in a state F(s;,b;), where s; and b;
are random, is described by a complete mixture p = 1/2, if s; and b; are
unknown [Nik08]. Therefore, every binary measurement that could be used to
infer unknown bit b would give completely random value. Nevertheless, if s is
known, by applying the rotation R(—s6,) to F(s,b) and measuring the result
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in the computational basis, one obtains b with certainty. Therefore, F'(s,b) is a
polynomial quantum trapdoor one-way function.

Based on the above discussion, we present the secure public key crypto-
graphic protocol proposed in [Nik08]:

Protocol 4.1 (Public Key Encryption Scheme).

Message to transfer m =my...m; with [ < k;
Security parameter n;
Secret key s = (s1,...,5k), where each s; € {0,...,2" — 1};

Public Key Generation:

1. For all 1 < i < k, Alice chooses uniformly at
random s; € {0,...,2"—1}, and s = (s1,...,Sk)
will be her private key.

2. Alice generates the corresponding public key:

k
ly) = ®R(si0n> 0)

k
§<cos< ) )| >+sm< 5 >| >>
Encryption:
3. Bob wishes to send message m = myq, ... m; where
| <k.

4. Bob obtains Alice’s public key, |¢).

5. Bob encrypts his message m (padded with 0 if nec-
essary) as follows

[(m)) = éR(mﬂT) )
é (cos (Sig" + m;) 10) + sin (829" + m;) |1>) .

i=1

6. Bob sends |1)(m)) to Alice.
Decryption:
7. Alice uses private key as follows

[ (m)) = éR(—SiHn) [1b(m))
i=1
= @ (cos (m;w) |0) + sin (m;T) |1>)

1=

k

= @Imi).

i=1
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8. Alice performs measurements on each |m;) in the
computational basis.

Obviously, the Public Key Generation corresponds to computation of f(s),
the Encryption phase computes F(s,b) and the Decryption phase corresponds
to inversion of F(s,b) with the trapdoor information s, which allows to learn
message m. Therefore Protocol[£1lis secure. In FigureBlwe present a schematic
description of the public key cryptosystem.

Qubit |0) 0) 0)
Protocol > o
phase

Private key
= (s10:020) o) E v

Public key |02) [0s) . [0g)

I0;) = R(s;8,)|0)

Encrypting 104}
a message Vi

[11) 1) =
m=101...1 104} N

| J (3]
10:) = R(0) |0;) i0g) 103 "
1) = R() |0:)

Decrypting | [0z) I13)

the message " - 14}

Figure 3: Schematic description of the public key cryptosystem for [ = k. The
full arrows represent the actual states of qubits, while the dashed arrows in the
third line (encryption of a message) represent |0;) states.

At the end of the Oblivious transfer protocol, Bob has to be assured of the
fact that he received the message or not. There are different ways to guarantee
this feature. The solution adopted in this paper is to use a universal hash func-
tion. A hash function maps strings to other strings of smaller size. Therefore,
different strings are mapped to the same hash value. Hash functions have to
satisfy the following two constrains,

e their value can be computed in polynomial time on the length of the input
string;

e The hash values of a randomly chosen string are uniformly distributed.

15



Consider two sets A and B of size a and b, respectively, such that a > b, and
consider a collection H of hash functions h: A — B. If
1
Prlh(z) =hy) < 7
then H is called a universal family of hash functions. From the above definition,
it is easy to derive that the size of a set A, of strings x € A mapped to the
same hash value h(z) is at most N/b.

In particular, requiring that A contains all strings of length ¢ and B to
be a set of strings of length ¢/2, the number of strings with the same hash
value is 2¢/2, hence the probability of finding such a string is negligible in £.
For more details on constructing universal families of hash functions, see for
example [CWT9).
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