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Abstract

In classical cryptography, the bit commitment scheme is one of the
most important primitives. We review the state of the art of bit com-
mitment protocols, emphasizing its main achievements and applications.
Next, we present a practical quantum bit commitment scheme, whose
security relies on current technological limitations, such as the lack of
long-term stable quantum memories. We demonstrate the feasibility of
our practical quantum bit commitment protocol and that it can be se-
curely implemented with nowadays technology.
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1 Introduction

Bit commitment is a fundamental primitive in cryptography which allows two
untrustful parties to do a secure commitment. It consists in two phases: com-
mitment and revealing. In the commitment phase, the one that commits, Alice,
has to choose between a bit value, 0 or 1. After commitment, Alice gives her
choice to Bob during the revealing phase. In order to be secure, the protocol
must be both binding and concealing. To be binding means that Alice cannot
change her choice later in time, in particular during the revealing phase. To be
concealing means that Bob cannot learn Alice’s commitment before she reveals
it to him.

In classical cryptography, the security of bit commitment lies in assump-
tions of computational complexity such as the difficulty of factoring large num-
bers [10]. However, with the increase of the computational power and the rise
of quantum computers, its security can be broken [39]. In fact, it can be proven
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that unconditionally secure bit commitment based only on classical resources
is impossible [28]. It was also demonstrated that even if Alice and Bob have
access to quantum resources, unconditionality secure quantum bit commitment
(QBC) is impossible within nonrelativistic physics [33, 29]. As in classical cryp-
tography, QBC schemes must rely on physical assumptions, e.g. the quantum
memory that an attacker can use is noisy [40]. The situation changed when it
was found that using Minkowsky causality in a relativistic scenario it is possible
to build unconditionally secure QBC protocols [19]. This sort of protocols are
starting to be implemented nowadays [31, 28].

We review the state of the art of bit commitment schemes, from classical
to quantum, and present the main achievements and drawbacks. A practical
QBC scheme is also presented and experimentally verified in a back to back case
scenario. Finally we present the main conclusions of this work.

2 From Classical Bit Commitment to Uncondi-
tionally Secure Relativistic Quantum Bit Com-
mitment

2.1 Review of the State of the Art

The importance of encryption and secrecy in communication is well studied in
the mathematical theory of communication from Shannon [38]. In this influ-
ential article, Shannon presented what he considered the essential five parts
of a communication system: the information source, that produces a message;
the transmitter which operates on the message to create a signal that can be
transmitted through a channel; the channel which is the medium of transmis-
sion of the signal; the receiver which performs the inverse operation done by
the transmitter in order to reconstruct the message and the destination, per-
son or machine, to whom or which the message is intended. Due to the need
for security in new applications such as electronic bank transactions or the im-
provement of computer technology, new encryption schemes were created, like
the data encryption standard (DES) [14] or the advanced encryption standard
(AES) [1]. Several years before the proposed schemes, Stephen Wiesner had
the idea to make quantum banknotes, that was not accepted immediately, giv-
ing rise to a complete new level of security in what would be called quantum
cryptography [42].

In 1981, Blum presented the notion of bit commitment in his work about
coin flipping over telephone [4]. The concept of commitment would be formal-
ized by Brassard et al. only in 1988 [8]. In fact, the first quantum cryptographic
protocol, which was proposed in 1984 by Bennett and Brassard, widely known as
BB84 [3], was already a preliminary version of a bit commitment protocol, since
the idea was to associate the commitments of 0 and 1 with two complementary
observables. In a later paper, a QBC protocol, known as BCJL, was claimed
by the authors to be unconditionally secure [6]. In that work, the authors
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presented an argument in which, according to the laws of quantum physics,
the participants in the protocol are only allowed to cheat with an arbitrarily
small probability. Despite the initial optimism to achieve an unconditionally
secure QBC protocol, Mayers [33] and independently Lo and Chau [29], proved
a no-go theorem showing that unconditionally secure QBC is impossible un-
less relativistic effects are used. This impossibility comes from the fact that a
cheating strategy using EPR pairs can always be implemented. Thus, differ-
ent approaches have been presented in order to avoid the no-go theorem [11].
These proposals are based on relaxing some of the assumptions, such as using
noisy/bounded quantum memories [40]. Unfortunately none of these attempts
achieved more than what classical cryptography itself can provide.

A new classical bit commitment protocol taking advantage of cryptographic
constraints imposed by special relativity was proposed by Kent [21]. The au-
thor shows that the protocol is unconditionally secure against both classical
or quantum attacks. Subsequently, Kent proposed an unconditionally secure
QBC protocol that uses quantum and relativistic effects and that requires 4
additional trusted agents [22]. This protocol was recently implemented by two
different groups. In one implementation the thrusted agents were separated
by more than 9000 km, corresponding to a commitment time of 15.6 ms [31],
and in the second implementation the agents were separated by about 20 km,
achieving a commitment time of about 60 µs and a cheating probability less
than 5.68× 10−2 [28].

Although not unconditionally secure, an experimental demonstration of a
practical QBC protocol whose security is based on current technological limita-
tions was presented by Danan and Vaidman [13]. The technological limitations
in question are the lack of non-demolition measurements and long-term stable
quantum memories. The protocol is based on BB84 scheme and has the ad-
vantages of being relatively simple to implement and of immediate realization
using current technology. Quantum non-demolition (QND) measurements are
under study basically since the foundation of quantum theory [5]. If Alice was
able to perform a non-demolition measurement, she would be able to detect the
presence of a photon without destroying it or affecting its polarization state.
However, practical QND measurements are still in its preliminary stage. An
experimental demonstration of 90% QND measurements in a controlled envi-
ronment (photons confined in a cavity) was presented, although this type of
measurements is more suitable for computational purposes, rather than crypto-
graphic [17]. Even if Alice had access to QND measurements, she would need a
stable long-term quantum memory in order to perform the measurements later
in time. Advances in quantum-memories technology are also significant and
we step from a 2 seconds proposal [32] to a 39 minutes one [36] only in two
years. Although notable, current technology allows only noisy memories, usu-
ally implemented in optical fibers, increasing the probability to have errors in
the system, since the qubit losses increase exponentially with the length of the
fiber.

Recently, a two-state version of the protocol presented by Danan and Vaid-
man [13] was proposed [30]. This paper addresses several issues related to a
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practical implementation, e.g. modeling of errors due to noise and equipment
imperfections, a quantitative analysis of the effects of noise in the system, the
optimal cheating strategy or the protocol’s security. An experimental imple-
mentation based on this work [30] was recently demonstrated [2]. The security
of the implementation of this protocol [2] is based on the lack of long-term stable
quantum memories.

2.2 Applications

Bit commitment is a building block for several cryptographic primitives, in-
cluding coin tossing [4, 12, 34], zero-knowledge proofs [7, 23], oblivious trans-
fer [26, 15] and secure two-party computation [27]. In terms of real-world appli-
cations it will be useful in a near future. High-speed trading stock market is one
example, secure voting or long-distance gambling are other applications [9, 31].

Since the discovery of Mayers in 1997, efforts on bit commitment were
put in combining quantum theory with relativity and in theoretical analysis
and experimental realizations of practical protocols with noisy/bounded mem-
ories [41, 37, 40, 24, 35, 15]. It was shown that if the memory is not ideal but
has a finite noise, there are protocols whose security will not be compromised
as long as the time difference between the commitment and the opening phase
is bigger than some threshold value, determined by the noisy characteristics of
the memory used [30]. Regarding protocols based on relativistic effects, Kent
has been working in this topic for several years, proposing several protocols for
unconditionally secure bit commitment [21, 16, 19, 22, 20].

Nowadays, with the recent experimental demonstrations of unconditionally
secure bit commitment [31, 28], a broad range of opportunities is now open for
a lot of applications.

3 Experimental Quantum Bit Commitment us-
ing Technological Limitations

In Loura et. al [30], the authors have proposed a nonrelativistic two-state
QBC protocol whose security relies on current technological limitations. In
fact there are some disadvantages of using relativistic bit commitment proto-
cols that makes it worthwhile to continue to study nonrelativistic protocols.
First, contrary to relativistic bit commitment, the protocol in Loura et. al [30]
uses less equipment and is less costly, making it easier to implement. Second,
in relativistic protocols both parties need to be in separated and secure loca-
tions and the communication between them needs to be continuous during the
entire commitment phase [18]. In particular in the protocol proposed by Kent,
4 thrusted and secure agents are needed, which increases the complexity and
cost of the system [22].

Next we present an implementation of the protocol presented in Loura et.
al [30]. The protocol has three phases, initialization, commitment and revealing,
which run as follows:
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1. Initialization: Bob generates a random sequence of classical bits, encodes
them in one of two states of polarization, |0〉 or |1〉 and sends them to Alice.
The two states of polarization are not orthogonal, i.e. 〈0|1〉 = cos(π/4).

2. Commitment: Alice performs the measurements right after receiving a
photon from Bob, choosing one of two orthogonal observables, that we
called Ĉ0 and Ĉ1, on all photons.

3. Revealing: Alice reveals her commitment by informing Bob about the
observable she measured and the results obtained.

One can define conditional probabilities for the optical contributions (pc(r|b),
with c, r, b ∈ {0, 1}) that a result r is obtained when measuring the observable
Ĉc on state |b〉 [30].

• If Alice measures Ĉ0:

p0(0|0) = 1− p

2

p0(1|0) =
p

2
p0(0|1) = 1/2

p0(1|1) = 1/2 .

(1)

• If Alice measures Ĉ1:
p1(0|0) = 1/2

p1(1|0) = 1/2

p1(0|1) =
p

2

p1(1|1) = 1− p

2
.

(2)

The parameter p in (1) and (2) traduces the amount of optical noise in a depo-
larizing channel model of white noise.

In Fig. 1 we present the experimental setup used to implement the two-state
QBC described above. On Bob’s side, a laser at 1550 nm band was attenuated
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Figure 1: Experimental scheme to implement the two-state QBC protocol.

to generate an average number of photons per pulse much lower than 1. Next,
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photons were encoded into polarization and sent through a 1 km long fiber. At
the receiver’s side, Alice used a polarization controller to compensate for random
rotations of polarization inside the optical fiber and performed her commitment.
The commitment to an observable was done using a wave plate. Photons were
detected using two avalanche photodiodes. The experimental results of the
measurement probability obtained in five different runs when measuring Ĉ0 and
Ĉ1 are shown in Fig. 2. The average measurement probabilities obtained from
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Figure 2: Experimental results for the measurement probability in Ĉ0 and Ĉ1,
obtained for five different runs.

each observable are presented in Table 1. Note that measurements in equal

Table 1: Average measurement probabilities from Ĉ0 and Ĉ1.

Equal bases (%) Different bases (%)

Ĉ0 97.69 50.10

Ĉ1 97.55 51.83

bases means that the measurement observable coincides with the basis from
which the state was prepared and measurements in different bases means that
the two are different.

The results obtained are according to theory in (1) and (2), since in the
ideal case (where there is no optical noise, p = 0), when the measurements
are performed in equal bases the success rates (given by p0(1|1) and p1(0|0))
should be 100%, while for measurements in different bases (given by p0(0|0) and
p1(1|1)) the rates should be 50%. Since the alignment between Bob and Alice
is not perfect, we will get wrong detections and consequently a rate lower than
100%, or different from 50%, depending if we are talking about measurements
in equal bases or different bases, respectively.

The wrong counts when we are measuring in equal bases will contribute to
the quantum-bit error rate (QBER) of the system, which is one of the most
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important parameters to quantify the quality of the transmission. The overall
QBER, including optical and non-optical contributions can be written as [25],

QBER =
µtlinkηPopt + Pdark

µtlinkη + 2Pdark
. (3)

The optical contribution to errors due to rotation of polarization is given by,

Popt = p0(1|0) = p1(0|1) =
1− V

2
, (4)

where V is the visibility of the state of polarization. For the non-optical part,
the channel contribution from photon absorption is,

tlink = 10
−αL
10 , (5)

where α is the fiber attenuation coefficient [in dB/km] and L is the fiber length
[in km]. The parameter µ is the average number of photons per pulse and Pdark

and η are the detectors’ dark counts and quantum efficiency, respectively. The
success rate (SRATE) in the measurement, i.e., when the measurement basis is
equal to the coding basis, can be defined as,

SRATE = 1−QBER. (6)

In Fig. 3 we show the success rate as a function of the fiber length obtained
from (6). From this figure it can be seen that, according to the parameters used
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Figure 3: Success rate as a function of the fiber length. The dashed line sets
the threshold to secure bit commitment.

and which are presented in Table 2, bit commitment can be securely performed
even if the parties are separated through a quantum channel of about 175 km.
This is due to the fact that the success rates for the optimal cheating strategy is
cos2(π/8) = 0.8536 [30]. Thus, if the errors induced by an honest part (Alice) are
identical to the error of a cheating one, the two strategies are indistinguishable
and the protocol cannot be performed.
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Table 2: Parameters used in (6) to plot Fig. 3.

Parameter Value

µ 0.2

α 0.2 dB/km

η 0.1

Pdark 1× 10−6

V 0.98

4 Conclusions

We reviewed the state of the art of bit commitment protocol. It was verified
that bit commitment is a very important primitive in cryptography and has
seen a rapid progress. Nowadays, there are proposals for unconditionally secure
bit commitment which are based in special relativity combined with quantum
mechanics. Some of these proposals were already implemented experimentally.
Regarding the one presented in this work, which is of relatively simplicity of
implementation if compared with relativistic options, it was demonstrated that
it can be achieved secure QBC. The measurement probabilities when measur-
ing each one of the observables were far above the minimum theoretical secu-
rity limit of 85.36%. Also, it was shown that it is worthwhile to continue to
study non-relativistic QBC protocols while relativistic ones still present some
disadvantages. Bit commitment has a lot of applications and can be a serious
candidate to a real-world implementation in a near future.
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