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Resumo

Nesta tese, propomo-nos apresentar uma légica que permita formalizar o raciocinio subja-
cente a andlise de protocolos criptograficos, nomeadamente no contexto de offline guessing
attacks. A conjugacao dos parametros que caracterizam a analise de protocolos de seguranca
requere que a légica seja dotada de trés componentes fundamentais: equagoes, probabilidades
e quantificadores.

Comegamos por apresentar uma légica (EQCL) que nos permite raciocinar sobre restrigoes
equacionais e que resulta da combinacao da légica proposicional classica, da légica equacional
e de quantificadores. Apresentamos uma axiomatizacao correta e completa para esta légica,
parametrizada por uma especificacao equacional da base algébrica. No sentido de automatizar
o raciocinio dedutivo, exploramos o problema de satisfatibilidade da légica EQCL e apresen-
tamos uma reducao polinomial a SAT, sob a hipotese de que a teoria equacional subjacente é
convergente. Inspirados pela andlise do problema da satisfatibilidade para EQCL, propomo-
nos explorar o problema da satisfatibilidade probabilistica e estendé-lo a combinacoes lineares
de férmulas probabilisticas envolvendo férmulas proposicionais. Definimos assim o problema
GenPSAT e apresentamos uma redugao polinomial a Programacao Linear Inteira Mista. Uma
vez implementada uma ferramenta que decide GenPSAT, estudamos o comportamento de
transicao de fase deste problema NP-completo. Estamos entdo em condi¢bes de definir a
légica pretendida: DEQPRL é a légica probabilistica definida sobre uma base algébrica
que engloba equagoOes e restrigoes de dominio. Apresentamos um sistema dedutivo correto
e fracamente completo para DEQPRL parametrizado por uma especificacdo equacional da
base algébrica e pelas respectivas restricoes de dominio. Com base nos resultados obtidos
para GenPSAT, apresentamos uma reducao polinomial do problema de satisfatibilidade para
DEQPRL a Satisfatibilidade Modulo Teorias, assumindo que a teoria equacional subjacente
é convergente e que as restrigoes de dominio satisfazem uma propriedade adequada.

Tlustramos a aplicabilidade das légicas apresentadas em varios exemplos, nomeadamente

no contexto da analise de offline guessing attacks a protocolos criptograficos.

Palavras-chave: Ldégica Probabilistica, Logica Equacional, Completude, Satisfatibilidade,
Offline Guessing Attacks.






Abstract

In this thesis, we aim to provide a logic to deal with the reasoning required for the analysis
of cryptographic protocols, namely in the context of offline guessing attacks. The envisaged
logic should be able to cope with equations, probabilities and quantifiers in order to address
the common features of cryptographic protocols analysis.

We start by presenting a logic (EQCL) able to state and reason about equational con-
straints, by combining aspects of classical propositional logic, equational logic and quantifiers.
We provide a sound and complete axiomatization parametrized by an equational specification
of the algebraic basis. Then, we explore the satisfiability problem for EQCL and present a
polynomial reduction to SAT, under the assumption that the underlying equational theory is
convergent. Inspired by the satisfiability results for EQCL, we aim at extending the scope
of the probabilistic satisfiability problem by allowing linear combinations of probabilistic as-
signments of values to propositional formulas. We define the GenPSAT problem and present
a polynomial reduction of GenPSAT to Mixed-Integer Programming. With a solver in hands,
we study the phase transition behaviour of this NP-complete problem. Once collected all the
necessary ingredients, we present DEQPRL - the probabilistic logic over an algebraic basis
that enables one to reason about equations and domain restrictions. We provide a sound and
weak complete deductive system for DEQPRL, parametrized by an equational specification
of the algebraic basis coupled with the intended domain restrictions. Driven by the devel-
opments with GenPSAT, we provide a polynomial reduction of the satisfiability problem for
DEQPRL to the Satisfiability Modulo Theories, assuming that the underlying equational the-
ory is convergent and that the axiomatization of domain restrictions enjoys a suitable subterm
property.

Some relevant examples that illustrate the usefulness of the logics, namely regarding the

static analysis of offline guessing attacks to cryptographic protocols, are also presented.

Keywords: Probabilistic Logic, Equational Logic, Completeness, Satisfiability, Offline
Guessing Attacks.
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Introduction

Information security is a long-standing concern given its military, political, social, and eco-
nomic implications. In this era of global electronic communication and commerce, it is
no wonder that the subject deserves increasing attention. It is an interdisciplinary area
that, besides all the engineering aspects, requires a deep understanding of algebra and num-
ber theory, information theory, computational complexity, probabilities, concurrency and
distribution (see [104]).

Modern cryptography was driven by Diffie and Hellman’s proposal in 1976 [52]; Diffie and
Hellman proposed an encryption notion contrasting with the traditional symmetric encryption
scheme - the asymmetric cryptography. Asymmetric cryptography came to establish a new
paradigm of secure communication and thereafter it has been widely used to ensure the
security of communications. Nevertheless, the well-known attack to the Needham-Schroeder
public-key protocol [74], only discovered 18 years after its disclosure [86], highlighted the need

for using formal methods in the analysis of cryptographic protocols.

The analysis of secure communication protocols relies essentially in two approaches: a
computational approach in which the computational complexity issues, resource-bounded
attackers and probabilities of attacks are taken into consideration [21,31]; and the formal
approach, based on the idealistic hypothesis of perfect cryptography [4,27], that adopts the
Dolev-Yao attacker [53]. The former approach, for being much closer to reality, has had a
significant success but is often far from being scalable or amenable to automation. On the
contrary, the latter departs from an idealization of the cryptographic primitives, but has
been very successful in practice while also being largely automatable and, in many cases,
scalable. The formal approach is meaningful because, beyond the specific security of the
cryptographic primitives being used, all the communications take place in a hostile open net-
work in which any malicious agent can interfere. In fact, most of the formal approaches are
primarily directed towards finding attacks on protocols, rather than on proving their
correctness, which is actually undecidable in general due to the fact that the search space is
infinite. Their underlying computational and analytic models include higher-order logic

theories, rewriting and narrowing in equational theories, process calculi, temporal and



epistemic logics, and strand spaces [1,4,8,9,11,27,54,57,74,75,79,93].

The advantages that arise from the combination of both methodologies are widely recog-
nized (e.g. by the use of formal methods for predicting the impact of small implementation
details, as we will see in Example 4.5.3) and there is a great effort to reduce the gap between
the two approaches [5-7,14,16,25,47,70,83,94], using more sophisticated probabilistic models
and taking into account computational complexity issues [70].

Naturally, ‘formal methods’ should be read as ‘logics’, but in reality things are not
that straightforward. In fact, the problem at hand is usually so intricate that suitable
fully-fledged logics have not yet been developed, and the reasoning is usually carried over
in an underspecified higher-order metalogic, often incorporating many ingredients: ranging
from equational to probabilistic reasoning, from communication and distribution, to temporal

or epistemic reasoning [44].

Such logics would enable the formalization of the very important fact that security is not an
absolute notion. On the contrary, the realistic view of security should be relative - a security
property should only be considered to hold as long as the probability of an attack assuming a
computationally bounded attacker (typically with polynomially-bounded computational
power) is negligible. The proper integration of such logical notions into the formal approach to
security analysis has a very positive impact on understanding and shortening the gap towards

the computational approach.

The research on this thesis seeks to contribute to the reduction of the gap between both
approaches and aims at developing a logic able to deal with the reasoning required for the
analysis of cryptographic protocols. The main purpose is mostly to provide a formal ground
for the reasoning of a Dolev-Yao attacker breaking a cryptographic protocol, namely in the
context of the static analysis of offline guessing attacks [18]. In offline guessing, typically,
an attacker eavesdrops the network and gets hold of a number of messages exchanged by the
parties. These messages are usually generated from random data and ciphered using secret
passwords or weak keys, being immediately unreadable, but often are known to have strong
algebraic relationships between them. These algebraic relationships are captured into the
logic by means of equations between terms whose underlying set of generators represents the

random data, whereas the cryptographic primitives are represented through function symbols.

If the attacker tries to guess the secret keys (a realistic hypothesis in many scenarios,
including human-picked passwords, or protocols involving devices with limited computational
power), he may use these relationships to validate his guess. The use of quantifiers enables
us to handle the many possible scenarios that emerge from attacker’s guesses. When the
guesses and the random data arise from a probability distribution, we can take a step forward

and quantify our analysis by estimating the success of attacks. The analysis of the attacker’s



reasoning is enabled by incorporating classical reasoning into the logic.

We can further take a bold step towards cryptanalysis and consider a setting where the
usual Dolev-Yao intruder is extended with some cryptanalytic power [41,83]. In this setting,
besides their algebraic relationships, the random data, the guesses and the messages are known
to additionally comply with certain domain restrictions that may be crucial to the attacker
analysis.

Against this backdrop, we aim at developing a logic that combines aspects from classical
logic and equational logic with an exogenous-like approach [77] to quantitative probabilistic
reasoning. The non-trivial way in which all these components interact, reveals a long (and
very interesting!) journey ahead of us.

The structure of this thesis can be seen has a peculiar semilattice whose nodes consist of the
3 main components of this logic - classical reasoning, equational reasoning and probabilities
- and the supremum of the 3 nodes is the probabilistic logic over an algebraic basis, that we

aim to achieve.

EQCL GenPSAT

7 S 7 N
7z N 7 S
- N - N
- N - <
7 N 7 ~
. N . ~
, N . ~

[ Equational reasoning ] [ Classical reasoning ] [ Probabilistic reasoning ]

Figure 1: Structure of the dissertation.

Along the dissertation, we will be moving from the bottom to the top of Figure 1. We
start with an overview of the logics that characterize each of the components of the logic,
namely: propositional classical logic [34,81], equational logic [24, 80, 105], and probabilistic
logic [58]. Then, we ascend one step higher and present a logic with a classical structure over
an equational basis (EQCL). To ensure that we are prepared to move to the top, we develop a
solver for a generalization of the probabilistic satisfiability problem (see [59,60]), the GenPSAT
problem. Finally, we present the probabilistic logic over an algebraic basis (DEQPRL) that we
envisaged. Due to the main motivation of this work relying in information security concepts,

we will make sure to bring some relevant examples throughout the text.




Outline

The dissertation is organized in 5 chapters organized as follows:

Preliminaries: The preliminary chapter provides the ground for the upcoming chapters and
consists of a survey of the logics for the most basic components underlying our work, namely,
classical propositional logic, probabilistic logic and equational logic. We take the opportunity
to target our algebraic approach for the motivation that drove this work: information security
concepts. A great part of the contents of the first chapter may be skipped for those who are
already familiar with the referred logics. However, we introduce some original concepts at the

end of this preliminary chapter, when we address some extensions of equational logic.

Equation-Based Classical Logic (EqQCL): In Chapter 2, we propose and study a logic
able to state and reason about equational constraints, by combining aspects of classical propo-
sitional logic, equational logic, and quantifiers. The logic has a classical structure over an
algebraic basis, and a form of universal quantification distinguishing between local and global
validity of equational constraints. We present a sound and complete axiomatization for the
logic, parameterized by an equational specification of the algebraic basis. We provide a poly-
nomial reduction of the satisfiability problem for the logic to the SAT problem and show
that the logic is decidable under the assumption that its algebraic basis is given by a conver-
gent rewriting system, thus covering an interesting range of examples. As an application, we
analyze offline guessing attacks to security protocols, where the equational basis specifies the
algebraic properties of the cryptographic primitives. This work was developed with Carlos
Caleiro and published in [84].

Generalized Probabilistic Satisfiability (GenPSAT): In Chapter 3, we study a
generalized probabilistic satisfiability problem - GenPSAT - which consists in deciding the
satisfiability of linear inequalities involving probabilities of classical propositional formulas.
GenPSAT is proved to be NP-complete and we present a polynomial reduction to
Mixed-Integer Programming. Capitalizing on this translation, we implement and test a solver
for the GenPSAT problem. As previously observed for many other NP-complete problems, we
are able to detect a phase transition behaviour for GenPSAT. This work was developed with
Carlos Caleiro and Filipe Casal, was presented in the Workshop on Logical and Semantic

Frameworks with Applications LSFA 2016, and was submitted for publication, see [29].

Probabilistic Logic over Equations and Domain Restrictions (DEqPrL): In Chap-
ter 4, we propose and study a probabilistic logic over an algebraic basis, including equations

and domain restrictions. The logic combines aspects from classical logic and equational logic



with an exogenous- -like approach to quantitative probabilistic reasoning. We present a sound
and (weakly) complete axiomatization for the logic, parameterized by an equational specifi-
cation of the algebraic basis coupled with the intended domain restrictions. We show that
the satisfiability problem for the logic is decidable, under the assumption that its algebraic
basis is given by means of a convergent rewriting system, and, additionally, that the axiom-
atization of domain restrictions enjoys a suitable subterm property. For this purpose, we
provide a polynomial reduction to Satisfiability Modulo Theories with respect to the theory
of quantifier-free linear arithmetic over the integers and reals (QF_LIRA). As a consequence,
we get that validity in the logic is also decidable. Furthermore, under the assumption that
the rewriting system that defines the equational basis underlying the logic is also subterm
convergent, we show that the resulting satisfiability problem is NP-complete, and thus the
validity problem is coNP-complete. We also provide an implementation of a solver for the sat-
isfiability problem and test the logic with meaningful information security examples, proving
that it can handle some implementation details of cryptographic protocols formally and then
conclude how do they compromise security, by estimating the probability of attacks. This

work was developed with Carlos Caleiro and submitted for publication, see [85].

Conclusions and Future Work: In Chapter 5, we briefly summarize the main achieve-
ments of this thesis, assess our contributions and discuss some limitations, room for improve-

ment and future research.

Summary of Contributions

Given the context of this dissertation, we summarize those that we consider to be the main

contributions of this thesis:

e the development of a logic (EQCL) combining aspects of classical propositional logic,
equational logic and quantifiers in order to be able to state and reason about equational

constraints in both local and global contexts;

e the polynomial reduction of the satisfiability problem for EQCL to SAT under the

assumption that the equational basis is given by means of a convergent rewriting system;

e the decidability result for EQCL, proved using the satisfiability algorithm that is based
on SAT;

e the polynomial reduction of a generalization of the probabilistic satisfiability
problem (GenPSAT) with linear inequalities involving probabilities of classical proposi-

tional formulas to Mixed-Integer Programming;



the implementation of a GenPSAT solver and subsequent analysis of the phase transition

behaviour;

the development of a logic (DEQPRL) combining aspects from classical propositional
logic, equational logic with domain restrictions, probabilities and quantifiers, by
providing a sound and (weakly) complete deductive system parametrized by an equa-

tional specification of the algebraic basis coupled with the intended domain restrictions;

the decidability procedure for the satisfiability problem for DEQPRL by reduction
to QF_LIRA, under the assumption that the equational basis is given by means of a
convergent rewriting system and that the axiomatization of the domain restrictions

enjoy a suitable subterm property;

the decidability result for DEQPRL, proved using the satisfiability algorithm that, in
its turn, is based on QF_LIRA;

the application of the logic to meaningful examples in information security, namely by
verifying and estimating the sucess of offline guessing attacks to cryptographic protocols

by a Dolev-Yao intruder with some cryptanalytic power.



Chapter 1

Preliminaries

In this chapter, we survey non-original preliminary concepts and results necessary to under-
stand the work presented in this thesis. This overview is not exhaustive and we often mention
references in the literature for a more in depth treatment of these matters. Nonetheless, it
enables us to fix some notation.

The chapter is outlined as follows: in Section 1.1 we introduce some brief and well-known
notions of logic; in Section 1.2 we overview the probabilistic logic proposed by Fagin, Halpern

and Megiddo in [58]; Section 1.3 consists of a brief survey of equational logic.

1.1 Logic

As the main topic of our study, logic deserves a careful treatment and an uniform approach
throughout the whole manuscript. In this sense, we do not aim to introduce original content
in this section, but only to survey some well-known topics, definitions and results that can
easily be found in any textbook on logic [102,106,110] and universal algebra [24,80].

We follow the lines of [106] and look at logical consequence as the central aspect of logic.
The logical consequence gives the most fundamental meaning to the language of the logic. For
this purpose, we consider both model-theoretic and proof-theoretic frameworks providing two
distinct (but often interrelated) approaches for consequence relation: the semantic entailment

and the deducibility relation.

1.1.1 Language

A formula in the language is a syntactic object, to which it can be assigned an interpretation.
Formulas are composed by a sequence of atoms and logical connectives, that usually follow

some rules imposed by a given grammar.



Definition 1.1.1. Let A be a set of atoms and C be a finite set of logical connectives, to
which is associated an assignment of non-negative integers representing its arity (number of
arguments), ar : C > N. The language L over A with connectives C is defined by the following
grammar:

L==A|C(L,...,L).

The inductive feature of the languages turns out to be very useful in our proofs, since we
often explore the inductive structure of the formulas.

The notion of subformula arises very naturally.

Definition 1.1.2. Let A be a set of atoms, C be a finite set of logical connectives with the
corresponding arities given by ar: C - N and L be a language over A with connectives C. We

define the set of subformulas of ¢ € L inductively by:

e subform(a) = {a};

ar(c)
e subform(c(w1, ..., Par(e))) = {c(@1,- -+, Par(e)) } U 'L_Jl subform(;),

where o € A, ¢ € C and ¢1,...,pa () € L. Given a set of formulas ® ¢ L, we denote by

subform(®) the set of subformulas of all formulas in ®, subform(®) = U subform(y).
ped

Definition 1.1.3. Let A be a set of atoms, C be a finite set of logical connectives with the
corresponding arities given by ar: C - N and L be a language over A with connectives C. We

define the length of a formula ¢ € L, which we denote by |¢|, inductively as follows:
o la|=1;
b |C(§01a"'7<10ar(c))|: 1+|901|+"'+|§0ar(c)| )

where a € A, ce Cand ¢1,...,9a() € L.

1.1.2 Consequence relation

In order to establish the fundamental concept of consequence relation, let us fix some notation:

given a set L, let us denote by (L) the set of all subsets of L.

Definition 1.1.4. Let L be a set. A consequence relation on L is a relation + ¢ (p(L) x L)

such that the following conditions hold, for every ¢ € L and ®, ¥ c L:
o if pe ®, then ¢+ ;
o if o+ and ® c W, then U+ ¢;

o if & ¢ and for every 1) € ®, U ), then U + ¢.



The consequence relation + is finitary if it additionally satisfies:

o if &+ ¢, then there exists a finite set ¥ such that ¥ ¢ ® and ¥ + .
Definition 1.1.5. A logic is a pair £ = (L, ) where:

e L is a set of formulas;

e ¢ (p(L) x L) is a consequence relation.

Definition 1.1.6. Let £ = (L,+) be a logic. Given ¢ € L and ® ¢ L we say that ¢ is a
consequence of @ in L when ® + . If ® = @&, ¢ is said to be a theorem in L and we simply
write - . A set ® C L is inconsistent in L if ® + ¢ for every ¢ € L, otherwise & is said to be
consistent in L. Furthermore, a formula ¢ € LL is said to be consistent in £ provided that the

set {(} is consistent.
When the logic £ is clear from context, we often omit the reference to L.

Definition 1.1.7. Let £ = (L,+) be a logic. ¥ ¢ L is said to be a mazimal consistent set in

L if:
e W is consistent in L;
e for every ® c LL such that ¥ c ®, ® is inconsistent in L.

Maximal consistent sets are often called complete theories (see [98,106]). They will be
very useful provided the following existential result that is originally attributed to Adolf
Lindenbaum and was published by Alfred Tarski in [106].

Lemma 1.1.8 (Lindenbaum’s Lemma). Let £ = (L,+) be a logic where + is a finitary conse-
quence relation on L. If ® € L is consistent in L, then there exists a mazximal consistent set

W in L that contains &, ¢ c V.

Often we are faced with two main approaches for consequence relations on the same lan-
guage: the semantic (model-theoretic) consequence relation and the syntactic (proof-theoretic)
consequence relation. The former one stands for ensuring that every model satisfying premises
also satisfies the conclusions, whereas the second one stands for the derivation of conclusions

from premises with the applications of rules of inference.

Semantic consequence relation

When the logical validity is sustained in the absence of a counterexample, we are in the
presence of a model-theoretic approach for consequence relation. In this semantic approach,

an argument is valid if in any model where the premises hold, the conclusion also holds.



Definition 1.1.9. A satisfaction system is a triple & = (L, M, IF) composed by:
e a set of formulas L;
e a class of models M;
e a satisfaction relation I+ ¢ (M x L).

Given a formula ¢ € L and a model M € M, we say that M satisfies ¢ if M I+ . A formula ¢
is satisfiable in & if there exists a model M € M that satisfies ¢; ¢ is valid (in &) if for every
MeM, M- .

We extend the notion of satisfaction by requiring that a model M e M satisfies a set of

formulas ® ¢ L (in symbols, M I+ ®) if M I+ ¢ for each ¢ € ®.

Definition 1.1.10. Let & = (L, M, ) be a satisfaction system. The formulas ¢1, 2 € L are
equivalent provided that for every model M € M, M I+ ¢ if and only if M I+ ¢o.

Definition 1.1.11. Consider two satisfaction systems &; = (L1, M1, 1+1) and &5 =(La, Mo, I-2).
The formulas 1 € Ly and o € Lo are equisatisfiable provided that ¢; is satisfiable in &; if
and only if (o is satisfiable in &,.

Definition 1.1.12. Let & = (L, M, ) be a satisfaction system. We define the semantic
entailment £aC (p(L) xL) as follows: ® g ¢ provided that for every model M e M, M I+ ¢
whenever M I+ ®. A formula ¢ € L is said to be entailed in & by ® c L if ® g .

A semantic entailment g is said to be compact if ® Fg ¢ implies that there exists a finite
set U e p(L) with ¥ ¢ ® such that ¥ kg ¢.

Proposition 1.1.13. Let & = (L, M, I+) be a satisfaction system. The semantic entailment

Fg 5 a consequence relation.

Proof. To prove the first condition required for being a consequence relation, let ® € L, M ¢ M
and assume that the M I+ . We can immediately conclude that M I+ ¢ for every ¢ € ®,
hence ® Fg ¢.

Now let us consider two sets of formulas ®, ¥ such that & ¢ ¥ c L. and a formula ¢ € L.
Assume that ® =g ¢. Then, let M € M be any model such that M I ¥. Since ® ¢ U, this
means that M I+ ®, so M I+ ¢. We conclude that ¥ =g ¢.

Finally, let ®, ¥ c LL be any two sets of formulas and ¢ € L be a formula. Assume that
® Fg ¢ and for every 9 € ®, U kg 9. Then, let M € M be any model satisfying ¥. It means
that M I+ for every ¢ € ®, therefore M I- ®. So, ¥ Eg . O

Sometimes we denote the semantic entailment Eg by Eaq, for a satisfaction system
&=(L, M, IF).
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Syntactic consequence relation

Next, we focus on a proof-theoretic approach for logical consequence, where the validity of an
argument is based on the existence of a proof of the conclusion from the premises. There are
many proof-calculi in the literature [17,63,102,109,110] and some of them could even be more
suitable and informative for the proofs that we intend to do, however we focus on probably
the most common proof-theoretic approach to define consequence relations: (Hilbert-style)

deductive systems.

Definition 1.1.14. Let L be a set of formulas. An inference rule over L is a pair (Prem, Conc)

where:
e Prem C L is a set of premises,
e Conc e L is a conclusion.

An inference rule is said to be finitary if Prem € (L) is a finite set. We denote by InfR(L) and
InfRg, (L) the set of inference rules and the set of finitary inference rules over L, respectively.
Given ¢, ¥1,...,Pn, ... € L, we denote an inference rule ({1,...,¢n,...},¢) by %

An aziom stands for an inference rule without premises. We denote an axiom (@, ¢) simply

by .

Definition 1.1.15. Let L be a set of formulas. A deductive system is a set of finitary inference
rules ‘H ¢ InfRg, (L).

Definition 1.1.16. Let L be a set of formulas and H be a deductive system. A deduction in
‘H from a set of formulas ® ¢ L is a finite sequence of formulas D such that for each v € D at

least one of the following conditions holds:
® e d;
e ¢ is an axiom® of H;
e 1 is a conclusion of an inference rule! of H whose premises occur earlier in D.

Let p e L and ® € L. A deduction of ¢ from ® in ‘H is a deduction D from ® in which ¢ is
the last formula occurring in D. The formula ¢ is said to be deducible from ® in H, and we
write ® 9 ¢, if there exists a deduction of ¢ from ®. The relation F4 € (p(L) x L) is called

a deducibility relation.

When the logic has an implicit notion of substitution, we are often faced with an axiom schemata instead of axioms
and inference rules. In this case, we need to consider all the instances of each axiom schema and all the instances of

each rule schema.
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Proposition 1.1.17. Let L be a set of formulas and H be a deductive system. The deducibility

relation +4 s a finitary consequence relation.

Proof. Let ® ¢ L. and notice that we can deduce every ¢ € ® from &, therefore the first
condition for being a consequence relation holds, ® 3 .

Then, let us consider two sets of formulas ®, ¥ such that & € ¥ c L, and a formula ¢ € L.
Assume that ® +4 ¢ and notice that, since ® € ¥, the same deduction allows us to conclude
U4 .

For the third condition, let ®, ¥ c L. be any two sets of formulas and ¢ € L be a formula.
Assume that ® 4 ¢ and ¥ 4 1, for every 1 € . To conclude that ¥ 4 ¢, consider the
deduction D that led to ® 3 ¢ and substitute each occurrence of a formula i € ® in D by
its deduction from W.

To check finitaryness, let ® ¢ L, ¢ € L and assume that ® 4 . Since the deduction
system H only contains finitary inference rules and the deduction of ¢ from ® is finite, it

follows that there exists a finite set W € p(L) such that ¥ € ® and ¥ +4 . O

Soundness and Completeness

The mutual relationship between model-theoretic and proof-theoretic consequence relations

is an important topic.

Definition 1.1.18. Let L be a set, = be a semantic consequence relation on L and + be a

(finitary) syntactic consequence relation on L. We say that:

e the proof-system used to define + is weakly sound for the semantics used to define £

when, for every ¢ € L, if - ¢ then F ;

e the proof-system used to define + is (strongly) sound for the semantics used to define

when, for every ® c L and p e L, if ® + ¢ then ¢ E ;

e the proof-system used to define + is weakly complete for the semantics used to define =

when, for every ¢ € L, if £ ¢ then r ¢;

e the proof-system used to define + is (strongly) complete for the semantics used to define

= when, for every ® c L and p e L, if & = ¢ then @ + ¢.

When the semantics used to define & is clear from context, we simply say that the proof-system

used to define + is weakly sound (resp. sound, weakly complete, complete).
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1.1.3 Examples

We stressed that along this dissertation we explore several logics. In particular, the following
sections are a survey of the logics that more directly influenced our work. For the sake of

illustration, we now present classical propositional logic.

Example 1.1.19 (Classical propositional logic). Let P be a set of propositional symbols
and C be the set of classical connectives composed by the 1-ary connective — and the 2-ary
connectives A, v, —. According to definition 1.1.1, the language of classical propositional logic

(CPL) is the set Lepp of propositional formulas defined inductively by
LepL =P | =Lepe | Lepe A Lep | Lepr v Lepe | Lepe = Lepl -

The semantics for CPL is defined over a class {0,1}7 of all possible binary valuations over
the propositional symbols P. The value 0 should stand for falsity and 1 for truth. A valuation
v e {0,1}7 is extended to the set of propositional formulas, T : Lepy — {0,1}, inductively as

follows:
* u(p) = v(p);
o (=) =1-0(p);
® U(p1 = ¢2) =1+ (1) - 0(p2) —0(1);
o U(p1 A p2) = (1) - 0(p2);
* U(p1 Vi) =0(p1) +0(p2) — (1) - v(e2),

for each p e P, p, 1,2 € LepL. We abuse notation and denote v by v.

The satisfaction system that leads to the semantic consequence relation of CPL is the
triple (Lepy, {0,1}7, IFcpL), where the satisfaction relation I-cp € ({0,1}7 x Lepy) is defined
as follows:

vikcpL @ iff v(p) = 1.

Taking into account the usual abbreviations for conjunction and disjunction (¢1 Ay abbr.
=(p1 = —2) and @1 V @y abbr. —(—¢1 A=p2)), for the syntactic consequence relation we con-

sider the deductive system HcpL consisting of axioms:

CPL1 ¢ — (w2 = ¥1),
CPL2 (1 = (w2 = ©3)) = ((p1 = v2) = (01 = ¢3)),
CPL3 (=1 = ~p2) = (2 = ©1);

and additionally the inference rules of modus ponens:
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MP P1__P1>P2
Y2

for every o1, p2, 3 € LepL.

)

The syntactic consequence relation of CPL is, then, the deducibility relation 4, obtained
from the deductive system Hcpy, as stated in definition 1.1.16.

Soundness and completeness results for HcpL are well known (see for instance [81]), so
both the semantic and the syntactic formulations of consequence relations for the language

Lcpy coincide: I-cp = Fyep - Having said this, CPL is the logic (Lcpr, Faep, )- A

1.2 Probabilistic Logic

Probabilistic logic aims at dealing with probabilistic reasoning and with the underlying uncer-
tainty in formal deductive proofs. Throughout the years, much effort was spent by a number
of mathematicians and logicians (as J. Bernoulli, J. H. Lambert, A. De Morgan, G. Boole, C.
S. Peirce, D. Scott, P. Krauss, T. Hailperin and N.J. Nilsson) on trying to formalize the rea-
soning about probabilities. In 1990, Fagin, Halpern and Megiddo presented a logic to reason
explicitly about probabilities [58]. Their extensive work encompasses the measurable and the
non-measurable cases. In this Section, we survey the measurable case.

Reasoning about probabilities is one of the most fundamental issues of our work, so we
pay special attention to this topic. There are a number of techniques that are common to
the reasoning underlying probabilities, so we profit to establish the general framework and

notation in order for the remaining text to be consistent and reader-friendly.

1.2.1 Syntax and Semantics

The probabilistic logic introduced by Fagin, Halpern and Megiddo [58] relies on fixing a set P
of propositional symbols and considering the set of propositional formulas Lcp. The proba-
bilistic propositional formulas are defined through a weight term language WTerm consisting

of linear probabilistic terms with rational coefficients defined by the following grammar:
WTerm ::= Q- Pr(Lcpr) + -+ Q- Pr(LepL)
which is used to define the set WAt of weighted atoms as follows:
WAL ::= WTerm > Q .

The language of the logic consists of the following set Probcp of probabilistic propositional
formulas:

Probcpp = WAt | =ProbcpL | Probcp A Probcep .

14



Notice that in [58] the weighted terms involve integer coefficients, however this formulation
is equivalent as we can always clear denominators. The usual abbreviations are accepted: —q-w
abbr. (-q)-w, wy > wg + ¢ abbr. w; —wy > q, w < g abbr. —~(w > q), w < g abbr. —w > —q,
w > q abbr. —w < —q, w=q abbr. w<gAw 2¢q, g1 <w < g abbr. w > g1 A w < g2, where
q,q1,q2 € Q,w, w1, ws € WTerm. The propositional true T is defined as an abbreviation for

pV —p for some fixed propositional symbol p € P and the propositional false 1 abbreviates —T.

To interpret probabilistic propositional formulas, we consider the set of all valuations
over P and endow it with a probability distribution. Let II denote the set of all probability

distributions over valuations in {0,1}%.

Definition 1.2.1. The satisfaction relation +p,cpLS (II x Probcp) is defined inductively as

follows:

o TikpcpL g1 Pr(pr) + +qo- Pr(py) > ¢ iff é (QZ( > (U(%)'W(U)))) 2 q;

ve{0,1}P

o mikpcpL —f M T ifprchL f;

o TikpcpL fAg it mikpcpL f and 7 ikprcpL g,

for each probability distribution 7 € II, £ > 1, ¢1,...,¢¢ € LcpL, q1,---,q0,9 € Q, f, g € Probcp, .
A probability distribution 7 € IT is said to satisfy f € Probcpp if 7 I-prcpL f-

1.2.2 Deductive System

The syntactic consequence relation is the consequence relation 4, ., obtained from the de-

ductive system Hp,cpL consisting of axioms:

Clpicp  f1 = (f2 = f1),
C2icp (f1 = (f2= f3)) = ((fr= f2) = (f1 = f3)),
C3pcpL  (=f1 = —=f2) = (fa = f1),

Plp.cp. Pr(y) 20,
P2pcp  Pr(p1 A @a) +Pr(er A—p2) —Pr(p:) =0,

P3picp  Pr(p1) =Pr(p2) if +cpL (1 < 92),
P4prcp|_ PI’(T) = 1,

lpcp w2gvw<y,
2pcpL w2 g1 — w>qo, if q1 > g2,

Bpicp  q1-Pr(pr)++qe-Pr(we) >qg< q1-Pr(p1) +--+qe-Pr(we) +0-Pr(pm1) > ¢,
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Mpcpe  ((q1-Pr(pn) ++q0-Pr(pe) 2 qo) A (g1 - Pr(en) +-+qp - Pr(e) 2 q)) —

= (@ + 1) -Pr(pr) + -+ (qe+ qp) - Pr(ee) 2 qo + q5),
15prcp g1 Pr(pi) +-+qe-Pr(pe) 2q— (4"~ q1) - Pr(g1) + -+ (¢" a0) - Pr(epe) 2 (¢ - 9),
16prcr  q1 - Pr(p1) + - +qe-Pr(pe) 2 q < qiy -Pr(ei) + - +q;, - Pr(es,) > ¢

and additionally the inference rules of modus ponens:

MPp.cpL % ;
for every f1, fa, f3 € Probcpy, integer £ with £ > 0, ¢, 01,2, ..., ¢, wes1 € LepLs 4,45 90,15 -+, G0,
941, ---,9; €Q, ¢" >0 and for every permutation (i1--i¢) of (1---£).

The deductive system Hp,cpL reflects the three main components of this probabilistic
logic: it deals with classical reasoning, reasoning about probabilities, and reasoning about
linear inequalities. We emphasize that in [58] it was shown that axioms |1p.cpL-16p.cpL,
Clp,cpL-C3picpL, and inference rule MPp,cpL constitute a sound and complete axiomatization

for reasoning about inequalities.

1.2.3 Soundness and Completeness

Now, we aim to recall the main techniques presented in [58] to prove that the deductive system
HprcpL is weakly complete. These will also constitute one of our main tools for dealing with

probabilities afterwards.
Theorem 1.2.2 ( [58]). Hp,cLp is sound and weakly complete.

Sketch of the proof: The proof of soundness is straightforward, so we proceed by summarizing
the main steps in the proof of completeness. The details may be found in [58].

Recall that we want to show that: if Eyxp o f then g4, o f. The proof of completeness
follows by contraposition. Hence, assume that 4, ., f and try to find a model for —f. We use
the classical feature of the logic to reduce —f to an equivalent formula in disjunctive normal
form, i.e., into a formula of the form f1v...Vv f., where each f; is a probabilistic propositional
formula that is a conjunction of one or more weighted atoms or their negations. Since —f is
consistent, let gi A...AgiA=gl,  A...AngL,, Tepresent a consistent disjunct f; of fiv...V fr,
where gi,...,gi,gi +1s ..., gt € WAL, whose existence is guaranteed by the Lindenbaum’s

Lemma (Lemma 1.1.8). Then, let Py = {p1,...,pn} be the set of all propositional symbols

occurring in f; and consider the set © ={ A pA A -q|Q € Py ;. Fix an enumeration of
PERQ  qePNQ
the 2" elements of ©. Once proved that Pr(y) = > Pr(6), one can instantiate each
0e® st -

weighted term Pr(¢) occurring in f; with the weighted term > Pr(f) and, clearing
0O st O—¢

16



denominators, f; turns out to be equivalent to the probabilistic propositional formula that

results from the conjunction of the following formulas:

a1 - Pr(91) +etagon PI’(GQn) > a1

ar1 - Pr(01) +tapon Pr(ﬁgn) 2> Qy

a’1,1 Pr(01) +- + a,1,2” -Pr(f2n) < aj

agy - Pr(01) + -+ ag gn - Pr(f2n) < ag
Pr(61) ++-+Pr(fan) =1
Pr(6) >0 for all € ©

for some integers a;,aj, a;x, aj, with i € {1,....r},j e {1,...,s},k e {1,...,2"}. But since
the probabilities can be assigned independently to each element of ©, we can use the result
of soundness and completeness for the axioms of inequality (for details, see Section 4 of [58])
and conclude that (1.1) is unsatisfiable if and only if it is inconsistent. But the inconsistency
of (1.1) would lead to the inconsistency of f, so we conclude that (1.1) is satisfiable, hence

- f is also satisfiable. O

Let us denote by PrCPL the probabilistic logic (Probcpr, F2p.cp )-

1.2.4 Satisfiability and Complexity

The reasoning carried out in the proof of completeness let Fagin et al.take one step further to
prove a small-model theorem, which states that a satisfiable probabilistic propositional formula
f is satisfiable in a small model, meaning that f is certainly satisfiable in a model whose
probability distribution assigns at most | f| non-zero values of probabilities to valuations.
This result follows as an immediate consequence of the famous result from linear programming

presented in [35], which we state now.

Lemma 1.2.3 ([35,58]). If a system of ¢ linear inequalities with integer coefficients has a

non-negative solution, then it has a non-negative solution with at most £ positive entries.

The small-model theorem is naturally followed by a complexity result for the satisfiability
problem. In general, the satisfiability problems consist in deciding the existence of a model for
a given formula. For the probabilistic logic that we present in this section, the satisfiability
problem consists in deciding the existence of a probability distribution satisfying a probabilis-
tic propositional formula. Once proved the small-model theorem, the complexity result for

the satisfiability problem of this logic emerges (details can be found in [58]).
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Theorem 1.2.4 ( [58]). The satisfiability problem for the probabilistic logic PrCPL is
NP-complete.

1.3 Equational Logic

Equality is probably one of the most familiar symbols in mathematics. This concept has a long
history that goes from the ancient association to the result of a calculation to the major role
that it plays in computation. The need for a rigorous treatment of equality rapidly emerged
and motivated the formalization of equational reasoning.

The first step towards equational logic is conferred to the Peano arithmetic that axiomatize
equality on natural numbers [95]. It was followed by several results from Russel, Tarski and
Church in type theory and great developments in universal algebra and equational logic due
to Birkhoff, Gratzer, Cohn and Tarski [24,38,67,105].

1.3.1 Terms, Equations, and Algebras

In general, terms are constructed from generators and function symbols. To clarify the context

in which we choose the function symbols, let us defined what is intended to be a signature.

Definition 1.3.1. A signature is a N-indexed family of countable sets F,, of function symbols

of arity n, F = {F), }nen. The elements of Fy are also called constant symbols.

Definition 1.3.2. Let F be a signature and G be a set of generators. The set Tp(G) of terms
over GG is defined inductively by:

o GcTr(G);
o ifty,...,t, € TF(G) and f € F,,, then f(tl . ,tn) ETF(G).

Under some generality, we defined terms over a set of generators because later we will
be interested in distinguishing algebraic terms defined over a set of variables, from nominal
terms defined over a set of names. Throughout the text we drop the subscript F when it is

clear from the context.

Definition 1.3.3. Let F be a signature and G be a set of generators. The set gen(t) of

generators occurring in a term t € T(G) is defined inductively by:
e gen(g) ={g}, for each g € G;

o gen(f(ty...,ty)) = LTJ gen(t;), for each ne N, feF, and t1,...,t, e T(G).
i=1
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Notice that throughout the text, the set of generators occurring in a term will be renamed

depending on the set of generators considered.

Definition 1.3.4. Let F be a signature and G be a set of generators. The set subterms(t) of
subterms of a term t € T(G) is defined inductively by:

e subterms(g) = {g}, for each g € G;

e subterms(f(t1...,tn)) = {f(t1...,tp)} U 6 subterms(¢;), for each n € N, f € F,, and
i=1
tl,...,tn ET(G)

We extend the notion of subterm to sets of terms. Given a set of terms Ty € T'(G), we define

the set of subterms occurring in Ty as subterms(7p) = U subterms(t).
teTy

Definition 1.3.5. Let F be a signature and G be a set of generators. The length of a term
t € T(G) is denoted by |t| and defined inductively by:

e |g|=1, for each g € G;
o [f(t1...,tp)|=1+t1]|+...+|ty], for each neN, feF, and ti,...,t, € T(G).
The following proposition is an immediate corollary of the previous definitions.

Proposition 1.3.6. Let F be a signature and G be a set of generators. The number of

subterms of a term t € T(G) is at most |t|.

Definition 1.3.7. Let F be a signature and G1,G2 be any sets. A substitution from Gy
to Tr(G2) is a function o : G; - Tp(G2). The set of all substitutions from G; to Tr(G2)
is denoted by Tp(G2)®'. Any substitution can be extended to the set of terms over Gj,
7 :Tr(G1) - Tr(G2) as follows:

e 5(g) =0(g) for each g € Gy;
o a(f(t1,...,tn)) = f(@(t1),...,0(tn)), for every neN, feF, and t1,...,t, € Tp(G1).

We abuse notation and use o to denote . A term ¢ € Tp(G2) is called an instance of a term

s € Tp(G1) if there exists a substitution o € Ty(G2)C! such that o(s) = t.
Now we proceed defining the atoms of interest for the equational logic.

Definition 1.3.8. Let F be a signature and G be a set. An equation is a pair (t1,t3) €
T(G)xT(G). We represent an equation as t1 » to. The set of all equations over G is denoted
by Eqp(G). We drop the subscript F when it is clear from context.

The set of subterms of an equation is defined as subterms(¢; » t2) = {t1,t2} and the set of

generators occurring in t1 ~ tg is the set gen(t; ~ ta) = gen(t1) U gen(t2).
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Definition 1.3.9. Let F be a signature. An F-algebra is a pair A = (A, (-)*) where:
e the carrier A is a non-empty set;

e the interpretation of function symbols (-)* is such that, for each f e F,,, f4: A" - A is

an operation on A.

Definition 1.3.10. Let F be a signature and G be a set of generators. A term algebra is the

F-algebra Tr(G) whose carrier is 77 (G) and the interpretation of terms is such that, for each
feFn, IO, ) = f(t1,. . tn).

Definition 1.3.11. Let F be a signature and A be an F-algebra with carrier A. An equivalence

relation = ¢ (A x A) is a congruence relation if and only if for every n e N and f € F,,,

(a1, ... an) = fAd),. .. al) whenever a1 = a}....,a, = al,.

The quotient algebra A - has as carrier the set of equivalence classes {[a]= | a € A} and

the interpretation of function symbols is such that for each f € F,,, f4=([a1]=,...,[an]=) =
[fA(al, e ,an)]z.
1.3.2 Syntax and Semantics

The equational logic [13,56,61,71] relies on fixing a signature F and a countable set of variables
X. Since the generators for terms are simply variables, vars(t) stands for the set of variables
occurring in a term t € T'(X).

The language of the logic consists of the set Eq(X) of equations over X:
Eq(X):==T(X)~T(X) .

The semantics for equational logic is defined over a class A of F-algebras. Each of them

should be provided of a set of assignments of values to variables.

Definition 1.3.12. Let A be an F-algebra with carrier set A. An assignment is a function
o:X — A. The set of all assignments is denoted by AX. An assignment can be extended to
the set of terms, [-]§ : T'(X) — A as follows:

o [z]% = o(z) for each z € X;
o [f(t1y-- s ta)] = FA([]S, - - -, [ta]), for every neN, feFp, t1,... t, € T(X).

Definition 1.3.13. Let A be an F-algebra with carrier set A and o € AX an assignment. We

say that an equation t; ~ to is satisfiable in A provided with o, and write A, o IF t; ~ tg, if
[t1]7 = [t2]3Z-
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Definition 1.3.14. Let A be a class of F-algebras. The satisfaction relation i ¢ (A x Eq(X))
is such that A I+ ¢1 ~ to if and only if A o IF t; ~ ¢ for every assignment o € AX. The

satisfaction relation is extended to sets of equations as usual. The semantic entailment
,:E"“F) € (p(Eq(X)) xEq(X)) is defined as follows: given I' € Eq(X) and ¢; ~ t2 € Eq(X),
r i:%) t1 ~ ty provided that every A € A satisfies t; » to whenever it satisfies I.

We now define an important class of algebras that consists of varieties [13].

Definition 1.3.15. Let I' be a set of equations. An F-algebra A is said to be a model of I’
if A satisfies I', A ir I'. The class of all models of I is called the I'-variety.

The concept of an equational theory generated by a set of equations arises naturally [13,97].

Definition 1.3.16. The equational theory induced by a set of equations I" € Eq(X) is the set
Th(T") of equations satisfied by all the models in the I'-variety Ar,

Th(D) = {t1 wt2 | T Q) t1 w1}

1.3.3 Deductive System

The syntactic consequence relation on Eq(X) is the consequence relation Fg, Obtained from

the deductive system Hgq consisting of the following inference rules:

Ref twt
tl R tz
Sym et

t1Nt2 tQth

Trans

tlmtg
c it - tywnt]
ong
[, tn) » f(8, 1)
ti1~t
Sub L

o(t1) ~o(ts)
for every t1,ta,t3,... ,tn,t],...,th € T(X) and o € T(X)X.

The equational logic can be seen a simple fragment of first order logic with equality devoid

of quantifiers and connectives [78,80,97].
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1.3.4 Soundness and Completeness
Soundness and completeness results for Hgq are well known (see for instance [13,24]).

Theorem 1.3.17 ([24]). HeqL is sound and complete.

1.3.5 Extensions of Equational Logic

The notions that we have been developing and the deductive system that we presented can

be generalized to more expressive frameworks in the equational context.

Equational Horn Logic

Our concern is to specify some equational properties and, in this matter, it turns out to be
essential to get more expressivity. Even though this idea is amply discussed in the literature
(see [56,80]), it is extensively analyzed in [89)].

A Horn clause over a set of variables X is an expression (t; ~ t}, ..., vt =t~ t'),
with £ >0 and ¢, ', t1, ..., tg, t], ..., ¢, € T(X). A Horn clause is simply an equation when
k =0. We omit the enclosing parentheses when no ambiguities arise.

Often, in the literature, a Horn clause is also called a conditional equation (see, for in-
stance, [89]). Kowalski motivated the importance of Horn clauses in detriment of clauses in
general [72] stating that: “most of the models for problem-solving which have been developed
in artificial intelligence can be regarded as models for problems expressed by means of Horn
clauses.” ([72], p.17).

The interpretation of a Horn clause in an F-algebra A with respect to o € A¥X is defined
by: Aok (t1 ~ t],...,t, » ), = t ~ t") if whenever [t;]] = [t;]% for each 1 < ¢ < k then
[t1% = [t']Z- An algebra A satisfies a Horn clause if it is satisfied by A along with each
o € AX. More generally, a Horn clause is satisfied in a class of algebras A if it is satisfied in
every A € A. The notion of satisfaction can be generalized to sets of Horn clauses and the
semantic entailment is defined as usual.

Given a finite set of Horn clauses I', an F-algebra A is said to be a model of I if A satisfies
I A T'. The class of all models of I' is called a I'-quasivariety.

Consider the deductive system Hporn composed by the inference rules of Hgq as axioms

in the implication form:

Ref t~t
Sym timtyg >t~ 1
Trans 1~ tz,tQ N t3 =11~ t3

Cong ty~t],....tpntl = f(t1,...,tn)~ f(t],..., 1)
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and additionally by the inference rule Sub and also the Cut rule:

Sub 2z
u
o(t1) ~o(t2)
Cut Fu{ti~th}=>tinty A=t ~t)

T'uA = tl ~ t2
for every ti,ta,t3, ... tn, ), th. .. th e T(X), T,AcT(X) and o e T(X)™X.
Soundness and completeness of this deductive system is a well-known result (see, for

instance, [89])

Theorem 1.3.18 ([89]). Huorn is sound and complete.

Equational Logic and Rewriting

The marriage between logic and computer science has revealed the need to give a compu-
tational dimension to the algebraic capacity of rewriting expressions. Namely, the intuition
underlying the simplification of an expression, which cannot be formalized using the standard
notion of equality, naturally emerges using the notion of rewriting as an oriented equality.

Since our motivation relies, precisely, on equational theories arising from the algebraic
requirements underlying security protocols, we are particularly interested in equational the-
ories generated by convergent rewriting systems. A lot of research has been done in this
topic [56,71,89]. We mainly base this survey in rewriting systems on the extensive analysis
of Baader and Nipkow in [13].

Given a set of variables X, a rewriting system R is a finite set of rewrite rules ¢ — r,
where ¢,7 € T'(X) and it is often required that vars(r) c vars(¢). A rewrite rule is applied by
replacing an instance of the left-hand side by the same instance of its right-hand side.

Given a rewriting system R and a set of generators G, the rewriting relation —p <
T(G) xT(G) on T(G) is the smallest relation such that:

o if ({>r)eRand o:X - T(G) is a substitution, then o(¢) > o(r)

o if feF,, t1,...,tn,t; € T(G) and there exists i € {1,...,n} such that t; - t;, then
Fltr, oty b)) =R F(t ).

We denote by —7 the reflexive and transitive closure of —g.

A term t € T(QG) is said to be reducible if there exists a term ¢’ € T(G) such that ¢t > t'.
A term t € T(G) is said to be in normal form if it is not reducible. A term t' is a normal
form of t if t’ is in normal form and ¢ -7 t'. We denote by ¢| the normal form of ¢t € T'(G),

when it exists.
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A rewriting system R is confluent if, given t € T(G), t -} t' and t —}, t” implies that
there exists t* € T(G) such that t' -3 t* and t” -} t*. R is terminating if there exists no
infinite rewriting sequence. R is convergent if it is confluent and terminating. If a rewriting
system is convergent then any t € T(G) has a unique normal form (see [13]), i.e., there exists
a term t] € T'(G) such that t -} t| and t| is irreducible.

The equational theory generated by a convergent rewriting system R is the set of equations
such that t; ~g o if and only if ¢1| = t2, also said to be a convergent equational theory. A
convergent equational theory is known to always be decidable (see [13]).

A rewriting system R is said to be subterm convergent [3,39] if r € subterms(¢) U Fy and
¢ ¢ Fy for each rewrite rule (¢ — r) € R. An equational theory generated by a subterm

convergent rewriting systems is called subterm theory.

Example 1.3.19. The sum (xor) of single bits can be characterized considering a signature
F*" with three function symbols: zero € F§", suc € F{', ® € F5°", and the equational theory
Th(I'*") where

" = {zero® z ~ x,suc(x) @ y ~ x & suc(y),suc(suc(z)) ~» x}.

Obviously, Zy with the usual interpretations for zero, successor and sum modulo 2 satisfies
™. Furthermore, it must be clear that the rewriting system obtained by giving to each of
the equations a left-to-right orientation is convergent. However, it is not subterm convergent

due to the second equation. A

Equations and Domain Restrictions

In this subsection we are targeting our analysis to a wider algebraic reasoning. This is a
subsection purely based on our information security motivation for this work and consists in
extending the algebraic scope to the analysis of domain restrictions. Only in this way we
will be able to model the reasoning of an attacker with cryptanalytic capabilities, as inspired
by [83].

We motivate our domain restriction analysis on the previous Horn clause analysis. For
this purpose, let us consider a signature F, a set of generators GG and a finite set of domain
names D. We use t € D (resp., t ¢ D) to represent the fact that a term ¢t € T(G) belongs (resp.,
does not belong) to a domain D € D. We dub the expression ¢t € D (resp., t ¢ D) a positive
(resp., negative) domain restriction, and define the set of subterms of a (positive or negative)
domain restriction t(®D, with © € {¢, ¢}, as subterms(t@©D) = {t}. The set of generators of
a domain restriction is the set gen(t(©D) = gen(t). Further, we use DRes(G) to denote the

set of all positive domain restrictions over G.
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A domain clause is an expression of the form (¢, € D1, ..., tg, € Dy, = 11 @D}, ..., 1}, ©Dj,),
where the right-hand side is a non-empty sequence of (positive or negative) domain restric-
tions, i.e., k2 > 0 and © € {¢,¢}. When t] = --- =} =1t and t1,...,t, € subterms(?),
we say that the domain clause satisfies the subterm property. Again, we omit the enclosing
parentheses when no ambiguities arise.

Note that the subterm property is satisfied by an interesting range of examples, as it
basically means that a domain restriction on a term is only conditioned by domain restrictions

of its subterms.

We define an algebraic domain interpretation as a pair (A,IA), where A is an F-algebra
with carrier set A and I* : D - p(A) fixes an interpretation of domain names as subsets of A.
Given an assignment o € AX | the interpretation of domain clauses is defined, as expected, by:
(A,T%),0 - (t; € Dy,...,tg, € Dy, = t1©®DY, ..., 1, ©Dy,) if whenever [t;]7 € 1*(D;) for
each 1 <1i < k; then [[t;]](fA@IA(D;) for some 1 < j < ky. An algebraic domain interpretation
(A,T*) satisfies a domain clause if it is satisfied by (4,I*) along with each o € AX. Moreover,
a domain clause is satisfied in a class of algebraic domain interpretations Z if it is satisfied by
each (A,T*) e Z.

Example 1.3.20. Let us extend Example 1.3.19 by introducing a couple of domain names,

D*°" = {even, odd}, which are intended to obey some domain clauses:
A*°" = {zero € even, (z € even = suc(x) € odd), x € odd = suc(z) € even, x € odd = z ¢ even}.

Note that each domain clause in A9 satisfies the subterm property, as the behaviour of terms
is conditioned by restrictions on their subterms.

It is clear that the algebraic domain interpretation (Zg,172), with 1”2 defined as I??(even) =
{0} and 122(odd) = {1}, satisfies As. A
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Chapter 2
Equation-Based Classical Logic

In this chapter we propose and study an equation-based classical logic (EQCL) able to state
and reason about equational constraints, by combining aspects of classical propositional logic,
equational logic, and quantifiers. As we previously referred, this logic is mainly motivated by
the reasoning required to perform static analysis of offline guessing attacks [18] and aims to
capture the algebraic relationships between the messages exchanged within the context of a

cryptographic protocol.

The logic is designed as a simple global classical logic built on top of a local equational
basis. These two layers are permeated by a second-order-like quantification mechanism over
outcomes. Intuitively, the attacker refers to messages using names whose concrete values are
not important, but are gathered in a set of possible outcomes. The local layer allows us to
reason about and define equational constraints on individual outcomes. At the global layer,
we can state and reason about properties of the set of all possible outcomes. Interestingly,
the quantification we use can be understood as an S5-like modality, which also explains why
we will not need to consider nested quantifiers. EQCL bears important similarities with ex-
ogenous logics in the sense of [77], and with probabilistic logics as developed, for instance,
in [58]. We provide a sound and complete deductive system for the logic, given a Horn-clause
equational specification of the algebraic basis. We also show that the logic is decidable when
the base equational theory can be given by means of a convergent rewriting system. Our
decidability proof is actually more informative, as we develop a satisfiability procedure for
our logic by means of a polynomial reduction to satisfiability for propositional classical logic.
This strategy is useful as it enables building prototype tools for the logic using available SAT-
solvers, and uses techniques that are similar to those used in the SMT literature [87]. As an
application, we analyze offline guessing attacks to security protocols, where the equational

basis specifies the algebraic properties of the cryptographic primitives.
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The chapter is outlined as follows: in Section 2.1 we define the syntax and semantics of
EQCL; in Section 2.2 we define a deductive system, whose soundness and completeness we
prove in Section 2.3, assuming that we are given an equational specification of the algebraic
basis; Section 2.4 is dedicated to showing, via a polynomial reduction to classical SAT, that
EQCL is decidable whenever the equational base is given by means of a convergent rewriting
system and, interestingly, it turns out that under such (not quite that restraining) restrictions,
the complexity is not worse than for classical propositional logic; finally, in Section 2.5 we
illustrate the usefulness of this logic with meaningful examples, namely related to the analysis
of offline guessing attacks to security protocols. This work is published in [84] and is now

presented with a more detailed analysis of the satisfiability and complexity results.

2.1 Syntax and Semantics

The logic EQCL relies on fixing a signature F, a set of variables X and class A of F-algebras.
We also introduce a countable set of names N, distinct from variables.

Elements of T'(X) will be referred to as algebraic terms and vars(t) stands for the set of
variables occurring in ¢ € T(X). In the other hand, we dub elements of T'(N) as nominal
terms and names(t) stands for the set of names that occur in ¢ € T'(IN'). Names can be thought
of as being associated to values that are not made explicit. We call outcome to each possible
concrete assignment of values to names.

The language of EQCL, designed in order to express equational constraints locally on each
outcome, but also global properties of the set of all intended outcomes, is the set Glob defined

by the following grammar:

Glob

Loc

VLoc | =Glob | Glob A Glob
Eq(N) | -Loc | Loc A Loc.

We abbreviate —(t; ~ t3) by t; # to for any t1,t2 € T(N), and also use the usual
abbreviations: 11 v ¥9 abbr. =(=t1 A =1b2), 1 — 9 abbr. =iy Vb, 1 < 19 abbr.
(1 = 9) A (12 = 1), where either 11,19 € Loc or 11,199 € Glob. Note that both the
local and global languages are classical: the former with an equational basis and the later
over local formulas instead of propositional symbols.

A literal is a global formula in YLocu-YLoc. We say that a global formula is in disjunctive
normal form (DNF) if it is a disjunction of one or more conjunctions of literals. And it is in
congunctive normal form (CNF) if it is a conjunction of one or more disjunctions of literals.
Elements of YLoc are referred to as (global) atoms.

We extend the notion of subterm to global formulas in a standard way. Similarly, we

generalize the notion of names occurring in a nominal term to local and global formulas. We
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define the set of subformulas of either a local or a global formula ¢ in the usual way and
denote it by subform(2)).

Given a nominal term tg € T(N), a set of names i = {nq,...,nx} € N such that names(¢g) ¢
fiand t = {t1,...,t;} € T(N) we denote by [to]? the nominal term obtained by replacing each
occurrence of n; by t;, i € {1,...,k}, i.e., [to]%I = o(tp) where o is a substitution such that
o(n;) =t; for each i. This notion is easily extended to local formulas.

As explained above, names carry a form of undeterminedness, i.e., their values are fixed
but we have no explicit knowledge about them. We will dub the possible concretizations of

names by outcomes!.

Definition 2.1.1. Given an F-algebra A with carrier set A, we define an outcome as a
function p: N — A. The set of all outcomes is denoted by AY. The interpretation of terms
[1% : Tr(N) - A is defined as usual.

Definition 2.1.2. Given an F-algebra A with carrier set A and an outcome p € AV, the

satisfiability of local formulas is defined inductively by:
o A pikioc t1 m ity iff [t1]} = [t2]s,
o A pirioc ~¢ iff A, pifiee ¢, and
® A pikioc p1 A fE A, pikioc o1 and A, p ikioc p2.

Definition 2.1.3. An F-structure is a pair (A,S) where A is an F-algebra with carrier set A

and S ¢ AN is a non-empty set of possible outcomes.

Definition 2.1.4. Given an F-structure (A,S), the satisfaction of global formulas by an
F-structure is defined inductively by:

o (A,S)IFVy iff A plikc for every peS,

e (A,S)I-=6 iff (A,S)I}6, and

o (A,S)IFd1 A0y iff (A,S)IFd1 and (A,S) IF 9.

As usual, given A ¢ Glob we write (A,S) I A if (A,S) I+ for every ¢ € A.

Definition 2.1.5. Semantic consequence is defined, as usual, by A =4 § whenever (A,S) I A
implies (A,S) I+ 0, for any F-structure (A,S) with A € A.

! This terminology stems from the intuition that names could be sampled from a distribution. Our aim is, indeed,
to add a probabilistic component to this logic, that will materialize in Chapter 4. For the moment, however, outcomes

should just be understood as being obtained non-deterministically.
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Example 2.1.6. Consider the signature F°™ where we require s € F$°", and let A°“™ be the

FCOm

class of -algebras satisfying the set of equations I'“™ = {s(z1,x2) ~ s(xz2,21)}, i.e., A"

is the class of all commutative groupoids. Then, for n,m,a,b,c € N, we have:
Vinravnab),V(m~avm=b),V(s(a,b) ~c)Egeom Y(n#m—s(n,m)=~c),

asserting that in a commutative groupoid where the sum of a and b leads to ¢, the sum of m

and n also leads to ¢ provided that one is equal to a and the other takes the value of b. A

Example 2.1.7. A standard example of an equational theory used in information secu-
rity for formalizing (part of) the capabilities of a so-called Dolev-Yao attacker (see, for in-
stance, [2,3,18]) consists in taking a signature FPY with {-}.,{-}7! € FDY, representing sym-
metric encryption and decryption of a message with a key, (-,-) € FQDY, representing message
pairing, and 7y, 7o € FlDY representing projections. The algebraic properties of these opera-

tions are given by

IPY = {{{z1}ay )y, ~ 21, mi(@1, 32) » 21, T (21, T2) ~ T2}

Let APY be a I'PY-variety, i.e., the class of algebras satisfying I'®Y. Then, we have that

Faov V(m k) =V ({n}),) ~m(a,n)).

2.2 Deductive System

In order to obtain a sound and complete deductive system for EQCL, we must additionally
require that the basic class A of algebras be axiomatized by a set I of Horn clauses over X.

From there, we can define the deductive system Hr presented in Figure 2.1.

Eql  V(tw~t) N1 V(p1Ap2) < (Vo1 AVer)

Eq2 V(t1 mte > tantr) N2 V-p—> Ve

Eq3 V(t1 mta A tontg >t ~t3) N3 V¢ - V-, if names(p) =@

Eqd V(i wt) A Atnmth = f(t1,ontn) & F(E], 0 th)) N4  V(p1 < @2) = (V1 < Y2)

EqCl  V((p1 ~ (w2 > ¢3)) = ((p1 > 92) = (91 > ¢3))) Cl 61— (02> 61)

EqC2  V(p1 — (p2 = ¢1)) C2 (01— (02 > d3)) = ((61 = 62) — (61 — d3))
EqC3  V((~p1 = —~p2) = (2 > ¥1)) C3 (=01 = =d2) - (d2 — 61)

EqC4 V(o1 — ((p1 > ¥2) = ¥2)) C4 %

E(T) V((o(s1)ro(s))A...Ac(sn) ma(s))) > o(s)~a(s"))

!
n

for every t,t1,t2,t3,...,tn,t,...,t, € T(N), ¢, 01,902,903 € Loc, 61,02,03 € Glob, o ¢ T(N)X and

(s1ms),....,snws), =>swns’)el.

Figure 2.1: The deductive system Hrp.
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The deductive system Hr consists of a number of axioms and inference rules C4, modus po-
nens. The system combines the different components inherent to this logic: axioms
Eql-Eq4 incorporate standard equational reasoning, namely reflexivity, symmetry, transitiv-
ity and congruence; C1-C4 and EqC1-EqC4 incorporate classical reasoning for the global and
local layers (just note that locally, modus ponens becomes axiom EqC4); N1-N4 characterize
the relationship between the local and global layers across the universal quantifier; and the
axioms E(T") incorporate the equational theory underlying A. We define, as usual, a deducibil-
ity relation I—f:. We drop the superscript F whenever it is clear from context.

EQCL is an extension of classical logic at both the local and the global layers. Hence, we
are able to import many properties and results from classical propositional logic with similar
proofs, just by noting that the inference rule C4 is modus ponens. Namely, it is easy to see
that the deduction meta-theorem holds, that it is possible to rewrite any global formula into
disjunctive normal form, and so on. The following Lemma is the compilation some of these

results, that will be useful later.

Lemma 2.2.1. The following properties hold:
MTD Y u {4} +r o if and only if U+p d — 4"

Auxl 1 V((p1 = p2) < =(p1 A =p2))

Aux2 +r 51 - ((52 - (61 A 52))

Aux3 1 V((=(p1 A=p2) Apr) < 01 A p2)

Aux4 +r (Vgpl A V(,OQ) - VQOQ

je{1,...,m}

DNF +p 6« 7\7/1 (YX 6?),for some {5f}ie(1

j=1\i=1
where @1, p2, 3 € Loc, ¥ € Glob, 6,4’, 01, d2,03 € Glob.

Proof. The proof of each of these properties follows by a simple replication of what is done for
its analogue in classical propositional logic or either by simple observation of the introduced

abbreviations for the connectives. For the sake of illustration, we sketch the proof of MTD
and DNF.

MTD To prove the reverse implication, consider a deduction d1,...,d, of § - ¢’ from ¥, where

the formula ¢, is 6 — ¢’, and let us use that to construct the following deduction of 4’
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from W u{0}:

S1. (51
Sr- O (deduction of § - §")
Sr+1. O (beTu{d})
Spin. O (from s, and s, by C4)
For the direct implication, let us consider a deduction 71, ...,7, of ¢’ from ¥ u {§} and

let us prove that ¥ +r 6 — §’ by induction on the length of the deduction, ¢. Recall that
v¢ is ¢’ and notice that for £ =1 the deduction of §’ from ¥ uU {§} is simply

S1. 5,

where either §’ is an instance of an axiom, §' € ¥ or §’ € {§}. For each of these three

cases we construct a deduction of § - §’ from U.

1. If ¢’ is an instance of an axiom, we have the following deduction of ¥ - § — 4’

s;. & (instance of an axiom of Hr)
sp. 0> (6 —>0") (instance of C1)
s3. 00 (from s; and sy by C4)

2. If ' € ¥, we conclude that ¥ +r § — ¢’ using the following deduction:

s1. 0 (6" e W)
sp. &' > (6 —>06") (instance of C1)
s3. 00 (from s; and s by C4)

3. If &' € {0}, i.e. &' coincides with ¢, consider the following deduction of § — §:

si. (0->((0-0)—>0)=>((6—>(0—-0))—>(0—0)) (instance of C2)
s2. 0—=>((6>0)—0) (instance of C1)
s3. (02>(6-0))—>(6—-0) (from s; and sp by C4)
sq. 60— (0—>0) (instance of C1)
s5. 00— (from s3 and sq by C4)

i.e., -p & = 0, which implies W +p § — 4.

Now assume that whenever the length of the deduction of Wu{d} +r ' is ¢, there exists
a deduction of § - ¢’ from ¥ and let us prove the same for deductions of length ¢ + 1.

Assume that there exists a deduction of WU{0} +p ¢’ with length £+1: ~1,...,vp+1. Recall
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DNF

that 7,1 coincides with ¢’ notice that: if either the (£ + 1)*" formula of the deduction,
', is an instance of an axiom, ¢’ € ¥ or 0’ € {0}, then we proceed as in the base case;
otherwise, 7,1 should follow from inference rule C4 applied to two previous formulas
in the deduction, say 1 and 1) - ¢’. Since both v and 1 — 6" appear in the deduction
before the (£ + 1) line, by induction hypothesis there are proofs of § - (1 - ¢') from
U, say U1, ...,%n, and of & — ¢ from W, call it 9], ..., ¢}, so that consider the following

deduction of § = ¢’ from U:

s1. Un

Sn- Un (deduction of ¢ — (¢ - ¢') from V)
Sn+1- i
Sn+m- U, deduction of ¢ - v from W)

Snim+1. (0 = (1/} - 5,)) - ((6 - 7/’) - (6~ 5,))
Sn+m+2- (5 - '¢) - (5 - 6,)

/
Sn+m+3. 0 =0

(
(instance of C2)

(from s, and spim+1 by C4)
(from spim and spims2 by C4)
We proved that W +p § - §'.

Let 9 € Glob be any formula. We prove by structural induction over the formula § that

it can be converted into DNF.

For the base case, if d is of the form V¢ for some ¢ € Loc, it is already in the DNF. So,

let us assume that all subformulas of § can be written in DNF.

e If § is of the form —d’ for ¢’ € Glob, by induction hypothesis, ¢’ can be written in DNF:

n (My . .
&' is equivalent to \/ (/\ 53) for some {67 }icq1,...m;) € (YLocu -Vloc).

j=1 \i=1 je{l,...,n}

But then, making use of the introduced abbreviations for disjunction, we can write -4’

equivalently as ﬁ(G(/\Jéf)) = 7\ﬂ(/\]5£) = 7\(\/]—65) Notice that

j=1\i=1 j=1 =1 7=1 \z=1

S Ty .
it can be written equivalently as V/ ( A wf ), for some positive integers s, 71, ...,rs and
j=1 \i=1
literals {¢] }icqr,... 3 € (VLocu =Vloc).
je{l,...,s}

e If § is of the form 1 A o for some 91,9 € Glob then, by induction hypothesis, ; and
02 can both be written in the DNF:

ni m{ . n2 mJQ .
61 is equivalent to \/ | /\ 07 | and &> is equivalent to \/ | /\ &7
j=1\i=1 j=1\i=1
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mj . n mj .
But then, §; A9 is equivalent to ( \ (/\1 53)) /\( \ ( A 65)) . Applying the distribu-

j=1\i=1 j=1\i=1

n [Mj .
tivity of conjunction over disjunction 41 A ds is still equivalent to \/ ( A ¢§ ), for some
j=1 \i=1
positive integers n,m1,...,my, and literals {¢] }icq1,...m;) € (YLocu -VLloc).
je{1,..., n} D

We should observe that the semantics assigned to the global formulas in VLoc supports

the feeling that this quantification can be understood as an S5-like modality. Notice that a

normality-like axiom can be easily derived.

Lemma 2.2.2. Given 1,99 € Loc, Fr V(@1 = ¢2) = (Vi1 = Y2).

Proof. To deduce Fr Y(p1 = ¢2) = (Vi1 = Vo), we employ the deduction meta-theorem

MTD and construct a deduction of Yo from {V (1 — ¢2),Ye1} to prove that

S1.
So.
S3.
S4.
S5.
Sg.-
S7.
Sg.

Sg.

S10-
S11.-
S12.

S13.

S14.
S15.
S16-
S17-
S18-

S19.

{V(e1 = 92),Yo1} Fr Yo.

V(1= p2) (hypothesis)
V ((p1 = v2) < =(p1 A=p2)) = (V(p1 = p2) < V=(p1 A—p2)) (instance of N4)
V (1= p2) < =(p1 A—p2)) (instance of Aux1)
V(p1 = p2) < V=(p1 A =p2) (apply C4 to s and s3)
V=(p1 A =p2) (apply C4 to s; and s4)
Vi (hypothesis)
V=(p1 A —~p2) = (Vo1 = (V=(p1 A ~p2) AVe1)) (instance of Aux2)
V1 = (V=(p1 A ~p2) A V1) (apply C4 to ss and s7)
V=(p1 A=p2) AV (apply C4 to sg and sg)
V=(p1 A=p2) AV <V (=(p1 A=p2) Apr) (instance of N1)
V (=(p1 A ~p2) A1) (apply C4 to sg and s1p)
V (=(p1 A =p2) A1 < o1 A p2) (instance of Aux3)
¥V (=(p1 A ~p2) Apr < @1 Agpa) >
= (V(=(p1 A —p2) A1) < V(o1 Ap2)) (instance of N4)
V (=(p1 A —p2) A1) < V(o1 Apa) (apply C4 to s12 and s;13)
V(p1 Apa) (apply C4 to s11 and sj4)
V(1A p2) < Y1 A Vo (instance of N1)
V1 A Vo (apply C4 to si5 and s16)
Vi1 A Vs = Vo (instance of Aux4)
Vo (apply C4 to s17 and s;3)
O
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Example 2.2.3. Recall Example 2.1.6. From the commutativity equation we obtain the
axiom Y(s(ni,n2) ~ s(ng,n1)), for ny,ny € N. By using also Eq3-Eq4, EqC1-EqC4, N1, and

finally applying inference rule C4, we can easily show that

Vin~vavnsb),Y(m~avm=b),V(s(a,b) ~c) Fpeom V(n ¢ m — s(n,m) ~c). A

2.3 Soundness and Completeness

We now prove that Hr is a sound and complete deductive system for the logic based on the
class A of all algebras that satisfy I'. In this way, we ensure that the syntactic consequences
derived from Hr correspond exactly to the conclusions that we can entail from the semantics

that we have set out.
Theorem 2.3.1. The deductive system Hr is sound.

Proof. The proof of soundness follows by induction on the structure of the deductions. In this
sense, we must prove that each axiom and the inference rule of Hr are valid. The proof of
validity of all axioms and inference rules is straightforward, however we detail some of them

by their different nature.

Eq4 To prove that Eq4 is valid, consider an F-structure (A,S) with A € A and let p € S
represent any possible outcome for which A, p IFioc t; ~ ¢ , i.e, [t;]% = [ti]% for each i e
{1,...,n}. Then, obviously [f(t1,....tn)]% = [f(t], .-, t5)]%, and A, p ikioc f(t1, .. tn) »
F(E,th).

N2 For N2, let ¢ € Loc be any local formula and let (A,S) be an F-structure with A € A
such that (A,S) I V=g, i.e., A, plkoc —~p for every p € S. It means that there exists at
least one p € S for which A, p Ifoc ¢ and we easily conclude that (A,S) IF =V.

N3 To check that N3 is valid, let ¢ € Loc be a local formula such that names(¢) = @ and
consider (A,S) to be any F-structure with A € A and such that (A,S) - =V, i.e., there
exists an outcome p* € S such that A, p* I-c ~. Since names(p) = &, the satisfiability

of ¢ does not depend on the outcome p €S, so that A, p ke - for every p e S. Hence,
(A,S) IF V-g.

E(T") For the validity of E(T'), consider a Horn clause s; ~ s},...,s, # s, = s~ s €I, a
substitution ¢ € T(N)¥ and an F-structure (A,S) with A € A and let us check that
(A,S) I V((o(s1) » o(sh) A...no(sn) » o(s))) = o(s) ~ o(s")). For this purpose,
consider p: N - A to be any outcome in S and assume that A, p Ikoc 0(s1) » o(s]) A
...~N0o(sp) ~ o(s),). By noting that [-]2 oo : X - A and recalling that A € A, i.e., the

algebra A satisfies all clauses in T', we easily conclude that A, p IFoc o(s) = o(s'). O
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Remark 2.3.2. Recall that a set of global formulas A € Glob is consistent if there exists § € Glob

such that A #p 6. Since the EQCL is classically based, A #p ¢ if and only if Au{-d} is

consistent. Furthermore, as a consequence of Lindenbaum’s Lemma and given any set K, we

have that {T\L}Zékz | ke K} is consistent if and only if, for every k € K, there exists 1 < ix < ny
i=

such that {J;;, | k € K} is consistent.
Theorem 2.3.3. The deductive system Hr is complete.

The proof of completeness that we will present after a few technical details, is the combi-
nation of several well-know techniques used to deal with equalities, quantifiers and classical
reasoning. We follow the usual contrapositive approach and prove that: given A < Glob and
€ Glob, if A tfp ¢ then A # 4 6. Let us fix the context and prove some auxiliary results that
will be useful throughout the proof. Once we assume that At ¢, we will be searching for an
F-structure (A,S) such that A satisfies I, (A,S) I A and (A,S) If 6. With this mindset, let

us begin by writing each element of A u{-d} in disjunctive normal form:

{5D”F TG Kws,j,i [EeAu {ﬂé}}, (2.1)

j=1i=1

where mg,n; € N, and 9¢ j; € (VLocu =VLoc). Then, let

{/\ Ve jei | E € AU {—«5}} be a consistent set (2.2)
i=1

constructed by one disjunct of each element in (2.1), according to Remark 2.3.2.

We will be looking for an F-structure satisfying each of the following relevant atoms:

RelAt(Au{-01) = U {¥ejors - ¥ejom,, | € YLlocu-Vloc. (2.3)
£eAU{-6) ¢

We follow a Henkin construction [69] to define the F-algebra A, adding enough constants
to the language in order to introduce all the necessary witnesses for formulas of the form -V .
Note that the set of local formulas is countable and thus we introduce a set of new constants
for each of them, which we will use to instantiate all names in N: Ugeloc {Cpn |7 € N}. The

extended signature by F* coincides with F in all but
Fi=Fou| U {cpm|neN}|.
peloc

The set (2.3) is extended with the witnesses for existential formulas by considering an enu-

meration for Loc x Loc and then considering the following inductive definition:

Wo
I/Vi+1

RelAt(A U {-6))
Wiu vl > (V-pl]

?@ A (VSO? - V[gp?]al ))} for each i e N,



where names(}) U names(¢?) = 7 = {n1,...,nm}, G = {Comys---,Conn }- This way, given
i € N we introduce, where appropriate, a witness for —N(p%.
To prove that the union of this family of sets is consistent with respect to the extended

signature F*, we need to prove an auxiliary Lemma.

Lemma 2.3.4. If W; I—IE+ (—-Vgo% A V[go%]gpl) v (—-V(pz1 AVQ? A=Y [p2]2 )

[

) then
W; r—113+ (—W’cp} A Vgpzl) Vv (—Ngo% A Vgp? A —ng?) .

Proof. Assume that W; I—§+ (ﬁVgpil A V[goll]? ) )v(ﬁVgpil A Vgo? A ﬁV[pf]? 1) and let w = 1...¢0p
» @

denote a deduction of it. Note that we can éhange all the new constants ¢ 1 back to names,

( t ‘ P
[w];z1 = [772)1];11 e [dJn];Zl, and obtain a deduction of

C_1
i

(Wil w1 [(ﬁ\w} A V[@Hewl) v (ﬂ\wi AV A YTTE )]

Let us check this. Given [ € {1,...,p},

C 1
i

n

o if Yy e W, [W]:{pl1 e [Wi]

1

é
o if ¢y € Tp+ (V) is an instance of an axiom, [¢;], " is an instance of the same axiom,

o if 9y results from applying C4 to vy, ,,, where v, should be of the form 1;, — 1y, then
¢ é é
[1/14];’1 results from applying C4 to [1/}l1];11 , [1#12];}.
We proved by induction in the structure of the deduction w that
Col  p+ . . !
il e (et aVIRE, ) v (el v a-vighlE )| 7

According to definition of replacement for global formulas and since ¢ 1 are new constants

~ _ € 1
occurring nowhere else, [(ﬁVgoZl AV} 1) % (ﬁVgoZl AY@? A=Y [p?]2 . )] " is the following
®i [

@

n

global formula V (ﬁV<p} A Vgp%) % (—-Vgo% A V(p? A —-Vgo?) - On the other hand, ¢ 1 does not occur

¢ 1 .
in W;, and so, [W;].”* = W;. This shows that W; -1 (=Ve} A chzl) % (ﬁVng-l AYQ? A ﬁv%g).
O

We are now able to prove the main Lemma, which states that the limit of the previous

nondecreasing sequence of sets {W };ey is consistent.

Lemma 2.3.5. W = U;en W is consistent (regarding F*).
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Proof. Let us prove by induction on 7 € N that W; is consistent: Wy = RelAt(A u {-d})
is consistent immediately from (2.2). Then assume that W; is consistent but W;.; is not

consistent. In this case, W, I—IE+ 0 for any 6§ € Globp+. In particular,

Recalling that Wj,1 = W;u {—N(p} - (V[—mp}]? LA (ch? - V[p?]2 | ))} and using the deduc-
i ¥
tion meta-theorem MTD it follows that

Wirk" (<ot (VimellE, (vt = VIHE, ))) = (- (~vet = (YImel1E, A (vet = viet2 ).

i

iff Vi mp Ve A (V[ﬂsozl]?w1 A (W? - Ve, ))

i Wil Vol (VIGHE, v (¥ > ¥Ie12 )

iff Wi -E vl A V]pl]? V2 A=V [¢?]

T Pi Pi 1 Py Py -

i (ﬁv%l AVl ]2

which, using Lemma 2.3.4, leads to
Wi bpe (=Yl AV ) v (Ve AVEE A=Yl (2.4)

which is a contradiction and ends our proof that W is consistent with respect to F™. O

Now that we have some ingredients, we proceed with the proof of completeness.

Proof of Theorem 2.3.3. Consider A ¢ Glob, § € Glob and assume A # §. We need to prove
that A # 4 9 by defining an F-structure (A,S) such that A satisfies ', (A,S) I- A and (A,S) Iff
J, i.e., (A,S) should satisfy the set of relevant atoms in (2.3), (A,S) I+ RelAt(A u{-6}).

To define such F-structure, recall the Henkin construction carried out previously and
consider the set W = U;ey Wi € Globp+ that was proved to be consistent in Lemma 2.3.5,
regarding the extended signature F*. Let = ¢ Globp+ be a maximal consistent set extending
W, whose existence is guaranteed by the Lindenbaum’s Lemma (Lemma 1.1.8), and con-
sider the congruence relation = over Tp+(N) defined by t1 = to iff V(t; ~ t2) € 2. Axioms

Eql-Eq4 together with Lemma 2.2.2, make = be a congruence relation. We define A to be the
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the quotient F*-algebra Tg+(N)/=. Note that by definition of =, by E(T"), C4, Lemma 2.2.2,
and recalling that = is maximally consistent, it is easy to check that A satisfies I'. For the
construction of S we choose to define an outcome for each element of -VLoc in Z. Given
Vo eZ, let p7'%: N - A be the outcome defined by p(n) = [c,,]= for each n € N. Finally,
define S = {pﬁ\w | -Vpe E} Note that S # @ because, given t € T(N), axiom Eql implies that
V(-(t #t)) € Z, which together with axiom N2 means that -V (t #t) € =.

In order to conclude that actually (A,S) I+ RelAt(A u {=d}), observe that we can easily

prove by induction on the complexity of ¢ € Loc that: given -=Vq € =,

V[go]?% e Z if and only if A, p7 % IFoc [@]2 , where names(yp) = 7. (2.5)

Cpp
To prove that (A,S) is a model for RelAt(A u{=d}), recall that RelAt(Au{-d}) € VLocu
-VLoc, let v € RelAt(A u {=d}) and then prove that (A,S) I+ v by analyzing the two possible
cases for ~:
e if v is of the form V¢ with names(y) = 71, we need to prove that for any p €S A, p k¢ ¢.
Let p € S and recall that p was motivated by some -V¢q € =, say that p = p~"#°. Since
Vi € RelAt(Au{-d}) c E it follows that V[go]?% € Z by construction of W. By (2.5) we
conclude that A, p~"#0 |- [@]2

Eoy? which according to definition of p~7%0 implies that

A, p770 Ihpoc .

e on the other hand, if 7 is of the form -V with names(-¢) = names(y) = 7, consider the
already defined outcome p~"% € S. Notice that since ~V¢ € = it follows that V[ﬁcp]gp €E.
The observation (2.5) implies that A, p~"% IFee [ﬂgp]gv, which by definition of p~"%

implies A, p™"% IFoc ~p. Therefore (A,S) I- ~V.
We conclude that (A,S) satisfies the set defined in (2.2), and therefore (A,S) - Au{-d}.

Hence, A ¥4 0. O

This concludes the soundness and completeness results for EQCL. We are now able to use
indistinctively the syntactic consequence relation 1 and the semantic consequence relation
E4 provided that the basic class A of algebras is axiomatized by the set I' of Horn clauses
over X.

The development of other calculi as sequent calculus [63] or labelled tableaux [17,109]
would be interesting and would ease syntactic deductions, however was outside the scope of

what we intended to do. Even though, it constitutes an interesting topic for future work.

2.4 Decidability and Complexity

In general, EQCL cannot be expected to be decidable, as equational theories can easily be
undecidable [13]. Combinatory logic [46], that we present in Example 2.4.1, is an example of

an undecidable equational theory.
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Example 2.4.1. Consider a signature with constants S, K, I and with the binary infix symbol

‘.7, The equational theory induced by the following set of equations is undecidable:
I={T-a~z, (K-z)-ysz, (S-2)y)z~(@2)(y2)}. A

We will show, however, that this logic is decidable if we just require that the base equa-
tional theory is convergent. We may wonder whether the logic would not be decidable by
considering decidable equational theories in general, even those for which do not exist any
rewriting system decision procedure to decide the validity problem, as is the case of the decid-
able equational theory induced by the commutative axiom (see [51]). Indeed, it would be very
interesting to explore that in the future. For now, it is outside the scope of what we intend to
do, as the majority of the equational theories underlying information security examples are
generated by convergent rewriting systems. All the more, we take advantage of the rewriting
systems underlying equational theories to draw a decidability result. Our decidability proof is
actually more informative, as we develop a satisfiability procedure for EQCL by a polynomial
reduction to the satisfiability problem for classical propositional logic. That said, our setup

is, from now on, that I" is a convergent equational theory.

2.4.1 Satisfiability

Throughout this subsection we analyze the satisfiability problem for EQCL (SAT-EqCL) and
provide a satisfiability algorithm that reduces SAT-EqCL to the SAT problem for classical
propositional logic.

The SAT-EqCL problem consists in deciding the existence of a model for a global formula,
i.e., given ¢ € Glob, SAT-EqCL decides the existence of an F-structure (A,S) satisfying d.

In general, the satisfiability solvers require a particular format for the input formula [65].
The standard input representation for the SAT solvers is the CNF. Following this line, we
begin with a detailed analysis of the CNFSAT-EqCL problem for EQCL, the satisfiability
problem whose input is restricted to formulas in conjunctive normal form, and then proceed

with the satisfiability result.

Moving to the propositional context

To properly describe the algorithm that reduces SAT-EqCL to SAT, we need to translate local
formulas to the propositional context. Hence, let us consider a set of propositional symbols
corresponding to equations between nominal terms Eq(N)P = {py,~t, | t1,t2 € T(N)}, and then
define the translation of a local formula ¢ € Loc to a propositional formula prop,, inductively,
by:
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e if ¢ is of the form ¢; ~ 2, prop,, is precisely p,xt, ,
e if ¢ is of the form -4 then prop,, is —prop,, ,
e if ¢ is of the form ¢ A 2 then prop,, is prop,, A prop, .

Furthermore, since the satisfiability of EQCL will be reduced to the satisfiability problem
of classical propositional logic, we must import the algebraic requirements to the propositional
context. For this purpose, assume that we want to test the satisfiability of a global formula
6 € Glob and let RelTerm® ¢ T(N) represent the set of relevant nominal terms for 4. RelTerm®
should embrace subterms(d), their normal forms with respect to the convergent rewriting

system R underlying I' and still the equational theory instantiated on them:

RelTerm? = subterms(8) U {t|| t € subterms(8)} U subterms(A”),

where A® = {o(t) ~ o(t') | (t > t') € R, 0 € subterms(§)~}.
The propositional symbols of interest are those that represent equations between terms in

RelTerm®, and are gathered in the set
B = {Pt1~t2 | t1,t0 € ReITerm(S}. (2.6)

Equational statements must obey some relations, to be imposed on their representatives.
These relations are established in ®° and correspond to a reflexivity-like property incorporat-

ing the equational theory, symmetry, transitivity and congruence:

%= {pyary | t € RelTerm®} U {ps,aty = Promt, | t1,t2 € RelTerm®}u
{Ptints A Prosts > Prists | 11, t2, t3 € RelTerm® Ju (2.7)
{ptl%tll/\ RN Pt ~t!, = pf(tly"'yt’n)lzf(tl )] | tl,tll, -~-;tn,t»,n7f(t1; 7tn)i, f(t,h ,t;l)iE ReITerm‘S}.

19

Note that for each ¢ € RelTerm?, Pint is a propositional consequence of ®°.

We should emphasize that, since subterms(d) has linear size on the length of § and the
equational theory is convergent, RelTerm® is well defined and has polynomial size on the length
of §. Denoting RelTerm®| = k, ® has at most k + k2 + k% + k2%*2 clements, where a is the

§

maximum arity of the function symbols occurring in RelTerm®. We drop the superscript §

when it is clear from context.

CNFSAT-EqCL problem

The CNFSAT-EqCL problem consists in deciding the existence of a model for a global formula

6 € Glob given in conjunctive normal form.
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ng .
To test the satisfiability of a global formula § € Glob given in CNF by x \; 6!, one
j=li=1

computes the set B of propositional symbols described in (2.6), the set P9 of propositional
formulas described in (2.7) and then use Algorithm 2.1 to decide whether the given formula
is satisfiable or not. Note that each conjunct is a disjunction of literals. Specifying explicitly
those components, ¢ is given by:

j/\l(vqp{v...vvnglj v—-chjlv...vﬁvwij).

The conversion to the propositional context is based on the idea that there should exist as
many copies of B° as the number of existential formulas —VLoc occurring in 4. In its very last
description, § counts with Z;’il k; formulas of -VLoc, so let B* carry such number of labeled
copies of BY:

- k‘j/ o
B = UJ UV peByuB.

§'=10=1

ki
When kj =0, ZIL]JI{pU,’“ | p e B} represents the empty set.

Algorithm 2.1 CNFSAT-EqCL solver based on SAT
1: procedure CNFSATEQCL

2: input: global formula § given in CNF by A (Vw{ VvV v Vel vy ﬁvwij)
j=1

3: output: Sat or Unsat depending on whether ¢ is satisfiable or not
m ok
4: propositional symbols: U LJJ {p[J '] lpeB°YuB’
jr=1e=1
m Ky i g . 5 -
5: Q= N[ A A gb[J LT A 10) > incorporate ®° in @)
Pe®d \j'=11'=1
6: for j=1tom do > define the j** conjunct
7 Qj =1
8: for s=1ton; do > incorporate each ng in Q;
9: Q=Qv| A k/j\ prop!?“ A prop, ,
' J- J j'=10=1 ’(/15 ¢g
10: for /=1 to k; do > incorporate each ﬁchZ in Q;
11: Q] = Q] \% —-pI’Op[J;-Z:|
¥e
m
12: Q=Qnr A\Qj > propositional formula ) corresponding to §
j=1
13: return sat_solver(Q) > return Sat if () is satisfiable and Unsat otherwise

Given a global formula § € Glob written in conjunctive normal form, the CNFSAT-EqCL
solver tests the satisfiability of d by reduction to a SAT solver, which is represented in Algo-

rithm 2.1 by an auxiliary procedure sat_solver that returns Sat or Unsat, depending on whether
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the propositional formula given as input is satisfiable or not. Notice that we have fixed a con-
vergent equational theory I', so that the sets of propositional formulas B° and ®° are well
defined and have polynomial size on the length of §. Recall once again that each conjunct is
written as a disjunction of elements from V0locu -VLoc. Satisfying an element of the form
VY imposes that ¢ must be verified in all possible outcome, whereas satisfying a formula as
-V requires that at least one possible outcome satisfies —p. Therefore, our reduction to
the propositional context must carry this sensitivity. In this way, the satisfiability of those
conjuncts is tested using several labeled copies of propositional symbols (one copy for each
literal of the form -VLoc), as if they had embedded several valuations (exactly one for each
literal in —VLoc). The labels are extended from the propositional symbols to the propositional
formulas as expected. When the resulting propositional formula is satisfiable, we conclude
that § is also satisfiable.

Let us illustrate the satisfiability procedure in a small example.

FDY FDY

Example 2.4.2. Recall the signature introduced in

Example 2.1.7. Let us use Algorithm 2.1 to test the satisfiability of the CNF formula:

and the equational theory

V(m k) A=Y ({{n}i)y, ~m(a,n)). (2.8)

Note that, in this case, @ is simply a conjunction of several propositional formulas. We reveal
just a few of them in order to conclude that the SAT solver would return Unsat in this specific

case. From the construction, @1 A Q2 would look like

[2,1] [2,1]
PrOPmsk A PrOPmak A PIOP () )2 ms (am)

(2,1]
{n}r};'en

holds. By the transitivity representative in ®° we conclude that prop

(2,1]
w2 (a,n)~n

and prop
(2,1]

2,1
{{n}r}y'~m2(an)
derivable. The propositional representative of congruence, also allows us to conclude that,

[2,1] [2,1] .
o ks (nhyate{{n}e}o! must also ho[ld.]By transitivity, one concludes that

2,1 . . 2.1
PrOP (4 11y () holds, which contradicts ()s, ~PrOP (b vt ()
Hence, the formula (2.8) is not satisfiable. A

But then, recall the presence of ®°, which would imply that prop
is

since prop holds, prop

Lemma 2.4.3. If T is a convergent equational theory, a global formula § € Glob in CNF is
satisfiable iff Algorithm 2.1 returns Sat.

Proving this Lemma requires showing that satisfiability at the propositional level carries
over to EQCL. For this purpose, given § € Glob, we define a translation of outcomes with
values in an F-algebra A with carrier set A to valuations in the propositional context, and vice-

versa. For the first kind of translation, let us denote by v(.) the transformation of outcomes
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into valuations, v, : AN {0,1}8 such that, given p € AN, the corresponding valuation
v, B —{0,1} is defined by:

p(Printy) = 1 [Ea]} = [tafly- (2.9)

This translation is sound and complete. The following Lemma is easily proved by induction

on .
Lemma 2.4.4. For each ¢ € subform(8) nLoc and p e AN, A, pirioc @ iff v, (prop@) =1.

For the second kind of translation, we denote by [-] the transformation of valuations into
outcomes [-] : {0,1}8 - p(AN) such that, given v € {0,1}5,

[v] = {pedl|v,zv} (2.10)

where v, was defined in (2.9) and = represents equality of functions. The role of this translation
is simply to gather all the outcomes that would lead to the same valuation. To prove that

this translation is sound and complete we need the following auxiliary result.

Lemma 2.4.5. For any terms ty,ty € subterms(8) and valuation v € {0,1}5 such that [v] @,
v (Ptynaty) = L iff A, pibioc t1 ~ 2 for every p e [v].

Proof. Let t1,ty € subterms(§) and v € {0,1}53 be a valuation such that [v] # @. For the
direct implication assume that v (ps;~t,) = 1 and note that for each p € [v] we have v, = v,
which implies that v, (ps,~t,) = 1. By definition of v it is equivalent to [t1]% = [t2]%, and
therefore to A, p Ikoc t1 # t2. Reciprocally, assume that for every p € [v] A, p IFjoc t1 » Lo, ie.,
Up (Ptynto) = 1. This implies that v (pg e, ) = 1. O

Lemma 2.4.6. For any formula ¢ € subform(8) n Loc and valuation v € {0,1}5 such that

[v] +@, v (propw) =1 iff A, pirioc @ for every p e [v].
Proof. The proof follows by structural induction on ¢ and makes use of the previous result.

e if © is of the form t; ~ t5 the result follows from the previous Lemma,

e if ¢ is of the form -y’ for some ¢’ € Loc, then ¢’ € subform(d) and the following
equivalences hold:
v (propw,) =1
iff o (ﬂpropw,) =1
iff w (prop@,) =0
ifft v, (prop¢,) =0, for every p € [v]
iff A pifiec @', for every p e [v]
ifft A, pikec ', for every p e [v]
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e if o is of the form @1 A o for some @1 A @y € Loc, then ¢y, @9 € subform(d) and we have
the following equivalences:
v (Propy, ng,) = 1
iff o (prop% A propw) =1
iff w (propw) =1land v (propm) =1
iff v, (propwl) =1 and v, (propw) =1, for every p € [v]
iff A pirec o1 and A p Ikoc @2, for every p e [v]
iff A plFiec 1 A 2, for every pe[v]. =

The proof of Lemma 2.4.3 needs one more technical Lemma, that will later ensure that
there always exist at least one outcome corresponding to each valuation in the propositional

side.

Lemma 2.4.7. Giwen a valuation v € {0,1}3 that satisfies ®°, we have
] = {p e (T(V)2)N vy 2} + 2,
where = is the congruence relation on T(N) generated by the following rule:
given s~ s' €T and o e T(N)X, o(s) = o(s").

Proof. Let v € {0, 1}6 be a valuation satisfying ®° and let us define a congruence relation
=, & (T(N)/=xT(N),=) generated by the rule:

for every ty,ts € RelTerm, [t1]= =, [t2]= iff v (pyw~ty) = 1.

Note that =, is compatible with =, in the sense that =, is well defined and the definition
does not depend on the representative element of each equivalence class of =. Indeed, given
t1,t2,t],t5 € RelTerm such that

t] € [t1]= (2.11)

and

th e [to]= (2.12)

we easily prove that if v (pgw~e,) =1 then v (ptrl%) = 1. For this purpose, note that by (2.11)
we know that t1 |= ¢} |. Since t1,t] € RelTerm, then ¢; |,¢] € RelTerm as well. Additionally,
Pty~ty, and Pt/ ~t]) are propositional consequences of ®°. Since v satisfies D, by symmetry and
transitivity, we are now able to conclude that v ( Pty ) =1, which together with v (py,~t,) =1

implies that v (ptr1 NtQ) = 1. A similar reasoning can be done from (2.12) to conclude that

v (Pt'lwtg) =1
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Let [[t]=]Z, be a representative for the equivalence class [[t]-]_ and consider the outcome

p’'s N - T(N):
n o~ [[n]:]

We now check that p” € [v], i.e., vpe v : given py e, € B,

Vpv (Ptyaty) = 1 iff [[tl]]gv = [[tQMU (by definition of v.y)
iff [[t1]=]Z =[[t2]=]Z, (by definition of p”)
iff  [t1]= =y [t2]= (two equivalence classes are either equal or disjoint)
iff v (peywty) =1 (by definition of =,)

iff U(ptwtz) =1

Since pY € [v], it follows that [v] + @. O

Proof of Lemma 2.4.3. Let § € Glob be any global formula given in CNF. To prove the direct

m Mj .
implication, consider an F-structure (A,S) satisfying 0: (A,S) I A \} 67. This means that
j=li=1

for each j € {1,...,m}, (A,S) IF V &]. Since each &7 is a literal, we can rewrite it as
i=1

(A,S) I- ﬁVQO{V...\/ﬂVQOijVv1p{v...vv¢%j.

Note that for each conjunct, j € {1,...,m}, at least one of the disjuncts must be satisfied, i.e.,
either there exists £ € {1,...,k;} such that A, p IFjec —-(pg for some p €S, (2.13)
or there exists s € {1,...,n;} such that A, p I ¢! for every peS. (2.14)

Given j € {1,...,m} such that k; > 0, consider each £ € {1,...,k;} and let us denote by p“pg an
outcome in the conditions of (2.13) if one exists, and any other outcome of S in case there is

no outcome in conditions (2.13), since any other satisfies all the positive literals, as stated in

(2.14). Collect all these valuations in the set V; = {v pire U i } Then, consider any other
p1 o kj
outcome p € S and let Vj = {v,} for every j € {1,...,m} with k; = 0. The set of all valuations

m
of interest is the set V = U V; u{v,} < {0, 1}65.
j=1

Remark 2.4.8. Observe that, for each j € {1,...,m}, all the valuations v € Vj satisfy the propo-
sitional formula @? = \/:L:j1 Prop,; Y \/Z 1 ﬁpropcpz by simply noting that it results from (2.13),
(2.14) and from Lemma 2.4.4. Furthermore, all these valuations also satisfy the propositional

formula Agep ¢, as (A, S) satisfies each instance of Eql-Eq4 and E(T').

Now let us merge all the valuations of V together into a valuation v* : B* — {0,1} over
the set B*, defined by:
v () = v ()

Pt
v*(p) v,(p),
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for each p € BY, and observe that v* satisfies:
1 VIS [.4]
Q=N /\/\ng Ing /\/\ \V/ /\/\propj A Prop,; v\/ —prop 5 |-
Ped \j'=1¢'= s=1 \j/'=1¢'=1 e
To conclude this, note that:

e For cach ¢ € @, j' € {1,...,m} and ¢ € {1,...,ky}, by definition of v* and using
Remark 2.4.8 we have v*(¢l/"¢1) = v 1 (#) =1 and v*(¢) = vy(9) = 1.
Y

e For each j € {1,...,m}, recall observations (2.13) and (2.14) and notice that: ei-
3 * [7Z] — —
ther there exists an ¢ € {1,...,k;} such that v (ﬁpropw]Z ) = vai (ﬁprop%) =1,
or there exists an s € {1,...,n;} for which all the outcomes satisfy 7, and so, for
each j' € {1,...,m} and ¢ € {1,...,kj}, we use the definition of v* to conclude that
v (propwg ]) = vai,r (propwg) =1 and v*(propwg) = vp(propwz) =1

Hence, Algorithm 2.1 returns Sat.

Reciprocally, assume that Algorithm 2.1 returns Sat, i.e., there exists a valuation

v*: B* - {0,1} that satisfies ). In particular, v* satisfies @; for each j € {1,...,m}:

s=1 \j'=1/¢=1 L

(\/ ( A /\ pr0p I'n prOPwa) v \/ ﬂpmpgj’ve]) =1. (2.15)

Consider the valuations V* = {v} u G{Ujl v UG]S S {0,1}36 where, for each
jef{l,...om}y and € e {1,....k;}, vy is the projection of v* over the [4,£]" copy of B’
in B* and is defined by

v (p) = v* (pV),

and v is the projection of v* over B? and is defined by

v(p) =v*(p),

for each p € B%. These are the relevant valuations for the remaining construction.

Now we define a model (A,S) for . Begin by defining the quotient F-algebra A = T(N) =,
with carrier set A = T(N),=, where = is the congruence relation on T'(IV') generated by the
following rule:

given s~ s’ € and 0 € T(N)~, o(s) = o(s").

From a simple observation we find that, given s € T(X) and o € T(N)X, o(s) = o(s |).
Besides the definition of A, we need to define S. Let S = {p; | v € V*} where, for each v € V*,

py € [v] is an outcome chosen from [v], whose existence is ensured by Lemma 2.4.7.
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To prove that (A,S) is actually the F-structure we are looking for, we observe that A
satisfies I' immediately by definition of = and remark that @ 4& S ¢ AN as an immediate

consequence of Lemma 2.4.7. Finally, we check that (A,S) I+ /\ V 5J or, in other words, that
J=14=1

for each j € {1,...,m}, (A,S) I+ V@Z){ V...V Vw%j v ﬁVngl Y, ﬁch?Cj, which is immediate
from (2.15) by simply observing that for each j € {1,...,m}:

e cither there exists £ € {1,...,k;} such that v* (ﬂprop[jj’-g]) =1, Le., v (ﬂprop@j) =1 and,
4

by Lemma 2.4.6, A, pv[ 1 'Floc —-cpe which implies that (A,S) I+ ﬂchE,

e or there exists s € {1,...,n;} for which v ( A /\ propl[b] TA propw]-) =1, i.e., for every
=10/ :

j e{l,...,m} and ¢ € {1,...,kj}, we have v o (propwj) =1 and v(propd}j) = 1, which
implies that (A,S) I V1!, 0

Tseitin-like transformation on EqCL

We described an algorithm to decide the satisfiability of global formulas written in CNF.
However, rewriting a formula into conjunctive normal form can lead to an explosion on the
length of the formula. Therefore, instead of simply expanding a given formula to CNF, one
usually decides the satisfiability of a global formula § € Glob by analyzing the satisfiability of
an equisatisfiable CNF formula.

In classical propositional logic, the satisfiability of a given propositional formula is usually
decided by testing the satisfiability of an equisatisfiable formula in conjunctive normal form
that is obtain through the Tseitin’s transformation [107]. Let us follow the steps for classical
propositional logic and import the Tseitin’s transformation to EQCL.

The Tseitin-like transformation for EQCL allows us to convert any global formula § € Glob
into an equisatisfiable CNF formula, with only a linear cost on the length of §. In EQCL,
the idea is to introduce additional atoms V(n‘f’ ~ ng’) for every non-atomic subformula ¢ of
d, ensuring that V(n‘ls, ~ ng,) < ¢’ and, in the end, also ensuring that the former formula is
satisfied by imposing ¥ (n{ ~ n3).

In this sense, given a global formula § € Glob, we consider the set of all subformulas of
0 that are not atoms, subform(d) \ YLoc, and fix a pair of new (distinct) names for each of
them. To ease notation, we denote by Vat(d’) the atom corresponding to the subformula
d" € (subform(d) \ VLoc). Furthermore, we abuse notation and also denote an atom ¢ €
(subform(d) n VLoc) by Vat(d’). In short:

vat(s") ! if ¢’ € subform(d) n YLoc
a = ! /
V(ng ~n3) if &’ e subform(d) \ VLoc
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. ! ! . .
where the names in (Ué‘lesubform((s)\vLoc{n({ ,ng }) c N are new and distinct from each other.

For each non-atomic subformula §’ € (subform(d) \ VLoc), we define the additional
conjuncts tc(0’) representing the equivalence Vat(é') < ¢ in CNF according to the
structure of §:
tc(—v) = (Vat(=¢) v Vat(¥)) A (=Vat(-1)) v =Vat()));
te(1athe) = (=Vat(ihy Ahe) v Vat(11))A(=Vat(wr A )vVat(we ) )A(Vat(yr A e)v=Vat(i )v-Vat(1s));
te(Yrvepe) =(Vat(¢r v o) v=Vat(yr) )A(Vat(Pr v o) v-Vat(ve) )A(=Vat (1 v o) vVat () vVat(y2)).

We define the Tseitin-like transformation on EQCL simply as:

tt(5) = Vat(d) A A\ tc(d").
6’e(subform(§)\VLoc)
Notice that the obtained CNF formula has linear size on the length of §, since subform(¢)
has linear size on the length of § and the transformation tc(-) increments the length of the
formula only by a constant. As corollary of the previous construction we have the following

Lemma.

Lemma 2.4.9. Given 0 € Glob, there exists an equisatisfiable formula 6’ €Glob in conjunctive

normal form whose length is linear on the length of § and can be computed in polynomial time.

Proof. As we already observed, the Tseitin-like transformation described above converts any
0 € Glob into a global formula tt(¢d) in conjunctive normal form with linear size on the length of
6. This Tseitin-like transformation can be computed in polynomial time as described above.

To check that tt(d) is equisatisfiable to d, note that each model for § can be extended
to the new names in order to be a model for tt(§) and any model of tt(d) can lead to a
model for § simply by ignoring the values assigned to the additional names introduced by the

Tseitin-like transformation. O

Please note that this construction is equivalent to substituting each atom occurring in § by
propositional symbols, applying Tseitin’s transformation (in the propositional context) to the
resulting propositional formula and afterwards replacing all the new propositional symbols by

additional atoms V(n; ~ ng), composed of new and independent names n1,ns.

Example 2.4.10. Recall Example 2.1.7. Using the Tseitin-like transformation for EQCL,

we can obtain an equisatisfiable formula in CNF for

(V(m~ k) vY({n}i}, »n)) =V ({{n}i},, = m2(a,n))

as follows: begin by rewriting the formula without the connective —, introduced by abbrevi-

49



ation, and then identify its subformulas that are not atoms
o1

S(Vm k) VY ({{nhidl v m)) vV ({{ndidyt ~ maam)).

O

The CNF formula equisatisfiable to § is:
tt(0) = Vat(d) Atc(01) Atc(d) Ate(d),

where
te(31) = (Vat(31) v=Y(m = k) A(Yat(61)v=y ({{n}};  n)A(=Yat(d) v ¥ (m = E)VY({{n}i};) = n)),
tc(d2) = (Vat(d2) v Vat(d1)) A (=Vat(d2) v =Vat(d1)),
tc(8) = (Yat(d) v ~Vat(d2)) A (Vat(d) v -V ({{n}r};l ~ m(a,n))) A
A, (=Vat(8) v Vat(da) v V({{n}i )l # ma(a,n))). A

SAT-EqCL problem

In the more generic context, we are looking for a procedure to decide the SAT-EqCL problem,
i.e., to decide the existence of a model for a given global formula § € Glob. As already noted,
the classical expansion of § to CNF can lead to an exponential explosion on the length of the
formula. For this reason, in general, the more efficient way to reduce the SAT-EqCL problem to
CNFSAT-EqCL is not by looking for a global formula in CNF equivalent to §, but by exploring

the Tseitin-like transformation for EQCL and come up with an equisatisfiable formula.

Theorem 2.4.11. IfT" is a convergent equational theory then the SAT-EqCL problem is de-
cidable.

Proof. Given a global formula § € Glob, we use the Tseitin-like transformation for EQCL to
convert ¢ into an equisatisfiable formula tt(J) in conjunctive normal form. Then, we run the
CNFSAT-EqCL solver presented in Algorithm 2.1 on tt(d). If CNFSAT-EqCL returns Sat then
tt(d) has a model, and so ¢ has a model; if it returns Unsat, then tt(J) is unsatisfiable and ¢

is also unsatisfiable. O

Note that, alternatively, we could have chosen, as usual for the satisfiability solvers, to
reduce the SAT-EqCL problem to a 3 CNFSAT-EqCL solver that, instead of accepting any CNF
formula as input, would require the formula to have at most 3 disjuncts on each conjunct.
In fact, also the Tseitin-like transformation for EQCL transforms any global formula into a

CNF formula with this format.
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2.4.2 Validity

Decidability of EQCL follows as an immediate corollary of the satisfiability result.
Theorem 2.4.12. IfT" is a convergent equational theory then EQCL is decidable.

Proof. Since the deduction meta-theorem holds in EQCL, given a finite set A ¢ Glob and a
formula ¢ € Glob, proving that A r ¢ is equivalent to proving that Fr ((Agea ) = ¥), so
we proceed by checking the decidability of the validity problem.

Let 0 € Glob be an arbitrary formula, and let us decide whether +p 6 or #p 0 by testing
the satisfiability of —d: if -4 is satisfiable, since EQCL is sound, we conclude that t#p §; if -0

is not satisfiable, completeness implies that +p 9. O

Let us recall Example 2.4.2 to illustrate our decision procedure.

Example 2.4.13. Consider, once again, the signature F°¥ and the equational theory I'®Y.

Our decision procedure allows us to conclude that the global formula

V(mw k) = V({n}i}m ~m(a,n)).

is a theorem of EQCL, provided that in Example 2.4.2 we proved that its negation is

unsatisfiable. A

2.4.3 Complexity

The satisfiability result highlights a way of reducing the SAT-EqCL problem to the SAT prob-
lem for classical propositional logic, under the assumption that I' is a convergent equational
theory. Actually, our analysis revealed a reduction from SAT-EqCL to CNFSAT-EqCL and, fur-
thermore, from CNFSAT-EqCL to SAT. Given the satisfiability result, we explored soundness
and completeness of EQCL to derive the decidability result.

Capitalizing on the polynomial complexity of these reductions and on the complexity of
SAT, we analyze complexity of CNFSAT-EqCL and SAT-EqCL. In this context, let us denote
by P the class of problems solved in polynomial time by a Turing machine, by NP the class
of problems solved in non-deterministic polynomial time by a Turing machine and by coNP

the class of problems whose complement is in NP [12,90].

The complexity of CNFSAT-EqCL

The CNFSAT-EqCL solver presented in Algorithm 2.1 exhibits a way to transform a global
formula 6 given in CNF by j/:\l(\w{ Vo vV v Vel vy —R\ﬂpij) into a propositional
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formula with length

(|<I>5|-(§:kj+1)+§:(nj~(§:kj+l)+kj))-L,

where L is the maximum length of the propositional formulas involved in the conjunctions
and disjunctions that compose ) through the several steps of Algorithm 2.1 and which is
at most the length of 8. Since ®° has polynomial size on the length of §, provided that T
is given by means of a convergent rewriting system, the obtained propositional formula has
polynomial size on the length of §. Notice that the length of the formula does not exceed
(m-E-kme{20+23} L G. E.m?).|8], where m is the number of conjuncts of the CNF formula 4,
G and E are the maximum number of positive and negative literals among all the conjuncts,
k = |RelTerm®| and a is the maximum arity of the function symbols occurring in RelTerm?.
Algorithm 2.1 exhibits a polynomial reduction from CNFSAT-EqCL to SAT.

The complexity result for the satisfiability problem CNFSAT-EqCL is parametric and also
depends on the complexity of determining normal forms for terms with respect to the equa-
tional specification of the algebraic basis, which are fundamental to obtain the set of relevant
terms RelTerm®. The complexity of CNFSAT-EqCL is the same as for SAT as long as the

complexity of computing normal forms with respect to I' (call it the I'|-problem) is in P.

Corollary 2.4.14. Assuming that I' is a convergent equational theory whose I'|-problem is
in P, then the satisfiability problem CNFSAT-EqCL is in NP and the validity problem for CNF
formulas in EQCL is in coNP.

Note that when the rewriting system underlying the equational theory I' is subterm con-
vergent, the complexity class of the I' |-problem is in P. In fact, every term rewrites to a
strict subterm in each rewriting step, so that, in the worst case, a term ¢ takes |subterms(t)]
steps until reaching its normal form, which is linear on the length of ¢. Since the unification
algorithm also takes linear time (see [76,92]), it follows that in this case the I' |-problem is
actually in P.

We should stress that SAT can obviously be modeled in EQCL. For this purpose, one
should simply assign an atom V(¢ » t2) composed by two fresh terms ¢1,t to each proposi-

tional symbol occurring in the SAT problem.
Corollary 2.4.15. IfT' is a subterm theory, then CNFSAT-EqCL is NP-complete.

We conclude that under the assumption that I' is a convergent equational theory whose
I' |-problem is in P, the satisfiability problem CNFSAT-EqCL has the same complexity as
CNFSAT (the satisfiability problem for classical propositional logic whose input is given
in conjunctive normal form). Obviously, it would also be the case for 3 CNFSAT-EqCL:
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3 CNFSAT-EqCL lies on the same complexity class as 3CNFSAT (the satisfiability problem
for classical propositional logic whose input is given as a conjunction of disjunctions of at
most 3 propositional symbols or their negations).

Recall that, in contrast to 3SCNFSAT, 2CNFSAT is known to be in P [101]. However, the
CNFSAT-EqCL solver presented in Algorithm 2.1 does not allow us to conclude that
2 CNFSAT-EqCL is also in P. This limitation relies on the general format of the innermost
local formulas in § and, consequently, on the corresponding propositional formulas composing
each disjunct of @); which, in general, do not correspond to propositional symbols nor their

negations, so we must not expect the final propositional formula @) to be in 2CNF format.

The complexity of SAT-EqCL

The complexity result for SAT-EqCL follows immediately from the analysis of complexity of
the CNFSAT-EqCL problem and from Lemma 2.4.9.

Corollary 2.4.16. Assuming that I' is a convergent equational theory whose I'|-problem is
in P, then the satisfiability problem SAT-EqCL is in NP and the validity problem for EQCL

is 1n coNP.

Proof. The satisfiability procedure presented for EQCL reduces the analysis of the satisfiabil-
ity of § to the analysis of the satisfiability of its equisatisfiable formula tt(d) written in CNF.
By Lemma 2.4.9, tt() has a linear size on the length of 0 and can be obtained in polynomial
time. Consequently, we found out a linear reduction from SAT-EqCL to CNFSAT-EqCL. By
Corollary 2.4.14, we conclude that the SAT-EqCL problem is in NP. Since CNFSAT-EqCL has
a polynomial reduction to the SAT problem, we have also obtained a polynomial reduction
from SAT-EqCL to SAT. O

Corollary 2.4.17. If T is a subterm theory, then SAT-EqCL is NP-complete.

2.5 Applications to Information Security

Now, we illustrate how to analyze offline guessing attacks to cryptographic protocols using

EqQCL.

2.5.1 Offline Guessing Attacks

To analyze offline guessing [18], one assumes that an attacker has observed messages named
mi,...,my (terms in some algebra). Typically, the attacker may know exactly that the
messages were built as t1,...,t; € T(N), but he just cannot know the concrete values of the

random and secret names used to build them. Still, he can try to mount an attack by guessing
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some weak secret used by the parties executing the protocol. The attack is successful if the
attacker can distinguish whether his guess is correct or not.

In the context of EQCL, we can actually be more ambitious and assume that the attacker
has the ability to guess several weak secrets s1,...,s, € N and exploit the algebraic properties
of the protocol and cryptographic primitives to conclude about the exactness of his guesses

8],...,5,. The following definition arises very naturally.

Definition 2.5.1. Let mq,...,my € T(N) represent the messages exchanged by the parties
executing a given cryptographic protocol, and I' denote the equational specification of the
underlying algebraic basis. We are in the presence of an offline guessing attack to the protocol

if there exists a recipe ¢ € Loc, with subterms(yp) € T'({m,...,mg,s7,..., s, }) such that:

Vimisti A Ampatp) Hp Vo
and
V(imi sty Ao Amgaty) Fro V(ST ms1 A ASE NS, > ).

The recipe is a formula constructed exclusively from messages observed by the attacker
and from guesses for the secret values. Such formula is not derivable in general, but is valid
under the assumption that the attacker correctly guessed the secrets, proving to be a reliable
recipe for the attacker to check whether he actually guessed the secrets.

Note that this formalization generalizes the original notion of offline guessing [18] as it con-
siders multiple guesses whilst allowing the recipe to be more complex than a simple equation.
Similarly to the original formulation, the collision of cryptographic primitives also leads to
offline guessing attacks. For this purpose, note that, given a 2-ary function symbol {-}. repre-
senting, for instance, the encryption of a message with a symmetric key, can lead to a collision
if two different messages mq, mo encrypted with two different keys k1, ko originate the same
ciphertext: {mi}, ~ {ma}g,. In cases of collisions with the correct values for the secrets, two
wrong guesses may compensate each other and, despite the attacker has no way to confirm
the correct value of the secrets, constitute an offline guessing attack. We could avoid these
cases by taking recipes that were true under the assumption that the guesses were correct,
but were false whenever the attacker failed to guess some of the secrets. In EQCL, this more
restrictive notion of offline guessing would be formalized by requiring that the attacker would
found a recipe ¢ such that:

VimiatiA-amwty) Fro V(ST EsiAASE#E Sy = —p),
and
V(imimsty Ac-Amgaty) Fr V(ST msiAASH~ S, > 0).

However, collisions are usually exploited in very interesting ways to carry out attacks.

Under this evidence, we keep the former approach (Definition 2.5.1) to generalize the original

notion of offline guessing attacks.
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Of course, the task of analysing the existence of an offline guessing attack to a protocol
is undecidable in general, as the recipe may be arbitrarily complex. Still, for the Dolev-
Yao theory of Example 2.1.7, the equational theory Th(I'PY) is generated by the convergent
rewriting system obtained by orienting the given equations from left to right. Note that the
resulting system is subterm convergent, as each rule rewrites a term to a strict subterm.
Under such particular conditions, it is known that the problem is decidable, as only a finite

number of ‘dangerous’ recipes need to be tested [2,3,18].

Example 2.5.2. Consider the following protocol adapted from Corin and Etalle [43], where
a7ba Na,Pab € N.

1. a—b:(a,ng)

2. b —>a: {na}pab

In the first step, some party named a sends a message to another party named b in order to
initiate some communication session. The message is a pair containing a’s name and a random
value (nonce) named n,, that a generated freshly, and which is intended to distinguish this
request from other, similar, past or future, requests. Upon reception of the first message,
b responds by ciphering n, with a secret password p,, shared with a. When receiving the

second message, a can decrypt it and recognize b’s response to his request to initiate a session.

It is relatively simple, in this case, to see that the secret shared password pg is vulnerable
to an offline guessing attack. Suppose that the attacker observes the execution of the protocol
by parties @ and b, and got hold of the two exchanged messages m; and mo. He can now
manipulate these messages, using his guess p;, of p,, and come up with recipe {mg};gb N
ma(m1). Indeed, only under the correct guess, should the decryption of my with p;, coincide

with the second projection of mq, that is, n,. We can use EQCL to check that, indeed,

Y(m1 s (a,ma) A % {nap,,) oy V({malyh = ma(m)),

and
¥(m1  (a,ma) A2 # {natp,,) Frov V(03 » pay = {ma},s ~ ma(ma)),
namely using the three E(I'PY) axioms that encode the equations in T'PY. A

2.5.2 Privacy on e-voting

Electronic voting protocols constitute a very active research topic nowadays [15, 50, 73, 82,
99]. Obviously, it would be very interesting to obtain a provably secure e-voting protocol,
but several concerns arise very naturally, namely with respect to privacy, authentication or
anonymity, to name just a few. With respect to privacy, the most fundamental requirement
that one can ask for consists in imposing an environment where the intruder cannot distinguish

a user’s vote from any other possible vote coming from the same voter.
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Let us use EQCL for the analysis of privacy in a very simple voting protocol.

FDY

Example 2.5.3. Consider the signature extended with a function symbol h € FPY rep-

resenting the hash of a message, and with constants A, B,C € FEY representing the possible

votes. Let us further consider the set of Horn clauses I'°Y

presented in Example 2.1.7.
Then, consider the very simple voting protocol, inspired in [82], where voter a submits his

vote v, by sending its hash as follows:

1. a—s:h(vg)

In this case, it is easy to see that the vote v, is vulnerable to an offline guessing attack.
Considering that m, stands for the sent message, note that the attacker can come up with a
guess v, for v, and manipulate m; to obtain two recipes m; and h(v)). Actually, under the

correct guess, h(v;) should coincide with m;. We can use EQCL to conclude that:

V(m1 =~ h(va)) trov V(ma ~ h(vg)),
but

V(ml N h(va)) '_FBY V(’U; RUg > T = h(’U;))

Hence, we conclude that in the presence of this voting protocol the attacker is able to find
out users votes by mounting an offline guessing attack and exploring the vulnerability of each

vote. A

2.6 Concluding Remarks

In summary, we combined aspects from classical propositional logic, equational logic and
quantifiers to came up with a language that allowed us to express equational constraints
locally, but also global properties of the set of all intended outcomes. The language of the
logic was built on top of a set of names, whose concrete values were not important but
were confined to the possible concretizations imposed by the outcomes; up to now, outcomes
should be understood as being obtained non-deterministically, however, later on Chapter 4,
when probabilities come into play, they will constitute samples of probability distributions,
thereby justifying this terminology. Parametrized by a Horn-clause equational specification
of the algebraic basis, we have also obtained a sound and complete deductive system for
EQCL. The proof of completeness emerged as a harmonious marriage between techniques from
equational logic, first-order logic and classical propositional logic. Afterwards, we combined
efforts in order to achieve an automated procedure to decide the satisfiability problem for
the logic (SAT-EqCL) provided that the algebraic basis was given by means of a convergent
rewriting system. For this purpose, we presented a polynomial reduction of CNFSAT-EqCL
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to SAT and then proved that a Tseitin-like transformation exists for the EQCL logic and
could be applied to decide SAT-EqCL. Provided with these fancy reductions, and under the
assumption that the algebraic base is a convergent equational theory whose normal forms can
be found in polynomial time, we proved that the SAT-EqCL is in NP. It goes without saying
that these results could be used to decide the existence of offline guessing attacks whenever
the underlying equational theories are subterm convergent, by capitalizing on the results
in [2,3,18]. We presented examples of offline guessing attacks to cryptographic protocols at
the end of the chapter.

Although our decidability results cover a very interesting range of examples, it would be
interesting to explore their extension in order to handle decidable equational theories in gen-
eral, even those for which do not exist any rewriting system decision procedure to decide the
validity problem, as is the case of the decidable equational theory induced by the commutative

axiom (see [51]).

57






Chapter 3

Generalized Probabilistic

Satisfiability

This chapter has a slightly different taste. Now, we do not envisage to present a logic (this was
done with merit of Fagin, Halpern and Megiddo in [58]), but rather to explore a probabilistic
satisfiability problem.

For many years, the satisfiability problem for propositional logic (SAT) has been exten-
sively studied both for theoretical purposes (e.g. complexity theory) and for practical pur-
poses. In spite of its NP-completeness [42], modern tools for solving SAT are able to cope
with very large problems in a very efficient manner, leading to applications in many different
areas and industries [23]. Naturally, people started extending this problem to more expressive
frameworks: for instance in Satisfiability Modulo Theories [49], instead of working in propo-
sitional logic, one can try to decide if a formula is valid in some specific first-order theory.
One other direction is to extend propositional logic with probabilities. The probabilistic sat-
isfiability problem (PSAT) was originally formulated by George Boole [26], and later studied
by Nilsson [88]. This problem consists in deciding the satisfiability of a set of assignments of
probabilities to propositional formulas. There has been a great effort on the analysis of the
probabilistic satisfiability problem and on the development of efficient tools for the automated
treatment of this problem [45,48,59,60,64].

In this chapter we study a Generalized Probabilistic Satisfiability problem (GenPSAT)
extending the scope of PSAT by allowing linear combinations of probabilistic assignments
of values to propositional formulas. This problem has applications in the analysis of the
security of cryptographic protocols and on estimating the probability of success of attacks, as
we will see later on Chapter 4. Intuitively, GenPSAT consists in deciding the existence of a
probability distribution satisfying a set of classical propositional formulas with probability 1,

and a set of linear inequalities involving probabilities of propositional formulas. The GenPSAT
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problem was previously identified in the context of the satisfiability of the probabilistic logic
in [58], where it was also shown to be NP-complete. Here, we explore the computational
behaviour of this problem and present a polynomial reduction from GenPSAT to Mixed-
Integer Programming, following the lines of [45,48]. Mixed-Integer Programming (MIP) [91]
is a framework to find an optimal solution for a linear objective function subject to a set of
linear constraints over real and integer variables. We will exploit the close relation between
SAT and MIP [32] in order to reduce GenPSAT problems to suitable MIP problems.

As observed in many NP-complete problems [33], GenPSAT also presents a phase transition
behaviour. By solving batches of parametrized random instances, we observe the existence of
a threshold splitting a phase where almost every GenPSAT problem is satisfiable, and a phase
where almost every GenPSAT problem is not satisfiable. During such transition, the problems
become much harder to solve [33].

As the main contribution of this work, we develop the theoretical framework that allows
the translation between GenPSAT and MIP problems, which then allows the implementation
of a provably correct solver for GenPSAT. This translation is able to encode strict inequalities
and disequalities into the MIP context. With the GenPSAT solver in hands, we are able to

detect and study the phase transition behaviour.

The chapter is outlined as follows: in Section 3.1 we briefly recall the PSAT problem:;
in Section 3.2 we carefully define the GenPSAT problem and establish some results on its
complexity; Section 3.3 is dedicated to finding a polynomial reduction from GenPSAT to MIP
and a prototype tool is provided for an automated analysis of the problem; in Section 3.4 we
analyze the presence of phase transition. This work was presented in the Workshop on Logical
and Semantic Frameworks with Applications, LSFA 2016, and was submitted for publication,
see [29].

3.1 Preliminaries

Let us begin by fixing a set of propositional symbols P = {x1,...,x,}. Recall from classical
propositional logic that a literal is either a propositional symbol or its negation, a clause is
a non-empty disjunction of one or more literals, and a classical propositional formula is any
Boolean combination of propositional symbols. A valuation is a map v : P — {0, 1}, which
can be extended to the set of classical propositional formulas. Recall that a set of valuations
V satisfies a propositional formula ¢ if, for each v € V, v(p) = 1.

Throughout this section, let V* = {v,...,von} denote the set of all valuations defined
over the propositional symbols of P with some fixed enumeration. For simplicity, we denote

a probability distribution 7w over V* as a probability vector of size 2".
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Let us denote by simple probabilistic formula an expression of the form Pr(c¢) » g, where ¢
is a clause, € Q, 0< ¢ <1 and x € {=,<,>}. Notice that a probability distribution 7 satisfies

a formula Pr(c) w g if
2TL

Y (wile)-m)mq .

i=1
A probability distribution 7 satisfies a set of simple probabilistic formulas if it satisfies each
one of them.
We now recall the PSAT problem [59, 64, 88].

Definition 3.1.1 (PSAT problem). Given a set of propositional symbols P and a set of
simple probabilistic formulas ¥ = {Pr(¢;) x¢; | 1 < i < k}, the Probabilistic Satisfiability
problem (PSAT) consists in determining whether there exists a probability distribution 7 over

V* that satisfies 2.

The PSAT problem for {Pr(c;) x; g; | 1 < i < k} can be formulated algebraically as the

problem of finding a solution 7 for the system of inequalities

Vmwg
Zﬂ'izl )

>0

where V' is the k x 2" matrix such that Vi; = v;(¢;), i.e., Vi; = 1 iff the j-th valuation satisfies
the i-th clause, g = [¢;] is the k vector of all ¢; and » = [x;] is the k vector of all x;.

The SAT problem can be modeled as a PSAT instance where the entries ¢; of the probability
vector are all identical to 1. The PSAT problem was shown to be NP-complete [58,64], even

when the clauses consist of the disjunction of only two literals, 2-PSAT.

3.2 GenPSAT problem

We now extend the notion of simple probabilistic formula to handle linear inequalities involv-

ing probabilities of propositional formulas. A probabilistic formula is an expression of the

form ,
Y (qi-Pr(ci))xq ,
i=1
where ¢; are propositional clauses, x € {>,<,#}, £ € N and ¢1,...,qs,¢ € Q. Observe that

formulas with the relational symbols <,> = can be obtained by abbreviation. In the case
where £ = 1 and ¢; = 1, we obtain a simple probabilistic formula. An atomic probabilistic
formula is a probabilistic formula where each ¢; is a propositional symbol, i.e., ¢; € P for

each 1.
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We say that a probability distribution 7 satisfies a formula Y%, (g; - Pr(c;)) w q if

f (qi (2273 v; (i) '773')) Mg

i=1 j=1
A probability distribution 7 satisfies a set of probabilistic formulas if it satisfies each one of
them.

An instance of GenPSAT is a pair (1,3) where T is a set of propositional clauses (also
called hard constraints) and X is a set of probabilistic formulas (soft constraints). We say
that a probability distribution 7 satisfies a GenPSAT instance (T, ) if it satisfies the set of

probabilistic formulas
E(ry) =Zu{Pr(y)=1[~yeT} . (3.1)

Definition 3.2.1. Given a GenPSAT instance (Y, Y), the Generalized Probabilistic Satisfiabi-
lity problem (GenPSAT) consists in determining whether there exists a probability distribution
7 over V* that satisfies (T, X).

GenPSAT poses a convenient framework for specifying constraints involving different
probabilistic formulas. For instance, one may want to impose that 2 - Pr(A) < Pr(B) for
two propositional clauses A, B. Such requirements may be very useful in specifying properties
of interesting systems but they cannot be easily expressed in the PSAT framework. We now

showcase GenPSAT’s expressiveness by encoding the Monty Hall problem [100].

Example 3.2.2. The Monty Hall problem is a puzzle where we are faced with the choice
of picking one of three doors, knowing that a prize is behind one of them. After our initial
choice, the game host opens one of the remaining doors provided that the prize is not behind
it, and gives us the choice of switching or keeping the initial guess. The question is: which
option is more advantageous?

To model this problem as a GenPSAT instance, let us define the following propositional
symbols: P; holds if the prize is behind door 4, X; holds if our initial choice is door ¢, H; holds
if the host reveals door ¢ after our initial choice, for i € {1,2,3}. Since there are only one door
with a prize, one initial choice, and one door revealed by the host, we impose the following

restrictions:

T = \V (PiA=Pjn=-PFy), \ (Xin-X;A-Xy), ' (Hir-Hj A-Hy)
i,5,ke{1,2,3} i,5,ke{1,2,3} i,5,ke{1,2,3}
ixj#k+i i+jEk+i i+jEk+i

Furthermore, the host cannot open neither the chosen door nor the door with the prize and

so we include the followings constraints in Y:
P, -» -H; and X; - -H; for eachie{1,2,3} .
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We further assume that the prize has uniform probability of being behind each door and that
the initial choice is independent of where the prize is:
1 1
s- U {Pr(Pi) L ppax) =2 Pr(Xj)}
ije{1.2,3) 3 3
Concerning the question of which is more advantageous, switching or keeping our initial choice,

we encode winning by switching as

WhS : (PZ <~ (ﬂXZ'/\—!HZ‘)) R

3
=1

7

and winning by keeping as
3
i=1

We want to the decide whether it is always the case that Pr(WbS) > Pr(WbK), which can be
checked by testing the satisfiability of the GenPSAT instance

(T, U {Pr(WbS) < Pr(WbK)}) .

As expected, this instance is not satisfiable and the instance (T, X u{Pr(WbS) > Pr(WbK)}) is
satisfiable, allowing us to conclude that it is always advantageous to switch our initial option.

We can take this analysis one step further, and show that the probability of winning by
switching is 2 by checking that the instance (T,% u{Pr(WbS) # 2}) is unsatisfiable and that
the instance (1,2 u{Pr(WbS) = %}) is satisfiable. All these instances were checked using the
tool we implemented, [30]. A

Notice that the PSAT problem for > can be modeled in GenPSAT by considering the
instance (g, X).

Given a GenPSAT instance (Y,Y), where Y contains m clauses and ¥ is composed of k
probabilistic formulas, we follow the lines of Nilsson [88] for a linear algebraic formulation and
consider a (k+m)x2" matrix V = [Vj;], where for each i € {1,...,k+m} and j € {1,...,2"} V;
is defined from the j* valuation v; and from the it" probabilistic formula §:1 ¢ - Pr(cl) w; p;

u=

of Z(r,x) as follows: ,
Vij = 2 au-vi(cl,) -

u=1
Furthermore, define two vectors of size k+m, ¢ = [¢;] and » = [x;]. GenPSAT is equivalent to

the problem of deciding the existence of a solution 7 to the system

Vawxg
Ymi=1 . (3.2)

T>0
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L .
Given a set of probabilistic formulas Q = {Z qy - vj(cy) mipi | 1<i< k} and a set of
u=1
valuations V = {v1,...,vp}, we define the [, V]-associated matriz as the (k + 1) x k'

matrix Mgy = [M;;] such that

Mjy1=1 foreach 1<j <k’

and

e . .
M= q,-vj(c,) for1<i<k, 1<j<k’.
u=1
Then, we can rewrite system (3.2) using the [E(y y), V" ]-associated matrix V' as

Vawxg
(3.3)
>0

We should stress that the GenPSAT problem is a particular case of the satisfiability problem
for the probabilistic logic introduced by Fagin, Halpern and Megiddo in [58] and that we
presented in Section 1.2. Therefore, it was already proved to be NP-complete (Theorem 1.2.4).
Nevertheless, we present a proof for it and use the well-known result from linear programming

presented in Lemma 1.2.3.
Theorem 3.2.3 ([58]). GenPSAT is NP-complete.

Proof. We begin by showing that GenPSAT is in NP by providing a polynomial sized certificate.
Notice that Lemma 1.2.3 can be extended to rational coefficients simply by normalizing with
the greatest denominator. Applying this result to the system (3.3) we conclude that there is

a(k+m+1)x(k+m+1) matrix W, composed of columns of V', whose system

Wrwq (3.4)

>0

has a solution iff the original system (3.3) has a solution. Furthermore, the obtained solutions
from (3.4) can be mapped to solutions of (3.3) by inserting zeros in the appropriate positions.
Since the obtained solution from the latter system has k + m + 1 elements, it constitutes the
NP-certificate for the GenPSAT problem.

Furthermore, given that the PSAT problem can be modeled in GenPSAT, it follows that
GenPSAT is NP-complete. O

We say that a GenPSAT instance (Y,X) is in normal form if T is a set of propositional
clauses with 3 literals, i.e., T can be seen as a 3CNF formula, and X is a set of atomic

probabilistic formulas.

64



Lemma 3.2.4. Given a GenPSAT instance (T,X) there exists an instance (Y',X") in normal
form such that (T,X) is satisfiable iff (Y',X") is satisfiable. Moreover, (Y',3") is obtained

from (T, %) in polynomial time.

Proof. Let (Y,X) be the GenPSAT instance to be put in normal form. We obtain X’ by trans-
forming formulas in Y into atomic probabilistic formulas. For this purpose, let
Zf;l qi - Pr(c;) » ¢ be a formula in ¥ and consider the atomic probabilistic formula obtained

by replacing (when needed) each clause ¢; by a fresh variable y;,

¢
> qi-Pr(yi)mq .
=1

Furthermore, the y; variable is added to P and the formula stating the equivalence between
y; and ¢;, (y; < ¢;), is collected in a set A.

We are left with the transformation of the formula

ANrvnr N (<o

YeY (yerc)eA
into 3-CNF using Tseitin’s transformation [107], which can increase linearly the length of the
formula and add new variables to P. The final Y’ is the set of conjuncts of the obtained
3-CNF formula. Since Tseitin’s transformation preserves satisfiability of formulas, (1,3) is
satisfiable iff (Y/,%') is satisfiable. O

3.3 Reducing GenPSAT to Mixed-Integer Programming

In this section we explore the close relation between satisfaction of propositional formulas
and feasibility of a set of linear constraints over binary variables (see [32]). With this, we
present a reduction of GenPSAT to Mixed-Integer Programming (MIP), similarly to what was
done for PSAT [45] and GPSAT [48]. A MIP problem consists in optimizing a linear objective
function subject to a set of linear constraints over real and integer variables. MIP was shown
to be NP-complete, see [91]. Observe that this translation to MIP also serves as a proof that
GenPSAT is in NP.

3.3.1 Linear Algebraic Formulation for GenPSAT

Lemma 3.3.1. A GenPSAT instance in normal form (Y,X), with |X| = k, is satisfiable iff
there exists a (k+1)x k" matriz W of rank k' < k+1 and a set of valuations Vy of size k" such

that:
(1) W is the [X,Vy]-associated matric
(ii) Vo satisfies Y,
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(iii) considering q = [q1,.--,qx, 1] and x = [mq,... %, =], the system

Wmwg (3.5)

>0
1s satisfiable.

Proof. Let (T,X) be a satisfiable GenPSAT instance in normal form, with |¥| = k& and Y| = m.
Then, denoting by V' the [E(y x), V" ]-associated matrix, the system

Vrwxg
m>0

has a solution. And so, using Lemma 1.2.3, there is a (k +m + 1) x £ matrix V*, where
£ <k+m+1, and whose system has a positive solution 7*. Notice that the set of valuations
underlying V* certainly satisfies T, as 77 > 0 for each 1 <j <.

Let W* be the matrix constructed from V* by choosing the first k rows (corresponding to
the probabilistic formulas in ¥) and the last row (requiring that the solution sums up to one)
of V*. Still, the corresponding system has a positive solution. Using Lemma 1.2.3 once more,
we conclude that exists a (k+ 1) x k" matrix W, with &’ <k + 1, whose system has a positive
solution 7. The solution 7 for (3.5) is obtained from 7 by inserting zeros in the appropriate
positions.

Reciprocally, assume that there exists a (k+1)xk’ matrix W of rank k' < k+1 satisfying (i),
(i), (iii), and let 7 denote the solution for (3.5). We are looking for a probability distribution
7 satisfying (T, X). For this purpose, let Vo = {vj,,...,v;,, } €V denote the set of valuations
underlying W according to condition ((ii)), and define 7* = [x]], where
*:{ mifie{j,... e}

0 otherwise
The verification that 7* satisfies the GenPSAT instance is now immediate:

e given v € T, we check that 7* verifies Pr(y) = 1 by observing that the last equality

represented on W on (3.5) leads to Y%, m;, =1 and so,
2" K’
Youi(y)mi= > w=y m,=1.
=1 {dlvj (=1} s=1
e given an atomic probabilistic formula Zf;l qi - Pr(y;) » ¢ in 3, we recall the definition of
7 and that 7 is a solution for (3.5) to conclude that
4 2" 4 k' k' 4
2o ai| 2 vi(we) 7y | = | 2o vi (W) i ) = 20 (Z Qi'vjs(yz‘))ﬂjs Mg
=1 \s=1

=1 \j=1 s=1 \i=1

i.e., w* satisfies the formulas in X.
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3.3.2 Translation to MIP

Regarding Lemma 3.3.1, given a GenPSAT instance (T,X) in normal form, with |X| = k and
|Y| = m, our goal is now to describe a procedure that encodes the problem of finding a set of
valuations Vy and a probability distribution 7 in the conditions (i),(ii),(iii), as a MIP problem.
We dub this procedure GenToMIP.

Let us denote by H = [h;;] the (still unknown) matrix of size n x k' whose columns
represent the valuations in V) evaluated on each propositional symbol of P, i.e., hi; = v;(z;)
foreach 1<i<nand 1<j <k Let ai,...,«a, represent the probability of the propositional
symbols z1,. .., Z,, respectively, and following the reasoning of [45,48] we model the non-linear

k/
constraint Y h;j-m; = a; as a linear inequality

7=1

k’
> bij=ai (vall)
j=1

by introducing the extra variables b;; which are subject to the appropriate constraints, namely

forcing b;; to be zero whenever h;; = 0, and ensuring that b;; = m; whenever h;; = 1, i.e.,

OSbijShij and hij—1+7rj£bij<’ﬂ'j . (val2)

We ensure that 7 represents a probability distribution by imposing that

kj
Yomi=1. (sumsl)
j=1
w w’
Still, as each valuation of V satisfies T, given a clause (V azir) VIV —zy ] of T, we
r=1 s=1

generate a linear inequality for each valuation 1< j <k,

(i hiT,j)+(wZ,(l—hi;j))21. (gamma)
r=1

s=1

Notice that, if we have a total of m clauses in T, we generate m x k" such inequalities.

In order to verify the satisfiability of probabilistic formulas in the MIP framework, consider
an atomic probabilistic formula Zle qi - Pr(y;) » ¢ in X. Since x can either be the relational
symbol >, < or #, we can easily encode the first kind of inequalities as a MIP linear constraint,
but should be careful when dealing with the remaining relational symbols.

For atomic probabilistic formulas of the form Zle gi - Pr(yi) > q, we generate the linear

inequality

¢
>girai>q . (prob)
=1
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In the case where w is a strict inequality <, we use a specific variable introduced into the

MIP problem, say ¢, to fix the objective function as the maximization of ¢,
maximize & (obj)
and further introduce the linear constraint
/
Y(gi-oi)+e<q . (prob.)
i-1
For atomic probabilistic formulas ¢ of the form Zf;l qi - Pr(y;) # q, i.e.
¢
>oai-Pr(y) —q#0, (3.6)

i=1

we force the left hand side to be either strictly greater or strictly less than zero,

¢ ¢
Y (gi-ai)—q<0 or Y (gi-i)—q>0 .
i=1 =1

Even though these are linear constraints, the problem would explode if we treated the dis-
junction. In this sense, notice that, denoting by C a sufficiently large number, say
C =1+]g+ X%, ||, the inequality (3.6) holds if and only if there exists a fresh binary

variable z, such that the following two strict inequalities hold simultaneously:
5 5
dY(gi-a;)—q<Cz, and “>(gi-)+q<C=C-z, .
i-1 i-1
Then, we are left with two strict inequalities, thus reducing this analysis to a previous case,

from which we obtain the constraints

¢ ¢
Y(gi-a;)—q+e < C-z, and “(gi-a;)+qg+e < C-C-z, . (prob.)
i=1 i=1

Denoting by ks, k<, k+ the number of probabilistic formulas in ¥ when » coincides with

>, <, #, respectively, so far we have introduced:
e 1 constraints (vall),

e 4 xnxk' constraints (val2),

1 constraint (sumsl),

e m x k' constraints (gamma),

ks constraints (probs),

k< constraints (prob.),
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e 2 x k. constraints (prob.).

Hence, we have O(n +n x k' + m x k' + k) inequalities over n x k' binary variables h;;, n x k'
real variables b;;, n real variables 0 < «; <1, k; binary variables z,, a real variable € > 0 and

k' real variables m; > 0. Because of this, the GenToMIP translation is polynomial.

Proposition 3.3.2. The GenToMIP procedure transforms a GenPSAT instance in normal form

(1,%) into a MIP problem whose size is polynomial on the size of (Y,X).

We now need to show that the existence of a set of valuations Vy and a probability
distribution 7 in the conditions (i),(ii),(iii) of Lemma 3.3.1 is equivalent to the feasibility of

the MIP problem obtained through GenToMIP with an optimal value € > 0 (when applicable).

This procedure is presented in Algorithm 3.1, which given a GenPSAT instance, translates
it into a MIP problem and then solves the latter appropriately. For that, let us assume that

we initialize an empty MIP problem and consider the following auxiliary procedures:

e add_const introduces a linear constraint into the MIP problem,

e set obj defines the objective function (either as a maximization or as a minimization)

when it was previously not defined,

e fresh declares a fresh binary variable into the MIP problem,

e mip_sat returns True or False depending on whether the problem is feasible (and achieves

an optimal solution) or not,

e mip_objvalue returns the objective value, when an objective function was set.
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Algorithm 3.1 GenPSAT solver based on MIP

1: procedure GENPSAT (props {z;}",, form Y, probform X)
2: declare: binary variables: h;;, for i e {1,...,n}, je{l,... K"}

3: [0, 1]-variables: a;, 7;, b, for i e {1,...,n}, je{1,..
4: real variable: ¢

5: for j=1to k' do

6: for each (V,z,)Vv (Vs—-zs) in T do
7: add_const(},. hrj + X 5(1 = hgj) > 1)
8: for =1 to n do

9: add_const(¥; bi; = ;)

10: for j=1to k' do

11: add_const(0 < b;; < hyj)

12: add_const(hi; — 1+ mj < b;j < 75)

13: aux =0

14: for each Y. ¢; - Pr(z;) x ¢ in ¥ do

15: switch(x)

16: case “>7:

17: add_const(Y ¢; - a; > q)

18: case “<”:

19: aux =1

20: set_obj(max ¢)

21: add_const(Y g; - a; + £ < q)

22: case “#7:

23: aur =1

24: z := fresh()

25: C:=1+lgl+ X gl

26: set_obj(max ¢)

27: add_const(YXqi-a; —C-z-e>q-C)
28: add_const(Y g;-a; —C-z+e<q)

29: add_const(} m; = 1)
30: if mip_sat() then

31: if (auz ==0) or (auz == 1 and mip_objvalue() > 0) then
32: return Sat
33: return Unsat

k'Y

> (gamma)

> (vall)

> (val2)
> (val2)

> (probs)

> (obj)

> (prob.)

> z is a fresh binary variable

> (obj)
> (prob.)
> (prob.)
)

> (sumsl
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Proposition 3.3.3. A GenPSAT instance in normal form (Y,X) is satisfiable iff Algorithm
3.1 returns Sat.

Proof. Let (T,%) be a satisfiable GenPSAT instance in normal form, and also Vy = {v1,...,vp}
and p = [p;] represent a set of valuations and a probability distribution given by Lemma 3.3.1
which satisfy conditions (i)-(iii). Then, consider the following values and afterwards let us
check that they constitute an optimal solution for the MIP problem constructed at Algorithm
3.1: foreach 1<i<nand 1<j <k, let

h:j = ’Uj(i(}i),

* 7k )
bi‘ —hi"p],
77] _pjv

a*

Pj>

7

{ilvj(zi)=1}

e =min A,

where A= {¢- Zz 1(gi - o )|(Zz 1¢i-Pr(zi) <q)eX} U
U {C-z +q_zi 1(%"04 ) | ¢ € 3 is of the form Zflqi~Pr($i)¢Q} U
u {C-C- z —Q+Zz (@i “)| ¢ € X is of the form ZZ 1Gi - Pr(x;) # ¢},

and, for each atomic probabilistic formula ¢ € ¥ of the form Zf:l qi - Pr(z;) # q,

. 0, if leqz af <q
Z4 = . .
1, if $iq-af>q

Now let us check that each linear constraint introduced into the MIP problem at

Algorithm 3.1 is satisfied.

(gamma) {h;;} satisfy the constraints modeling T since each v € Vj satisfies T.

(vall) By definition of {b;} and {h;;}, we actually have
Zb;- - Zh%}'/)j = Zvj(xz‘)'f)j = X pma
j=1 3=1 j=1 {Jlvj(zi)=1}

(val2) Since 0 <wj(x;) <1 and 0 < p; <1 we immediately have 0 <b;; <hj;

For the other inequality, recall that hj; = v;(z;) and that 7 = p; and note that:

o if h*< =0 then b*- =0 and, since 71' <1, it follows that 71' -1< b* <7, le.,

hi;—1+m; <bj<m;

o if hj; =1 then b}, =77 and so 7] <bj; <7, e, hjj—1+m; <bj <’
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kl
(sumsl) Since 7 = p;, we immediately conclude that ¥ 77 =1.
7=1
To check that the probabilistic formulas are satisfiable, just note that, given a probabilistic

formula (X ¢; - Pr(z;) mq) € 3,

Z% % —Zqz( > ) Z%(Z%(%) pg)

=1 \{jlv;(z:)=1} =1 \y=1
(probs) Let (X%, ¢i-Pr(z;) 2 ¢) € ¥ and notice that since p satisfies conditions (i), (ii), (iii) it
satisfies all the probabilistic formulas in ¥, and so we have Zl 14 (Z G105 (x;)- p]) >q,

which implies that Zi:l gi-a; >q.

(prob.) Now, let (2%, ¢ - Pr(z;) < q) € ¥ and notice that, in a reasoning very similar to the

previous one, we can conclude that Zle gi-o; <q,ie.
¢
q-(gi-ai)>0. (3.7)
i=1

But we should also note that, since ¢* = min A, then ¢* < g - Zle(qi o), and so we

obtain

V4 V4 V4
Y(gi-ai)+e" <Y (qi-of)+q-D (gi-af)=q .
=1 =1 =1

(prob.) Finally, let us consider an atomic probabilistic formula ¢ € ¥ of the form
Zle gi - Pr(xz;) # ¢, and recall once more that since p satisfies each probabilistic
formula of X, we have Ef;l(qi ;) # ¢, in other words, either ¢ - Zle(qi caf) >0
or ¢ - Y (gi-a)) <0. Recall the constant C' defined as C = 1 +|q| + ¥, |¢;| and the
definition of z; and notice that both

¢
C-z;+q—;(qi-af)>0 (3.8)

and
C-C-2 —q+Z(qz af) >0 (3.9)

are verified in either of the above cases. Also note that by definition of €*,
e"<Czz+q- 21—1(% af)and e* <C-C-z; —q+ZZ 1(gi-«}). We now analyze each

of the previous cases:

e if ¢> 3% (gi-f), then z, =0 and it follows that

4
Z(QZ a;) - CZ -€* >Z(qz Q; C'+C'z +q- Z(QZ a;)=q-C,

i=1
and further,

‘ ‘ ‘
D(ai-af) = Crzp+e" <y (qiaf)+Crzg+q-3 (a6 of) =4
i=1 i=1 i=1
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o ifg< Zf;l (¢i- o), then 27 =1 and it follows that
/ 14 l
Y(ai-af)=C-z5—e" 23 (qi-;)-C—=(C-C-2-q+ ) (gi-a])) =q-C,
i=1 i=1 i=1

and further,
4

y4 V4
Z(qi-a;)—c-z;vLs*SZ(qi-af)—C+C-z;+q—Z(qi'oz;):q.
i=1 i=1 i=1

To finish the direct implication, notice that €* > 0 as a consequence of (3.7), (3.8) and (3.9),
and it takes the maximum possible value since otherwise, let pa be the formula in 3 which
has the minimum value in A. Then, if there was a solution with greater objective value it

would violate the constraint (prob,) for pa.

B

optimal) solution for the variables h;;, o;, € and 7, for each 1 <4 <n, 1 <j <k respectively.
J J

Reciprocally, assume that Algorithm 3.1 returned Sat, and denote by ], a7, €* and 7T; the

Consider the set of valuations Vy = {v1,...,vp} where, for each propositional symbol
z; € P, vj(xi) = hj;. Due to constraints (gamma) it is immediate to conclude that each
valuation satisfies Y. Then, let the probability distribution 7 be defined over the set of
valuations as the 2" vector 7 = [p;] where p; = m;for1<j< k" and p; = 0 for k' < j < 2". Note
that (sumsl) implies that 7 is a probability vector. The third condition described in Lemma
3.3.1 is deduced by simple inspection of the linear constraints (probs), (prob.), (prob.) and
(sumsl), by definition of the matrix associated to ¥ over Vy and recalling that the optimal

value €* is such that €* > 0. O

As a corollary of the previous propositions, we obtain the following result.

Theorem 3.3.4. The GenToMIP algorithm is a correct translation of GenPSAT to a MIP

problem of polynomial size.

3.4 Phase Transition

Phase transition is a phenomenon that marks a hardness shift in the solution of instances of
a problem. This behaviour was observed in many NP-complete problems [33], among which
we highlight 3-SAT [62] and PSAT [59, 60].

In this section, we study the GenPSAT phase transition, through an implementation of
Algorithm 3.1 and tests comprised of batteries of random instances. For this, we measure the
proportion of satisfiable instances as well as the average time the solver spent to solve them.
The software was written in Java, and we used Gurobi [68], version 6.5.0, to solve the MIP
problem. The machine used for the tests was a Mac Pro at 3,33 GHz 6-Core Intel Xeon with
6 GB of memory. Our implementation is available in [30].

It was noted that, in random 3-SAT instances [62] there is a clear stage where the

instances are almost surely satisfiable and one where they are almost surely not satisfiable.
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This phenomenon is characterized by the existence of a threshold value for the ratio m/n,
where m is the number of clauses, and n is the number of variables, for which: for smaller
values of the ratio, the SAT instances are almost certainly satisfiable and easily solved, whereas
instances with larger ratio values are almost certainly unsatisfiable and also easily solved.
However, with values of the ratio very closed to this threshold, the instances are, on average,
very hard to solve and there is no certainty on whether the problem is satisfiable or not. As
we have already noted, any 3-SAT problem can be seen as a GenPSAT instance. We tested
our GenPSAT solver with random instances of 3-SAT, and observed that a phase transition

occurs when the ratio m/n is about 4.3, in accordance with [62], see Figure 3.1.

Figure 3.1: Phase transition for SAT seen as a GenPSAT instance, with n = 20.
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A deeper analysis of the probabilistic satisfiability problem PSAT [59,60] has shown the
presence of a phase transition behaviour for PSAT for a ratio m/n, where m is the number
of clauses and n is the number of variables. We tested random PSAT instances with the
number of probabilistic formulas k£ = 2, n = 15 and m ranging from 1 to 105 in steps of 2.
For each value of m, we generated 100 PSAT instances. The obtained results are presented in

Figure 3.2.

Figure 3.2: PSAT phase transition seen as a GenPSAT instance, with n = 15 and k = 2.
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We highlight that the analysis of the existence of a phase transition with variation on k
(instead of a variation on m) is essential for a deep understanding of the phase transition
of the probabilistic satisfiability problem (instead of the phase transition of the satisfiability
problem for propositional formulas in the presence of probabilistic formulas). For this purpose,
we tested random PSAT instances with n = 30, m = 40 and k ranging from 1 to 25, and also
observed a phase transition with respect to k/n based on 100 instances for each value of k,

see Figure 3.3.

Figure 3.3: PSAT phase transition seen as a GenPSAT instance, with n = 30 and m = 40.
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In [48], this phase transition analysis was performed on a generalization of the probabilistic
satisfiability problem, GPSAT, which consists in Boolean combinations of simple probabilistic
formulas.

In what concerns our generalized version of probabilistic satisfiability GenPSAT, notice
that a randomly sampled probabilistic formula can easily be inconsistent by itself, e.g., when
it implies one of the probabilities is greater than 1. Because of this, the sampling of the
coeflicients was performed in such a way that this case does not occur.

GenPSAT gives us a wider scope of ratios to study the phase transition behaviour. Due
to its generalized nature, we have four dimensions to explore: the number of variables n,
the number of clauses m, the number of probabilistic formulas k& and the maximum size of
the linear combination into the probabilistic formulas ¢. We analyze the presence of phase
transition for the ratios k/n and m/n and address the analysis of the phase transition for the
variation of ¢/n in future work.

By performing random tests, we observe the presence of a phase transition for the ratio
of k/n with a very short stage of satisfiable formulas. This is explained since a GenPSAT
instance is more likely to be unsatisfiable. Figure 3.4 represents the phase transition for
random GenPSAT instances with n = 20, m = 10 and k ranging from 1 to 100 in steps of 2.

We generated 100 instances for each value of k.
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Figure 3.4: Phase transition for random GenPSAT instances, with n =20 and m = 10.
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On the other hand, when the parameters n and k are fixed, we are also able to detect a
phase transition. Figure 3.5 represents the result of testing random GenPSAT instances with
n =15, k = 2 and m ranging from 1 to 105 in steps of 2. For each value of m we generated
100 GenPSAT instances.

Figure 3.5: Phase transition for random GenPSAT instances, with n =15 and k = 2.
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3.5 Concluding Remarks

Throughout this chapter we explored a generalized version of probabilistic satisfiability,
GenPSAT. Capitalizing on its NP-completeness, we presented a polynomial reduction from
GenPSAT to MIP, which was proved to be correct. Since the translated MIP problem only
suffers a quadratic growth, we were able to solve reasonably sized instances for different values
of the parameters: number of variables, clauses and probabilistic formulas. Seeing that an
instance can be parametrized by different combinations of these parameters, we are able to

make a rich analysis of the phase transition, by analyzing the behaviour for different ratios.
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The study of the phase transition taking into account also the size of the linear combination
in the probabilistic formulas, as well as a 4*-dimensional analysis on the variation of the
parameters would also be interesting and would provide a richer setting.

We built a tool that implements this algorithm, which although being able to solve
reasonably sized instances, can be greatly improved and optimized. In this sense, we explored
a reduction of GenPSAT to SMT, but it has not revealed to be more efficient in general. We
believe that an improvement on the performance of the GenPSAT solver would go through a
reduction of the number of constraints (vall) and (val2) by strictly assigning a [0, 1]-variable
« to the variables that occur in probability formulas, instead of doing it to all the fixed
propositional variables. This would have a direct impact on the quadratic parameters that
characterize the number of generated inequalities by the GenToMIP procedure. Another key

factor stands on the chosen programming language.
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Chapter 4

Probabilistic Logic over Equations

and Domain Restrictions

Now all the components come into play: we propose and study a probabilistic logic over
an algebraic basis, including equations and domain restrictions, that combines aspects from
classical propositional logic and equational logic with an exogenous approach to quantitative
probabilistic reasoning. This is the probabilistic logic that we envisaged from the beginning
and is aimed at dealing with the kind of reasoning used in the verification of security protocols,
namely in a more general analysis of offline guessing attacks [18] where the usual Dolev-Yao
intruder [53] is extended with some cryptanalytic power [41,83].

The probabilistic logic over equations and domain restrictions (DEQPRL) is designed as
a global probabilistic logic built on top of a local equational base with domain restrictions.
These two layers are permeated by a quantification mechanism over possible outcomes and
a quantitative probability operator. Intuitively, we refer to algebraic terms using names
whose concrete values are gathered in a set of possible outcomes, which in turn is endowed
with a probability space. The local layer of DEQPRL allows us to reason about equational
constraints and domain restrictions on individual outcomes. At the global layer, we can state
and reason about qualitative and quantitative properties of the set of all possible outcomes.
Not unexpectedly, the quantification we use can be understood as a S5-like modality, which
also explains why we do not need to consider nested quantifiers. Arguably in the same lines,
we will not consider nested probability operators [96]. DEQPRL is an extension of EQCL
(Chapter 2) with probabilities and domain restrictions. Our approach bears important simi-
larities with exogenous logics in the sense of [77], and with probabilistic logics as developed,
for instance, in [58]. We present a sound and (weakly) complete axiomatization for the logic,
parameterized by an equational specification of the algebraic basis coupled with the intended

domain restrictions. We also show that the satisfiability problem for the logic is decidable,
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under the assumption that its algebraic basis is given by means of a convergent rewriting
system and, additionally, that the axiomatization of domain restrictions enjoys a suitable
subterm property. As a consequence, the validity problem is also decidable. Our decidabi-
lity proof is actually more informative, as we develop a satisfiability algorithm for DEQPRL
by means of a polynomial reduction to the Satisfiability Modulo Theories with respect to the
theory of quantifier-free linear arithmetic over the integers and reals (QF_LIRA). This
algorithm is proved to be correct. Afterwards, a solver for the satisfiability problem is
tested in information security problems for verifying and estimating the probability of attacks
to cryptographic protocols. Under the assumption that the rewriting system that defines
the equational basis underlying the logic is also subterm convergent, we also show that the

resulting satisfiability problem is NP, and thus the validity problem is coNP.

The chapter is outlined as follows: in Section 4.1 we define the syntax and semantics of
DEQPRL, in Section 4.2 we provide a suitable deductive system, whose soundness and (weak)
completeness we prove in Section 4.3, assuming that we are given a clausal specification of the
algebraic basis and a finite axiomatization for domain restrictions; Section 4.4 is dedicated to
showing, by reduction to QF_LIRA, that satisfiability and validity in our logic are decidable
whenever the equational basis is given by means of a convergent rewriting system and the
axiomatization for domain restrictions enjoys a suitable property; finally, in Section 4.5, we
explore meaningful examples, including an estimation of the probability of offline guessing
attacks to simple security protocols. This work was submitted for publication (see [85]); it is
now presented with some reformulations, including a more detailed analysis of satisfiability

and complexity results.

4.1 Syntax and Semantics

The logic DEQPRL relies on fixing a signature F, a set of variables X, and a finite set D
of domain names. We also introduce a countable set of names N, distinct from algebraic
variables.

We are already familiar with the designation of algebraic and nominal terms for T'(X) and
T(N), respectively. Recall that vars(t) stands for the set of variables occurring in t € T'(X),
whereas names(t) stands for the set of names that occur in ¢t € T(N). When names(t) = &,
we say that t € T(N) is a nameless term.

The local language of the logic is designed to express equational constraints and domain
restrictions; it is built on top of the sets of equations Eq(/N) and domain restrictions DRes(V)

defined in Section 1.3. The set Loc of local formulas is defined by the following grammar:
Loc:=Eq(N) | DRes(N) | -=Loc | Loc A Loc .
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Additionally, we want to express global properties of local formulas, either by
quantification or by extracting probabilities. For the purpose, we need a term language

Term consisting of linear probabilistic terms defined by the grammar:
Term == Q- Pr(Loc) +--+ Q- Pr(Loc) ,
which we use to define the set Prob of probabilistic statements as follows:
Prob := Term > Q .
Finally, the language of the logic consists of the following set Glob of global formulas:
Glob ::= VLoc | Prob | =Glob | Glob A Glob .

Both our local and global languages are to be interpreted classically: the former over
an equational basis with domain restrictions, and the later over local formulas instead of
propositional symbols. Again, we abbreviate —(t; ~ t3) by t; # to for any t1,ty € T(N),
—(teD) by t ¢ D for any t € T(N), D € D, and also use the usual abbreviations: 1 v 1,
abbr. (=11 A =tb9), Y1 — 1y abbr. —ib1 V by, b1 < by abbr. (Y1 = P2) A (Yo — 1),
where either 11,19 € Loc or 11,19 € Glob; given ¢ € Loc, 3p abbreviates -V -¢; linear prob-
abilistic terms have the common abbreviations saying that ¢-(q1-Pr(e1)+--+q¢-Pr(pp)) abbr.
(a- @) - Pr(pr) + - + (¢ q) - Pr(pe), —q-w abbr.  (-¢q) - w, wi + wy abbr.
q1 - Pr(g1) + -+ qr - Pr(pe) + g1 - Pr(g}) + - + q; - Pr(y;), whenever w; is of the form
q1 - Pr(g1) + -+ qo - Pr(pg) and wo is of the form ¢ - Pr(¢)) + - + q; - Pr(y}); probabilis-
tic formulas result from the usual abbreviations w; > wg + ¢ abbr. w; —wsy > ¢, w < g abbr.
—(w > q), w< qabbr. —w>-q, w>qabbr. —w<-q, w=gqabbr. w<qgAwW>q, 1 <w<q
abbr. w>q Aw < qg, where £> 1, 1,...,pp € Loc, q,q1,q2,...,q € Q,w,wy,ws € Term.

We introduce a symbol for local true T abbreviating ¢ v -~ for some ¢ € Loc and the local
false L representing —T. We abuse notation and denote the global true, VT, and global false,
V1, also by T and 1.

A literal is a global formula in V0Locu—YLocuProbu-Prob. We say that a global formula is
in disjunctive normal form (DNF) if it is a disjunction of one or more conjunctions of literals;
it is in conjunctive normal form (CNF) if it is a conjunction of one or more disjunctions of
literals.

The language of the logic allows us to make qualitative and quantitative assertions over
local formulas. The universal quantification of a local formula expresses the validity of the local
formula in all possible situations, whereas a probabilistic statement measures the probability
of satisfying local formula(s). Boolean combinations are allowed in both local and global

layers. For instance, the formula (Pr(¢) < 2-Pr(¢) A =p)) A (Y= - V=) should be read
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as: the probability of ¢ does not exceed twice the probability of 1) A = and, either i holds
in some situation or else ¢ never holds. Note that, contrarily to the discussion carried out

by Eijck and Schwarzentruber in [108], V¢ implies but is not intended to be equivalent to
Pr(e) = 1.

Example 4.1.1. Recall, from Examples 1.3.19 and 1.3.20 presented on Subsection 1.3.5, the

algebraic characterization of the sum (xor) of single bits given by the equational theory
" = {zero® z ~ x,suc(z) ®y ~ v & suc(y), suc(suc(z)) ~ x}
and by the set of domain restrictions
A" = {zero € even, (x € even = suc(x) € odd), x € odd = suc(x) € even, x € odd = x ¢ even},

once considered the set of domain names D*°" = {even,odd}. Given a name n € N, we want

to be able to show that a statement like
Pr(neeven) =Pr(suc(n)codd) A V(zero# suc(zero))

is a theorem of the logic whose algebraic basis is axiomatized by I'*°" and whose domain
restrictions are given by A*°.

A

We extend the notion of subterm to global formulas in a standard way, and abuse notation
by denoting subterms(¥) = Uy.ey subterms(1)), for ¥ ¢ Glob. Similarly, we generalize the notion
of names occurring in a term to local and global formulas. The set of subformulas of either
a local or a global formula 1) is defined in the usual way and is denoted by subform(v). As
usual, subform(¥) = Uyew subform()).

Recall that: given a nominal term tg € T(N), a set of names i = {ny,...,nx} € N such that

names(tg) € 7 and £ = {t1,...,t} € T(N), [to]7 is the nominal term obtained by replacing
each occurrence of n; by t;,i € {1,...,k}, i.e., [to]} = o(to) where o is a substitution such that
o(n;) =t; for each i. Analogously, given a nominal term ¢y € T'(N), a set of constant symbols
é¢={c1,...,cx} SFoand t = {t1,...,t;} € T(N) we denote by [to]g the term that is obtained
by replacing each occurrence of ¢; by t¢;, i € {1,...,k}. These notions are easily extended to
local and global formulas.

Names can be thought of as being associated to values that are not made explicit, and
which are possibly sampled according to some probability distribution. This is why we have
brought forward the designation of the possible concretizations of names as outcomes in EQCL
(Chapter 2). Thereby, we call outcome to each possible concrete assignment of values to names

also in DEQPRL. Given an F-algebra A with carrier set A, recall that we defined an outcome

as a function p: N - A. The interpretation of terms [} : Tr(IN) - A is defined as usual.
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Definition 4.1.2. Given an algebraic domain interpretation (A,I*), the satisfaction relation

DEQPRL

oo, 5 is defined inductively as follows:

for local formulas, 1+

o (ATY), pir ity mty iff [11]5 = [t2]2;

C

o (AIM), pir i ¢ e D iff [t]} e I*(D);

C

. (A,IA),p ”_DEQPRL —p ifF (A,IA),p wLDEQPRL ©;

loc loc

. (A,IA),p - RO o A g iff (A,IA),p - ROl o1 and (A,IA),p Il—ahfp“h .

loc loc

DEQPRL

oo, We use I-joc to represent the satisfaction relation

We abuse notation and, instead of I+
for local formulas in DEQPRL. Note that this is an extension of the analogous notion for
EQCL, but now defined for an algebraic domain interpretation rather than simply for an
F-algebra.

In order to interpret global formulas we need to fix an intended set of possible outcomes
for names and to endow it with a probability space, which is instrumental for evaluating

probabilistic statements.

Definition 4.1.3. A DEQPRL-F-structure is a tuple (A,I*,P) where (A,I*) is an algebraic
domain interpretation, and P = (S, <7, i) is a probability space composed by:

e a non-empty set S € AV of possible outcomes,

e a g-algebra «/ containing the sets of outcomes satisfying each local formula,
{S? | ¢ eloc} €., with S¥ ={peS|(A,1*),p e ¥},
e a probability measure u over 7.

Definition 4.1.4. Given a DEQPRL-F-structure (A,I*,P) with P = (S, .7, i), we define the

DEQPRL
B Q

satisfaction relation for global formulas, | , inductively as follows:

o (AT P) PP Vo iff (A,TA), piFiec ¢ for every peS,

o (ATHP) PP gy - Pr(pr) + o+ qe- Pr(pe) 2 q iff qu-p(S9Y) + 4+ g~ p(S9) 2 g,
o (ATAP) PR 5 Gff (A T4 P) P 6,

o (AIA P) PP 5y A Gy iff (A T4, P) P §; and (A, I, P) 125 5,

As usual, given A € Glob we write (A,I% P) PP A if (A, I, P) iP5 § for each 0 € A.
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Our logic is parameterized by a choice of intended algebraic domain interpretations.

Definition 4.1.5. Given a class Z of algebraic domain interpretations, the semantic con-
sequence relation of DEQPRL, =7 € (p(Glob) x Glob), is such that A 7 § provided that
(A, T4 P) PPt § whenever (A, T4, P) 1P*" A for every DEQPRL-F-structure (A,I*P)
with (A, I4) € Z.

Note that the semantics of DEQPRL is an enrichment of the semantics of EQCL,
presented in Section 2.1, that emerged to additionally deal with the probabilistic
component and domain restrictions. It goes without saying that we can abuse notation and
call a DEQPRL-F-structure simply as F-structure, as well as drop the superscript for the

satisfaction relation for global formulas in DEQPRL.

Independence cannot in general be expressed in DEQPRL, as its language only allows
for linear combinations of probabilistic terms. This could be achieved, however, without
spoiling too much the nice properties of the logic, by considering coefficients taken from real
closed fields, not necessarily from @, in the lines of the logic for reasoning about conditional
probability of Fagin, Halpern and Megiddo in [58] and of the exogenous logic of Mateus,
Sernadas and Sernadas presented in [77]. However, it would result in a double exponential
complexity [103], which we would like to avoid. Even so, we can highlight some simple
situations where one can characterize, reason about, or at least approximate the probabilistic

behaviour of independent formulas, as can be seen in the following example.

Example 4.1.6. Verification of the independence of events is easily modeled within our logic:
given an F-structure (A,I* P), ¢,9 € Loc are independent if we can find o, 8 € Q such that
B#0and (A, 1% P) Ik Pr(pat) =a A Pr(y) =8 A Pr(p) = 4.

More importantly, we can draw some conclusions on the estimation of probabilities by
knowing about the independence of some formulas. If ¢ and 1 are independent, we can
model the expected probabilistic behaviour of both events with a finite set of properties,
defined within the logic: for fixed and appropriately chosen n,m € N, we can introduce n-m

conditions

Ind;";ﬁ: Pr(g)={APr(y) =3 > Pr(pag) =73

for each i€ {1,...,n} and je{1,...,m}.
As an application, let us analyze the simpler version of one-time pad encryption scheme,
which consists of encrypting a secret bit by summing to it an uniformly generated key-bit.

Inspired in Example 4.1.1, we consider the signature F*°"| the equational theory
" = {zero® x ~ x,suc(x) ® y ~ x & suc(y),suc(suc(z)) ~» x},
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the set of domain names D*°" = {even,odd} and the set of domain clauses

A*°" = {zero € even, (z € even = suc(x) € odd), x € odd = suc(z) € even, x € odd = z ¢ even}.

Let us denote by Zipxor pxor) the class of algebraic domain interpretations satisfying the
axiomatizations I'*°" and A*°".

Now, consider a bit s, which will be kept secret as result of its encryption with a key-bit k.
The described properties on the estimation of probabilities for the conjunction of independent
events enable us to semantically infer that, under the hypothesis that k is uniformly generated

and that bits s and k are independent,

Hyp={ Pr(k ~ zero) = %, Pr(k ~ suc(zero)) = %, Ind‘;’g, V(s ~ zero Vv s ~ suc(zero)),

V(k ~ zero v k ~ suc(zero)) }
s @ k has uniform distribution:

1 1
HYP EZ or _gxor (Pr(s @ k =~ zero) = 5 APr(s @ k ~ suc(zero)) = 5) .

Notice that we can generalize the properties Indf}w estimating the probability for the
conjunction of independent event by squeezing its value. For a fixed n €N, ¢1,...,q, € Q such
that ¢; <--- < ¢q, =1, and independent events ¢, € Loc,

ITdZi; (i, <Pr(@) <qi, A gy, <Pr(¥) <qj,) = qiy - 45, <Pr(e ) <aqi, - qj,,
for i1,19,j1,72 € {1,...,n}, would model the estimation of bounds of the probabilities for the

conjunction of independent events given bounds for the individual probabilities.

4.2 Deductive System

In order to obtain a sound and complete deductive system for our logic, we require that the
class Z of intended interpretations is such that its algebras are axiomatized by a set I' of
Horn clauses and the corresponding interpretations for domain names are axiomatized by a
finite set A of domain clauses of algebraic terms. We say that ' and A are compatible if
Ziray = {(A,T*) | Aw T and (A, T*) Ir A} # @. Whenever I', A are not compatible, the set of
models is empty and the logic becomes trivial. The interesting cases are, obviously, the ones

where the equational theory and the set of domain restrictions are compatible.
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Eql V(tw~t) N1 V(p1Ap2) < (Vo1 AVYe2)

Eq2 V(t; ~ty -ty w~ty) N2 V- —> Vo

Eq3 V(t1 ~t2 A tomts > t1 ~t3) N3 -V - V-p if names(p) =@

Eqd V(t1~t) A Aty sty = f(t1,.tn) ~ f(E],..,10)) N4 V(p1 < p2) > (V1 < V2)

EqCL V((¢1 = (w2 = 93)) = ((p1 = 92) = (#1 > ¢3))) Cl 61— (82 —~61)

EqC2 V(1 — (p2 > »1)) C2 (61— (62 = 03)) = ((61 — d2) ~ (61 — d3))

EqC3 V((~¢1 = ~p2) = (2 > ¥1)) C3 (=01 = =d2) > (62 > 61)

01 010
EqC4 V(p1 — ((p1 = @2) = ¢2)) ca — 521 :

P1 Pr(¢)>0

DEq V((tl ~to Aty ED) — 12 ED)
P2 Pr(p1 A@2)+Pr(pi A—p2) = Pr(p1) =0

P3 Vv - —-P >P
N wsqvwsg (p1 = p2) > Pr(p2) 2 Pr(e1)

12 w>q —w>q2,if g1 > ¢ P4 Pr(1)=1

13 q1-Pr(p1)+-+qe-Pr(oe) > g« qu-Pr(p1)+-+qe-Pr(pg) +0-Pr(pe1) 2 q
14 ((q1-Pr(p1)+--+qe-Pr(we) 2 q) A(q] -Pr(p1) ++q;-Pr(pe) 24')) = ((q1+4q7) -Pr(p1) +-+ (qe+qy)-Pr(we) 2 g+4q")
15 g1-Pr(p1) +-+qe-Pr(oe) 2q—(q'-q1) -Pr(p1) +--+(q"- qe) - Pr(pe) 2 (¢’ - q), for any ¢’ >0

16 q1-Pr(o1)+-+qe-Pr(ee) 2q < qiy -Pr(ws, )+ +4qi, -Pr(p;i,) 2 q, for any permutation (i1--iz) of (1---£)

D(A) V(o(s1)€D1A... Ao (sk; )eDk,) > (a(s1) @D] V... va(sy,)®Dy,)

E(T) V(o(s1)~o(s))A...An0(sn) ~a(sy) = o(s)~oa(s"))

for every t,t1,t2,t3, .. tn,th,...,th € T(N), ©,01,92,93, ..., e, Pes1 € Loc, 1,082,805 € Glob, o € T(N)X, w e Term,

!

4,4',q1,92: - 40,975+ 9 € Q, (81€D1, ..., 85, €D =s1@OD} ..., 5, ©OD},) €A and (s1»s],...,snns, > svs)el.

Figure 4.1: The deductive system Hr 4.

The deductive system H o) shown in Figure 4.1 enriches the reasoning underlying Hr
by including a number of axioms to deal with the probabilistic component and some others to
incorporate and deal with domain restrictions. H ) contains a single inference rule C4,
modus ponens. The system combines the different dimensions of this logic: axioms Eql-Eq4
incorporate standard equational reasoning, namely reflexivity, symmetry, transitivity and

congruence; EqCL-EqC4 and C1-C4 incorporate classical reasoning for the local and global
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layers (just note that locally, modus ponens becomes axiom EqC4); N1-N4 characterize the
relationship between the local and global layers across the universal quantifier; DEq repre-
sents syntactically the expected relation between equations and domain restrictions; [1-16
incorporate properties of inequalities between rational numbers; P1-P4 represent the stan-
dard properties of probabilities; axioms E(I") incorporate the clausal specification I', whereas
axioms D(A) characterize the constraints for domains given by A. We define, as usual, a

deducibility relation r—(FF A) We drop the superscript F whenever it is clear from context.

Basic arithmetic properties, such as 0-Pr(¢) =0 or q1-Pr(p) +q2-Pr(¢) = (g1 +q2) - Pr(),
are deducible in Hr Ay, as well as some expected properties of the probabilistic operator,
namely V¢ — Pr(p) =1 or V(p1 < p2) = Pr(¢1) = Pr(yp2). Moreover, notice that DEQPRL
is an extension of classical logic at both the local and global layers, so we must be able to
import many properties and results from classical propositional logic. As for EQCL, we are
able to see that deduction metatheorem (MTD) holds, that every local or global formula can
be written equivalently in disjunctive normal form or even that the conjunction introduction
rule (Conj) and the hypothetical syllogism (HSyll) hold. The following Lemma contains some
of these results and might be useful later. Just note that the normality-like axiom takes the

form of theorem N.

Lemma 4.2.1. The following properties hold:
MTD W U {6} F(ra) 0" if and only if ¥ =ppy 6 — ¢
Conj {61,02} F(r,a) 01 A J2

HSyll {61 — d2,02 = 03} (1 p) 01 = I3

DNF -6 V (/< 65) , for some {8} ieqn,...,n;3 € (YLocu =VLoc)
j=1 \i=1 -

je{1,..., m}

N ) Y(p1 = p2) = (Y1 > Vo)

Auxl Ay V(g1 = @2) < ~(01 A =p2))
Aux2 () 61— (62 = (61 A 62))

Aux3 =) Y((=(p1 A —p2) A1) < o1 Ap2)
Auxd = py (Y1 A Vp2) = Vo

AuxS F(p ) (81 <> 8) — (=01 <> —03)

Aux - (pa) (61 < 62) — (61~ 2)

Aux7 '_(F,A) ((51 N —|(53) - —|52) - ((51 A 52) - (53)
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Aux8 '_(F,A) (((51 <> 52) A ((52 <> (53)) - ((51 <> 53)

Aux9 = ay (Y(p = 01) AV(p = 92)) = V(@ = (01 Ap2))

Aux10 +r p) (V(p1 = 02) AV (02 > ¢3)) > V(1 ~ ¢3)

PAux1

PAux2

PAux3

PAux4

PAux5

PAux6

Fr,a) V(91 < @2) = Pr(e1) = Pr(ps)

Fra) Yo = Pr(p) =1

Fcr,a) Pr(e) = Pr(e)

Faa) @ Pr(e) + a2 Pr(e) = (a1+ g2) - Pr(yp)

Fr,a) 0-Pr(e) =0

I—(F7A)w:q—>w+w1=q+w1

PAux7 F(r,A) PI’(J_) =0

where @, 1, P2, o3 € Loc, ¥ ¢ Glob, §,4’,d1,d2,03 € Glob, w,w; € Term.

Proof. As we stressed in the proof of Lemma 2.2.1, the deductions of the former properties

look similar to the corresponding properties in in the classical context. Some of them can be

found in the proof of Lemma 2.2.1.

Notice that PAuxl is immediate from P3; PAux2 and PAux3 follow from PAuxl; PAux6 is
immediate from PAux4 and PAuxb5; whereas PAux7 is easily deduced from P2, P4 and PAux®6.
We illustrate the deduction of PAux4 and PAux5.

PAux4 To deduce the equality we sketch the proof of both inequalities and the result follows

by Conj. Assume that g1,¢gs > 0. If it is not the case, proceed with the symmetric and use

the abbreviations to revert the inequalities.

Pr(¢) =Pr(y)
Pr(¢) = Pr(¢) — Pr(p) > Pr(y)
Pr(¢) 2 Pr(y)
Pr(v) 2 Pr(p) = q1-Pr(p) 2 q1 - Pr(y)

S1.

S2.

s3.

S4.

S5.

S6-

S7.

Sg.

S9.

S10-

S11-

q1

q1

q1-

q1 -

q1

q2 -

q2 -

Pr(¢) 2q1-

Pr(¢)2q1-

Pr(¢) —q1-
Pr(¢) -a1-

“Pr(e)-a1-

Pr(¢) —q2-
Pr(¢) - g2

Pr(e)

Pr(¢) = q1-Pr(¢) —q1-Pr(¢) 20

Pr(¢)20

Pr(») 20— q1-Pr(p) —q1-Pr(p) +0-Pr(p) 20

Pr(¢) +0-Pr(p) >0

Pr(p) +0-Pr(p) 20

Pr(¢) +0-Pr(v) 20— q2-Pr(p) +0-Pr(p) —g2-Pr(v) 20
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(instance of PAux3)

(abbr.)

(apply C4 to s; and sp)

(instance of 15)

apply C4 to s3 and sg
Yy

(abbr.)

apply C4 to s5 and sg
pply

(instance of 13)

(apply C4 to s7 and sg)

(repeat s4-sg for g2 > 0)

)

(using 16



si2- q2-Pr(e)+0-Pr(p)—g2-Pr(¢) >0 (apply C4 to sip and s11)
s1i3. ((q1-Pr(¢) —q1-Pr(¢) +0-Pr(p) >0) A (g2 - Pr(¢) +0-Pr(¢) — g2 Pr(p) 20)) —

- ((q1+q2)-Pr(¢) —q1-Pr(p) —q2-Pr(e) 20) (instance of 14)
sia. (q1-Pr(¢) —q1-Pr() +0-Pr(¢) 20) A (g2 Pr(¢) +0-Pr(¢) - g2 - Pr(¢) 2 0) (apply Conj to sg and s12)

sis- (q1+q2) Pr(¢) —q1-Pr(p) —q2-Pr(p) 20 (apply C4 to si4 and si13)

The deduction for the other inequality is exactly the same, just noting that in sy the

abbreviation that matters is that —Pr(p) > —Pr(¢).

PAux5 We present a sketch of the deduction of 0-Pr(p) = 0.

si.  Pr(e) =Pr(e) (instance of PAux3)
s2.  Pr(p) =Pr(p) = Pr(p) > Pr(yp) (abbr.)
s3.  Pr(p) > Pr(y) (apply C4 to s1 and sp)
S Pr(p) 2 Pr(g) = Pr(p) ~ Pr() 20 (abbr.)
ss.  Pr(e)-Pr(¢) >0 (apply C4 to s3 and sg)
se.  Pr(p) —Pr(p) 20— -Pr(p) + Pr(p) >0 (using 16)
s7.  —Pr(p) +Pr(p) >0 (apply C4 to s5 and sg)
sg.  ((Pr(¢)—Pr(¢)>20) A (-Pr(¢)+Pr(p)>0)) = (0-Pr(e)+0-Pr(p) >0) (instance of 14)
so.  (Pr(p) —Pr(¢) 20) A (=Pr(¢) + Pr(p) 2 0) (apply Conj to s5 and s7)
si0. 0-Pr(e)+0-Pr(p) >0 (apply C4 to sg and sg)
si1. 0-Pr(¢)+0-Pr(¢)>0—-0-Pr(p)>0 (using 13)
si2. 0-Pr(¢) >0 (apply C4 to sip and s11)

For the other inequality notice that from s;», we can obtain, by abbreviation that

—-0>-0-Pr(¢p), which is obviously the other inequality: 0 > 0- Pr(¢y). 0

Example 4.2.2. As we have already seen, a standard example of an equational theory used
in information security for formalizing (part of) the capabilities of the Dolev-Yao attacker
consists in taking a signature FPY with {-}.,{-}7! € FDY representing symmetric encryption
and decryption of a message with a key, {-[.,{-}7* € FPY now representing asymmetric
encryption of a message with a public key or decryption with a private key, pk(-), prv(-) e FPY
representing public and private keys for a principal, (-,-) € FQDY representing message pairing,
and 7y, 7o € FIDY representing projections. The equational properties of these operations can

be axiomatized by the subterm theory:
T2 = {{{z1}as 5y & 21, 21 B pk(an) Fore(aay ® 1M1 (21, 22) @1, 7o (w1, 72) = 2},
Considering a suitable set of domain names, for instance we may take
DPY = {sym _key, pub_key, priv_key, principals, plaintext, ciphertext, conc},
we can also impose some usual domain restrictions:
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APY = { (ke sym_key, t € plaintext = {t}, € ciphertext),
(k € sym_key, t € ciphertext = {t};* € plaintext),
(n € principals = pk(n) € pub_key), (n € principals = prv(n) € priv_key),
(t € plaintext, k € pub_key = {t[} € ciphertext),
(t € ciphertext, k € priv_key = {]t[};l € plaintext),
(¢ € plaintext, t’ € plaintext = (t,t) € conc), (¢ € conc = t € plaintext),

(t € conc = 71 (t) € plaintext), (t € conc = my(t) € plaintext) } .

The first domain restriction, for instance, is intended to mean that the encryption of a
plaintext with a symmetric key should always lead to a ciphertext. As a result, we can

deduce from DEQPRL conditions to rule out the possibility of an attack, like
V(k € sym_key A m € plaintext) oy sov) V({{m}i}it ¢ plaintext - k # k*),

which states that whenever an attempt to guess the secret key k leads to a message outside
the scope of plaintexts, the value of k£ has certainly not been guessed correctly. We can also

deduce a bound for the probability of an attack to the symmetric scheme:
Pr(k~ k") =q- Pr(k* e sym_key) - (rov yovy V(k* € sym_key) — Pr({{m}r}st ~m)>q, (4.1)

asserting that even assuming that a guess k* to the secret key k is indeed a symmetric key,
guessing its concrete value is not simpler than decrypting a message encrypted with k. A

deduction of (4.1) follows from a proof (see the sketch below) of:
Pr(k ~ k") = q- Pr(k" sym_key), ¥ (k" sym_key) - (rov sov) Pr({{m}r}it ~ m) 2 q,

follows by the use of MTD.

s1. Pr(k~E*) =¢q-Pr(k* e sym_key) (hypothesis)
s2. V(k* € sym_key) (hypothesis)
s3. V(k* e sym_key) — Pr(k* e sym_key) =1 (PAux2)
sq. Pr(k* esym_key) =1 (C4(s2,s3))
s5. Pr(k* esym_key) =1 — g-Pr(k* esym_key) = ¢ (15)
s6. q-Pr(k* e sym_key) = ¢ (C4(sa,ss5))
s7. q-Pr(k* esym_key) =q — Pr(k~k*) —q-Pr(k* esym_key) =Pr(k~k*) — ¢ (PAux6)
sg. Pr(k~k*)—q-Pr(k* esym_key) =Pr(k~k*)—q (C4(s6,s7))
sg. Pr(k~k*)=q-Pr(k* esym_key) » Pr(k ~ k*) — q-Pr(k* e sym_key) =0 (abbr.)
s10- Pr(k~k*)—q-Pr(k* e sym_key) =0 (C4(s9,s10))
s11. (Pr(k~k*)—q-Pr(k* esym_key) =0APr(k~k*)-q-Pr(k* e sym_key) = Pr(k~ k*) —q) —»

—>Pr(k~k*)-q=0 (PAux6)
si2. Pr(k~k*)—q-Pr(k* esym_key) =0APr(k~k*)-q-Pr(k* esym_key) =Pr(k~k*) -¢q (Conj(s10,s8))
S13. Pr(ka*)—q:O (C4(512,811))
sia. Pr(k~k*)-q=0->Pr(k~k*)=¢q (abbr.)
si5. Pr(k~k*)=gq (C4(s13,514))
st V({{mbr)it = m) (E(rP))
s V{mIRI! = m) = Yk~ b o {{m}ilit s m) (EqC2+ N)
sig. V(kw~k* > {{m}};' »m) (C4(s22,523))
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sio. V(kw~k* = {{m}}i~ {{m}r}h) (Eq4)
so0. (V(kwk* > {{m}p}t »m) AV (ks k* > {{m}r}2 ~ {{m}e}h) -
> V(k~sk* > ({({m}r}t mma{{mbi}t ~ {{m}e}!))  (Aux9)

s V(k~ kY = ({({myi}t »moa {{m}p)d ~ {{m})h) (C4(s19,520))
sz2. Y(({mYr}pt » {{mdedyt A {{mi}t »m) » {{m}i}ii »m) (Ea3)
s23. V(kw~k* —> {{m}k};i ~m) (using Aux10, so1, s22)
soa. V(k~k* - {{m}k};i ~m) - Pr({{m}k};}, ~m) > Pr(k~k*) (P3)
$25. Pr({{m}k};} ~m) > Pr(k~k*) (C4(s23,524))
$26- Pr({{m}k}gi ~m)>Pr(k~k*) > Pr({{m};&;} ~m)-Pr(k~k*)>0 (14)
Sp7. Pr({{m}k};l ~m)-Pr(k~k*)>0 (C4(s25,52))
sog. Pr(k~k*)=q— Pr({{m}k}il ~m) - Pr(k~k*) = Pr({{m}k};}, ~m)-q (PAux6)
S29. Pr({{m}k};} ~m)-Pr(k~k*) = Pr({{m}k};l ~m)-gq (C4(s15,528))

ss0. Pr({{m}x}+ ¥ m)~Pr(k~k*) = Pr({{m}y} i »m)-q
— Pr({{m}k};l rm)—q 2 Pr({{m}k};l ~m)-Pr(k~k*) (abbr.)
s31. Pr({{m}r}it »m) —q 2 Pr({{m}r}5t » m) - Pr(k ~ k*) (C4(s20,530))
ss2. Pr({{m}x}t »m) —q>Pr({{m}x} i »m)-Pr(k~k*) —
— Pr({{m}k}; rm)—q-— Pr({{m}k};} ~m)+Pr(k~k*)>0 (abbr.)
S33. Pr({{m}k};}r ~m) —q-— Pr({{m}k};l ~m)+Pr(k~k*)>0 (C4(s31,832))
ssa. (Pr({{m}r}it »m) = Pr(k~k*) 20 APr({{m}p}; i »m) —q=Pr({{m}z};} ~ m) + Pr(k ~ k*) 2 0) >
> Pr({{m}r}pe vm) 2q (13,14)
s35. Pr({{m}k};l ~m)2q (C4(Conj(s27,533),534))

A

4.3 Soundness and Completeness

We now show that Hr A) is a sound and weakly complete proof system for the logic based on
the class Z(r 5y of algebraic domain interpretations. In this way, we ensure that the theorems
deduced from Hr correspond exactly to the valid formulas entailed from the semantics that

we have set out.
Theorem 4.3.1. The deductive system Hr py is sound.

Proof. The proof of soundness follows by induction on the structure of the proofs. It is
straightforward to check the soundness of each axiom and deduction rule against our

semantics, however we detail some of them, due to their different nature.

DEq To check that DEq is valid, consider an F-structure (A,I* P) with (A,T*) € VISNE
P = (S, , 1), and let p € S represent any possible outcome for which (A, I*), p IFjoc t1 ~ to
and (A, 1), pIFioc t1 € D, ie., [t1]4 = [t2]4 and [t1]} € I*(D). We immediately conclude
that [t2]4 € I*(D).

P3  For P3 let us consider an F-structure (A,I*,P) with (A, I*) e Ziray, P=(S, 4, ), such
that (A,I*,P) I- V(@1 — 2). This means that every single outcome satisfying o1 also
satisfies @9 or, in other words, S¥* € S¥2. Since p is a probability measure, it then
follows that 1(S¥1) < u(S¥2), i.e., (A,T4 P) I Pr(p1) < Pr(yws).
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Axioms of inequalities follow from the properties of addition and multiplication on the

rational numbers. Hence, we move forward to prove the validity of D(A)

D(A) For the validity of D(A), let us consider a substitution o € T(N)¥, a domain clause
(t1 € Dy,... ty, € Dy, = t1©OD, ..., 1, ©Dy,) € A and an F-structure (A, T, P) with
(AT%) € Tiray and P = (S, 47, ). We want to check that

(A I*P) I V(0 (t1)€D1 A ... Ao (ty, )eDy, ~> o (t]) @D v ... v o (t},,) ©Dp,)

50, let p € AN be any outcome in S and assume that (A,1%), p Iriec 0(t1) € DiA...AG(tg,) €
Dy,. Since the algebraic domain interpretation (A,I*) satisfies all the domain clauses
in A provided that (A,I*) € Z(r,ay, we only need to remark that [} oo : X - A to
conclude that, indeed, (A,I%), p e o(t]) @D) V... v O‘(tkz)@D;Q. ]

In contrast to EQCL, the introduction of probabilistic terms over the rationals carries the
expected cost of losing the strong version of completeness (see, for instance, [58,77]). Clearly,
our semantic consequence relation is not compact as we have that {w < % | n e N} Fr,a) w <0,
but At ay w <0 for any finite set A c {w< % | n e N}, which implies that our (finitary)

deductive system Hp oy cannot aim at strong completeness.
Theorem 4.3.2. The deductive system Hr py is weakly complete.

Proof. As usual, the proof of completeness follows by contraposition and consists in finding
a model for the negation of an unprovable formula. Hence, we assume that '7[(1“, Ay 0 and
build an F-structure satisfying —4. The construction combines several known techniques from
equational logic, first-order logic and probabilistic logic, which interact in a non-trivial way.
It extends the approach presented in the proof of completeness of EQCL (Theorem 2.3.3) to
further deal with probabilities and domain restrictions.

Once assumed that /(1 5 J, let us begin by writing the consistent formula -4 in disjunctive
normal form as 91 V --- vV 9,,. Then, we choose a consistent disjunct v, of the form

q)[)l A AHT

! i (4.2)

and define RelF = {@/le.,...,w;lj} c Glob to be the set of relevant formulas that should be
satisfied in the final F-structure. Again, a Henkin construction [69] will enable us to define
the F-algebra we are looking for. For this purpose, we add to the signature a new constant
con for each ¢ € Loc and n € N, obtaining a signature F* = {F}}},  coinciding with F in all

but

peloc

F6=FOU( U {C%no|n0€N}).
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Afterwards, we fix an enumeration for Loc x Loc and further extend the set RelF with
witnesses for negated global formulas and with suitable certifications for non-negative global

formulas, through the following inductive definition:

W RelF
Wiqn = W;u {ﬁv%'l - (V[ﬁ%’l]

?wl A (\w? - V[gp?]’%l ))} for each i € N,

where names(; ) Unames(¢?) =i = {n1,...,nk}, Cp = {Comrs-- -+ Comp }-

Then consider the consistent set W = U;ey Wi € Globp+ (see Lemma 2.3.5 for details),
and fix a maximal consistent extension = of W, whose existence is guaranteed by Linden-
baum’s Lemma. Then consider the F*-algebra A = T+ (@)=, where the congruence relation

=c (TF+ (@) X TF+(@)) is given by:
t1 =19 ifV(tlﬁtQ)GE .

The relation = is a congruence as consequence of axioms Eql-Eq4 and theorem N. A domain

interpretation is then taken accordingly to the aforementioned maximal consistent set =:
I*(D) = {[t] |V(teD) €E and t € Tp+ (o)} for each D € D.

e A satisfies I': by definition of =, E(T"), C4, N, and recalling that = is a maximal
consistent set, it is easy to check that A i+ I

o (A, T*) verifies A: given (tleDh...,tkl € Dy, —>t’1©D’1,...,t§€2©Dk2) e A and
¢ € A%, notice that ¢ results from applying a substitution o € Tp+(2)X and then a
quotient by =. Assume that [t;]} € I*(D;) for each 1 < i < k;, which means that
for each 1 < i < k;, [o(t;)]= € I*(D;) or, equivalently, V(o (t;) € D;) € Z. Tt means that
V(o(t1) € Dy A Ao(tg,) € Dg) € Z and, from D(A), it follows that
V(o(t1)®©Dy v va(t,)®D,,) € E. But E is maximal consistent with respect to
the deductive system Hr ) and o(t),...,0(t;,) are nameless terms, so it follows that
exists j € {1,...,ka} such that V(o (t;) ©@D)) € E.

We note that each negated global formula in the maximal consistent set, -V € =, leads

to an outcome assigning each name to the equivalence class of the appropriate constant:

p¥: N - A

n = [com]=.

Thus, consider the set of possible outcomes S = {pﬁ\w | -V e E} Note that S # & since
the conjugation of the reflexivity axiom Eql with the axiom that enables the negation to be

passed through the universal quantifier, N2, implies that -V (¢t # t) € =, for each t € T(N).
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In order to define a probability space, we can assume without loss of generality that there
exists at least one probabilistic relevant formula in (4.2), RelF n (Prob u —=Prob) # @. Just to
make sure, note that otherwise we can simply assign a degenerated probability distribution,
assigning probability 1 to some outcome in S and 0 to the others.

That said, a probability space is then defined, in the lines of [58], and starts by choosing
carefully a set of atoms of interest: initially we collect in €2 all the local formulas occurring

inside probabilistic formulas of RelF,

Q= U InPr(¢), where
yeRelFn(Probu—Prob)
InPr(qy-Pr(p1) +...+qe-Pr(pg) 2b) = InPr(=(q1-Pr(p1) +...+q0-Pr(pe) 2 b)) = {p1,..., 0},

and then use it to define the suitable atoms © = { Avyn AN —w|YTc Q} We consider a
el we\T

representative outcome for each element of 8 € ©, whenever it is possible: if S? # @, choose
po € S? and let us represent the probability assigned to pg by xg; otherwise, if S = @, i.e.

(A, T P) - V-0, fix 25 = 0. The accuracy of © immediately implies that (J S’ = S and
0O

S nS% = & for each 6, # 05.

The set © has the crucial local formulas to define the system of inequalities

QU Tpy + -+ Qe Ty, 2 q, for each q1-Pr(p1) +-+qr-Pr(pe) > q € RelF
Q- Tp ++qr-xp, <q, foreach qi-Pr(pi)+-+q-Pr(pr) <qeRelF
> T = Ty, for each ¢ € Q)
0e® st - (43)
> rg=1
0e®
x9 =0, for each 6 € © such that S =
x9 20, for all # € ©

We claim that this system of inequalities has a solution. Indeed, using Fagin, Halpern and
Megiddo’s result of soundness and completeness for the axioms of inequality (see Section 4
of [58]), we know that (4.3) is unsatisfiable if and only if it is inconsistent. But it leads to
a contradiction, as we can find a global formula that represents this system of inequalities
within DEQPRL. Let us look at this in more detail!

To write down a global formula that represents the system (4.3), let us fix an order on

elements of Q: Q= {¢1,..., g} Then, consider the successive application of axiom P2 to
deduce that

Pr(g1) =Pr(ernwa) +Pr(ein-ps) =
Prp1 A w2 Aps) +Pr(pr A s A-ps) + Pr(gr A—pa A ps) + Pr(or A-pa A—ps) = (4.4)
.= > Pr(6).

0€O st -1
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It means that = oy Pr(e1) = > Pr(#). We can obtain a similar formula for each ¢ € .
0eO st -1
Moreover, since V 6 <> T and 0; A 0; <> L for any 0;,0; € ©, 0; # 0;, using axioms P2 and P4
0O

we can deduce that Pr| \VV 0] = ¥ Pr(0) and it follows that Y. Pr(#) = 1. Before finishing,
0O 0O 0O
notice that PAux2 and P2 imply that

=) e/g(v(ﬁ@ — Pr(6) = 0).

Axiom P1 and the previous justifications, allow us to write (4.2) equivalently as:

2E) 0c©® 0e® 0e©
el

Py A AP A /}2(Pr(<p) => Pr(@))/\( > Pr(9) = 1)/\( A V(-0) - Pr(0) = 0)/\ A (Pr(6) >0). (4.5)

Since we can assign probabilities independently to the different elements in ©, (4.5) is satis-
fiable if and only if the system of inequalities (4.3) is satisfiable. Under the hypothesis that
the system of inequalities is unsatisfiable, using the results of soundness and completeness
for the axioms of inequality, the system would be inconsistent. But it would mean that we
could derive an inconsistency from (4.5) using 11-16, C1-C4, which is a contradiction with
the consistency of (4.2). We conclude that the system (4.3) is satisfiable. Let {z}}¢ce be a
solution.

The solution of (4.3) is used to define a probability distribution over the atoms and thus
over the outcomes satisfying them. The probability distribution P : S — [0,1] is defined as

follows:
P(pp) = =z, foreachfeO,

P(p) = 0, for each pe S~ {pg|0cO}.
A probability space P = (S,.o, 1) is built on top of this probability distribution, considering
the o-algebra o/ generated by the set {S¥ | ¢ € Loc} and the probability measure

pia  —~ [0,1]
X = X Pp).
peX

Let us verify that p is effectively a probability measure:

- Given X € &/, u(X) >0 since u(X) = ¥ ,cx P(p), and the system of inequalities (4.3)
together with the definition of P implies that P(p) > 0 for each p €S.

- We conclude that u(S) = 1 by observing that S € & as result of S = S* and further
1w(S) = ¥ P(p), which leads to the expected measure 1 for the entire set of possible

peS
outcomes by simply recalling the definition of P and writing

w(S)=2.Pp)= > Plp)+ 2. Plps) =0+ x5

pesS peS\{p?|0cO} 6e© C)
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Since {zj }geo is a solution for (4.3) we actually have ((S) = Ypeo zp = 1.

- Given a countable collection of pairwise disjoint sets {X;}iey S 7, the equality
M(U XZ-) = > u(X;) holds as a consequence of sets {X;}i; being pairwise disjoint
iel iel
and from the following straightforward equalities,

Sux) -2 T Pe - ¥ P =n(Ux).
i€l iel peX; peiEJIXi iel

Just note that each of the previous sums has a finite number of non-zero elements.

Now that an F-structure (A,I* ) has emerged, it remains to prove that it actually satisfies
all the relevant formulas in RelF. For that purpose, we leave an auxiliary remark whose proof

follows easily by induction on the structure of .

Remark 4.3.3. Given -=V¢q € Z and a local formula ¢ € Loc with names(y) = 7,

V[p]? €Zif and only if A, T I [¢]2 .

f0 0

We conclude the proof verifying that we have indeed a model for RelF. Recall that

RelF ¢ VLoc u —=VLoc u Prob u —=Prob, consider « € RelF and let us analyze the four cases:

- if v is of the form V¢ with names(y) = n, we want to prove that for every p € S,
(A, T%), p IFioc @. Given p € S, recall that it was motivated by some -V g € Z, say that
p=p""% . Since Yy € RelF ¢ Z it follows that V[cp]gao € 2 by construction of W. Using

Remark 4.3.3 we conclude that A, T - [cp]g)o, which according to definition of p~"#°
implies that (A, T%), p™7%0 I-oc .

- if v is of the form -V, with names(-¢) = names(¢y) = 71, notice that p~"% € S. Moreover,
since =V € Z, it follows that V[ﬂgp]go € Z. Remark 4.3.3 implies that A, T i [ﬁ@]?@a
which by definition of p~7% leads to (A,I%), p™Y% Irjoc ~¢, s0 (A, T4, P) I- =V .

- If v € Prob is of the form g1 - Pr(p1) + -+ q¢ - Pr(pp) > g, we have:
(ATAP) Iy Pr(pn) + -+ qo-Pr(ipe) > g
it quep(S¥) + -+ qe-p(S7) 2 q
ifft ¢ ¥ Plp)+-+a ¥ Plp)2q
peS¥eL

peSP1
iff ¢ ¥ Plpe)++a ¥ Plpg)2q
0e® s.t. 0€© s.t.
0—p1 0=y
iff ¢ X xp+e+rq X xp>q.
0e® s.t. 0O s.t.
0501 09—y

The last inequality is valid since g1 - Pr(¢1) + -+ gz - Pr(pe) > g € RelF and {z} }geo is a

solution for (4.3), hence the first assertion holds as well.
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- If oy € =Prob is of the form —=(q1 - Pr(p1) + -+ q¢ - Pr(py) > q), notice that

(AT P) - (g1 - Pr(gp1) + -+ qe- Pr(pg) 2 q)
iff (AT P) I qr-Pr(pn) ++qe-Pr(pe) 2 q
it qu-p(SP) + -+ qe- p(S¥) < g
iff @@ ¥ Pl)+-+a ¥  Plp)<q

pES s.t. peS s.t.
(A,T8), pirjoc 1 (A14), piriociog
: * *
it ¢ X xp+et+q@ Y wp<q
0eO s.t. 0eO s.t.
001 09—y

Provided that {z} }gco is a solution for (4.3) and -(q1Pr(¢1) + ...+ q/Pr(v¢) > q € RelF,

the last expression holds.

We end the proof of completeness observing that all of this leads to our original motivation
for the proof: (A,I#4,P) - 6. O

This concludes the soundness and completeness results for DEQPRL. We are now able
to use indistinctively the syntactic consequence relation - o) and the semantic consequence
relation EZra provided that the class Z(r 5y of intended interpretations is such that its alge-
bras are axiomatized by a set I' of Horn clauses over X and the corresponding interpretations

for domain names are axiomatized by a finite set A of domain clauses of algebraic terms.

4.4 Decidability and Complexity

As observed for EQCL, DEQPRL cannot be expected to be decidable, as equational theories
can easily be undecidable [13]. We show, however, that DEQPRL is decidable if we require
the base equational theory to be convergent, and additionally the underlying domain clauses
to have the subterm property. We further provide an automated procedure for decidability.
Again, we may wonder whether the logic would also be decidable with more general
restrictions on the equational theory and on domain restrictions. It would be interesting
to explore how general could be the underlying (decidable) equational theory in order to
preserve the decidability of the logic. However, as the majority of the equational theories
underlying information security examples are generated by convergent rewriting systems, we
only focus on equational theories generated by convergent rewriting systems and in domain
restrictions with the subterm property. All the more, we take advantage of the rewriting
systems underlying equational theories to draw a decidability result. With this purpose, let
us assume, from now on, that I' is a convergent equational theory and A is a set of domain

clauses with the subterm property.
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4.4.1 Satisfiability

We devote this subsection to the analysis of the satisfiability problem for DEQPRL
(SAT-DEqgPrL). The SAT-DEqPrL problem consists in deciding the existence of a model for a
global formula.

As we observed in the context of EQCL, satisfiability solvers usually require a parti-
cular format for the input formula. In this sense, we start by analyzing two satisfiability
problems: the DNFSAT-DEqPrL is the satisfiability problem for DEQPRL whose input for-
mula is in disjunctive normal form, whereas the CNFSAT-DEqPrL is the satisfiability problem
for DEQPRL for which the input formula is required to be in conjunctive normal form.
Afterwards, we proceed with the analysis of SAT-DEqPrL for arbitrary global formulas.

As a preliminary approach, easier to understand, we start by providing an algorithm
that translates DNFSAT-DEqPrL problems into GenPSAT problems (introduced in Chapter 3).
Afterwards, we extend the approach and provide a reduction of CNFSAT-DEgPrL to
Satisfiability Modulo Theories (SMT). We end up this series of satisfiability results using
a Tseitin-like transformation to analyse SAT-DEqPrL.

Moving to the propositional context

To describe an algorithm that reduces SAT-DEqPrL either to GenPSAT, to SAT or to SMT, we
need to translate local formulas to the propositional context. We follow the same reasoning as
for EQCL (see Section 2.4.12), but besides including equations into the propositional context,
we should also incorporate the algebraic reasoning underlying the domain restrictions. In this
sense, let us consider a set of propositional symbols corresponding to equations between nom-
inal terms Eq(IN)P = {p¢,~t, | t1,t2 € T(N)} and a set of propositional symbols corresponding
to domain restrictions DRes(NN)P = {pp | t € T(N),D € D}, and then define the translation

of an arbitrary local formula ¢ € Loc to a propositional formula prop,, inductively, by:
e if © is of the form t; ~ to, prop,, is precisely py,wt,;
e if ¢ is of the form ¢ € D then prop,, is pten;
e if ¢ is of the form - then prop, is —prop, ;
e if ¢ is of the form 1 A 2 then prop,, is prop,, A prop,.

We also extend this propositional notation to probabilistic formulas: given a probabilistic
formula 6 of the form q; - Pr(¢1) + -+ qe - Pr(pg) x ¢ with w € {<,> < >}, props represents the
probabilistic propositional formula g1 - Pr(prop,,, ) + - + g¢ - Pr(prop,, ) » g.

Once more, we must import the algebraic requirements underlying the equational rea-

soning in the presence of domain restrictions to the propositional context. For this purpose,
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assume that we want to test the satisfiability of € Glob and consider the set of relevant

nominal terms for 4,
RelTerm® = subterms({0} U AY) U {t|| ¢ € subterms({d} U A%)}, where

AZ={o(t)~o(t') | (t > t')eR, 0 € subterms(§) X }u{o(t) ©®D | (t©D)e RHS, o esubterms(5)* }
and RHS = {t®D; | (t1 € D1,...,ty, € D, = t@D]...,t@D},) € A}. RelTerm? incorporates
all the subterms of §, their normal forms with respect to the convergent rewriting system R
underlying I' and, finally, the equational theory and the domain clauses instantiated on the
subterms.

We achieve a sufficiently broad scope by defining the propositional symbols of interest as
those that represent either equations between terms in RelTerm® or domain restrictions for

such terms, which are gathered in the set
B° = BEI L BPRes, (4.6)

where BF9 = {p,gme2 | t1,t9 € ReITerm‘;} and BPRes - {pteD |te RelTerm?, D ¢ D}. Both
equational statements and domain restrictions must obey some relations to be imposed on
their representatives. These restrictions are established in ®°, defined as follows:

D° = {prayy | t € RelTerm®} u {Pt,wty = Ptowt, | t1,t2 € RelTerm®} u
{(Ptrsts A Prasty) = Pints | t1, b2, t3 € RelTerm’} U (4.7)
{(Ptymty Ao APLust ) = Prty,ota i f (8t | B B s sty f(R1s s ) b F(H 7)) LE RelTerm’}u
{(Pt,nty A Pt1eD) = PioeD | t1,t2 € RelTerm®, D e D} U
{Po(t1)eDi A APo(ty, NeDi pa(t)l@D'lv"'vPo(t)L@D;CJ o€ (RelTerm®)X

(t1€ D1,..., by, € Dkljt@D’l,...,t(@D;Q)eA}.

We should emphasize that, since subterms(d) has linear size on the length of §
and the equational theory is convergent, RelTerm? is well defined and has polynomial
size on the length of 6. Denoting |Re|Term5| = k and |D| = 2z, ®° has at most
E+ k2 + k3 + k242 4 k2. 2 4+ A(KkPmaT . 29maT) clements, where @ is the maximum arity of the
function symbols occurring in RelTerm?, |A| = A and tmazx, dmaz are the maximum number of
terms and the maximum number of domain names occurring in a constraint in A. Sometimes
we drop the superscript §, provided that it is clear from context.

The subterm property provides control over the set B0, as long as it ensures that the
domain restrictions over a term in RelTerm is only conditioned by domain restrictions over
terms certainly in RelTerm. Thus, elements in ®° are the necessary to reason about the

domain restrictions that influence 4.
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DNFSAT-DEqgPrL problem

The DNFSAT-DEqPrL problem consists in deciding the existence of a model for a global
formula ¢ € Glob given in disjunctive normal form.

To test the satisfiability of a global formula ¢ € Glob given in DNF by @ /< 55 , one computes
j=li=1

the set B° of propositional symbols described in (4.6), the set ®° of propositional formulas
described in (4.7) and then use Algorithm 4.1 to decide whether the given formula is satisfi-
able or not. Note that we should apply a satisfiability procedure to test the satisfiability of
each disjunct. Each disjunct is a conjunction of global formulas either from VLoc, —VLoc or
(Prob u —Prob). Specifying explicitly those components, § is given by:

\V/ (V<p{A...A\7<pZLj /\ﬁV@{/\.../\ﬁv%J_ A§{A...A§§j).

Jj=

[y

Algorithm 4.1 DNFSAT-DEqgPrL solver based on SAT and GenPSAT
1: procedure DNFSATDEQPRL
2: input: DNF global formula d: @ (VQ/J{ A A Vw%j A —N’gp{ A A ﬂchi:j A 5{ A A fgj)
j=1

3 output: Sat or Unsat depending on whether § is satisfiable or not
4: for j=1tom do > test each disjunct
5 Hj = o U {propw{, cee prop%]_} > hard constraints
6 Sj = {propéjl-, ey propégj} > soft constraints
7 for /=1 to k; do > incorporate each ﬁVgoz in H;

if sat solver( A  prop, A ﬂpropw]-) == Unsat then

propyeH; ¢

9: break
10: if { ==k; + 1 and genpsat_solver(H;, S;) == Sat then
11: return Sat D return Sat if all the iterations are successful for some disjunct
12: return Unsat > return Unsat if some iteration fails on every disjunct

Given a global formula § € Glob in disjunctive normal form, the DNFSAT-DEqPrL tests the
satisfiability of § by reduction to both a GenPSAT solver and a SAT solver. The GenPSAT
solver is represented in Algorithm 4.1 by an auxiliary procedure genpsat_solver and returns
Sat or Unsat depending on wether the GenPSAT instance given as input is satisfiable or not;
the SAT solver is represented by an auxiliary procedure sat_solver that returns Sat or Unsat
depending on wether the input propositional formula is satisfiable or not. Notice that we
have fixed a convergent equational theory I and a set of domain clauses A with the subterm
property, so that the sets of propositional formulas B° and ®° are well defined and have

polynomial length on the length of . Each disjunct is written as a conjunction of literals
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from (VLocu =VYLoc) u (Probu -Prob). The qualitative literals (not involving probabilities)
should incorporate the propositional set of the GenPSAT instance, whereas the quantitative
literals constitute the probabilistic component of the GenPSAT instance. Recall that satisfying
a formula of the form V¢ imposes that ¢ must be verified in all possible outcomes, whereas
satisfying a formula like -V requires that at least one possible outcome satisfies . For
this reason, the satisfiability of each disjunct is tested with a SAT solver in several iterations
(one for each literal in =VLoc) and then with a GenPSAT solver, to test the consistency of the
probabilistic literals. When all iterations are successful for some disjunct, we conclude that §
is satisfiable.

Let us illustrate this simple algorithm with a simple example.

Example 4.4.1. Let us fix the signature F*°", the equational theory I'*°" and the axiomatiza-
tion A*°" that we introduced in Example 4.1.1. We use Algorithm 4.1 to test the satisfiability
of the DNF global formula:

(Pr(n ~ zero) < 2 -Pr(n e even) A Vn ¢ even A ~Pr(n ~ zero) < %) v

v (Pr(n ~ zero) < 2 - Pr(n e even) A Vn € even A —Vsuc(n) € odd).

We start by observing that RelTerm® = {n,zero,suc(n)} and stressing that, for instance,
(ProPpceven = ProPsuc(nycodd) € P°-
Testing the first disjunct of the formula, we come up with the GenPSAT instance (H,S1)
given by:
Hy = @ U{prop,ceven’;
St = {Pr(proppezers) < 5 - Pr(probpceven): Pr(proppezero) > 3},
which is unsatisfiable provided that the classical propositional formulas are evaluated with

probability 1, which derives an inconsistency. For the second iteration, we have:

Hy
Sa

@ U {propyceven’s
{Pr(propnwzero) < % : Pr(propneeven)}'

Recalling that (prop,,ceven = ProPsyc(n)eodd) € ®° and prop,,ceven € Ha, we easily realize that this
iteration is  aborted  provided that the classical propositional  formula

A Propy A =Propguc(n)eodd, that is sent to the SAT-solver, is not satisfiable.
prop,,€Ha

Hence, we conclude that the given formula is unsatisfiable. A
The correctness of the satisfiability algorithm is addressed in the following Lemma.

Lemma 4.4.2. If T is a convergent equational theory and A is a set of domain clauses with
the subterm property, a global formula § € Glob in DNF is satisfiable iff Algorithm 4.1 returns
Sat.
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Proving this Lemma requires showing that satisfiability at the propositional level carries
over to DEQPRL. For this purpose, given 0 € Glob, we follow the lines of what was done in the
proof of Lemma 2.4.3 and redefine the translation of outcomes with values in an F-algebra A
with carrier set A to valuations in the propositional context. For this purpose, let v(.) be the
transformation of outcomes into valuations, v : AN 5 {0,1}8 such that, given p € AV, the

corresponding valuation v, : B - {0,1} is now defined by:
vp(pten) = 1 iff [[t]]g e I*(D)
Vp(Peety) =1 HE [01]] = [t2]]
The proof that this translation is correct follows easily by induction on .

Lemma 4.4.3. For each ¢ € subform(8) nLoc and p e AN, A, prioc @ iff v, (prop@) =1.

For the reciprocal implication, we need a small Lemma, that guarantees a kind of finite

model property to the GenPSAT instances (H;,S;), with j e {1,...,m}.

Lemma 4.4.4. If there exists a probability distribution over {0, 1}86 satisfying (Hj,Sj), then
exists a probability distribution that also satisfies (H;,S;) but has a finite number of non-zero

assignments of probabilities to valuations, for each j e {1,...,m}.

Proof. This proof is based on a reasoning very similar to what was done in the proof of
completeness of DEQPRL. Let j € {1,...,m} and 7 : {0,1}86 — [0,1] be a probability
distribution that satisfies (H;,.S;). We define a new probability distribution 7’ with a finite
number of non-zero assignments over valuations by considering the j** disjunct of §:

Vw{/\.../\vwgljAﬁV(pJIA...A—‘VgO?C]_/\5{/\.../\&2]_.

Let Q be the set of the local formulas occurring inside the probabilistic literals 5{, .. .,fgj,
Q= InPr({{) U...u InPr({ﬁj), and define the suitable atoms

epz{/\ prop, A /\ ﬂpropw\TEQU{Ww’%}}-

veY weQ\T

We assign a valuation vy for each @ € ©P such that V% = {v € {0, 1}86 | v(#) =1} #+ @ and

consider the set of valuations V' ¢ {0, 1}35 arising from this construction:
V={vg|0e® and V? + &}

Notice that V # @ due to the suitable construction of ©, which implies that U V¢ = {0, 1}85.
0O

A probability distribution 7’ : {0, I}B(S — [0,1] is then defined based on ,

Y w(v), for each @€ © such that V? #

veVo

0, for the remaining v € {0, 1}36 V.

7' (vg)

™' (v)
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It remains to prove that 7’ is actually a probability distribution over {0, 1}36: obviously it
is always non-negative, i.e., 7’(v) > 0 for every valuation v, and only assigns a finite number
of non-zero probabilities to valuations; then notice that U V? = {0, 1}86 and VO nV? = o

[5S)
whenever 01 # 62, and let us check that the probability distribution sums up to 1:

1= > 7w(w)=> 7'(vg)= > 7'(v)+ o dw)= ) 7(v).

ve{0,1}8° 0<© veV ve{0,1}8°\V ve{0,1}8°

To conclude that the probability distribution 7’ satisfies the GenPSAT instance (Hj, S;) notice
that, given ¢ e QU {7, ... 97, },

Yo v@)-w'(w) = ) w'(vg) = Y w()-w(v).
ve{0,1)5° oy veV

Hence, ' satisfies (H;,S;). O

In order to proceed with the reciprocal implication, we will need to keep safe the
propositional information while defining a suitable F-structure satisfying 6. For this pur-
pose, let us consider an appropriate finite set of valuations V ¢ {0, 1}8(S containing the valu-

ations satisfying A propy A=prop,;, for each £ € {1,...,k;} and some others for which are
prop,,€H; £

assigned non-zero probabilities that constitute a probability distribution satisfying the
GenPSAT instance (Hj,S;).

We outline a candidate F-algebra for a model for é by extending the signature F with new
constants ¢, for each n € N and v € V, that should keep hold the propositional behaviour
into the logic: the extended signature F* coincides with F in all but

Fo=Fou J {com|neN}. (4.8)
veV

In order to keep safe the propositional information, we collect a record, into the logic, of all
propositional symbols provided each valuation. For the purpose, we consider an enumeration
of the set B xV indexed by i € I ¢ N, and save such information in the set M = U M;, defined
iel

inductively by: '

My= {V(o(t)~o(t))|tnt el,oeTp(2)¥}uU
{V(o(t1) eDin...A0(tg,) €Dy, = a(t) @Dy v...va(t)©Dy,) |
o € Tp« (@)X, (t1 €Dy, ..., ty, €Dy, > t@D],...,t@OD} ) € A}

M, u {V[p]2 Y, ifui(p,)=1
M1 = ’ { [%]C“i’n} ) i(Pe) for i € I and n = names(p;).

M; v {Vﬂ[%]g,i,n% if Ui(p%') =0

Remark 4.4.5. Notice that by N2, N3: +p ) V_'[%]gv- L V(]2
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We now address the consistency of M = ;e M; € Glob%* regarding the extended signature

F* and an empty set of names.

Lemma 4.4.6. If Algorithm 4.1 returns Sat, then M = U M; € Glob%. is consistent.
iel

Remark 4.4.7. Given t1,t9 € ReITerm(S7 we have pt ~t, € B°. Hence, considering a valuation v €
V' we necessarily have that either V([tﬂgjim ~ [tg]glim) € M or V([tl]gim # [tg]gjim) eM,
where n75 = names(¢1) Unames(t2). The same holds for the domain restrictions: given D € D,
either V([tl]gn eD)e M or V([tl]gn ¢ D) € M, where 1 = names(t1).

We prepare the proof of Lemma 4.4.6 by considering a substitution of constants back to

names,
0: {cwn|neNoveV} — N
Com +—> N .

Let us abuse notation and denote by o the extension of this substitution to the set of local

formulas over the extended signature F* and an empty set of names, Locg..

Lemma 4.4.8. Let My be the set of global formulas defined in (4.9). Given a local formula
¢ € Loc?. such that subterms(o(¢p)) < RelTerm®, we have:

Mo = py Yo iff - ProPy(¢)-

Proof. The reciprocal implication is immediate by recalling the definition of ®° and based on
axioms from Hr p), hence we focus on the direct implication.
Assume that My @ a) Ve and let us prove, by induction on the structure of this

deduction, that each case leads to ®° F2cpL PrOP ()
o If Vip e My then ¢ is either of the form

o(t)ro(t') or o(ti)eDin...Ao(ty) €Dy, »o(t)@DiV...vo(t)@Dy,

for some o € Tp+ (@)™, but then goo € T(N)X and the following cases hold, respectively:

(1) either (t N t,) € Fa and (pgoo(t)mgoa(t)l)v (pgoa(t’)wgoa(t’)i) € q)57 but since
ooo(t) L =poc(t) | it follows that ®° FHepy Pooo(t)mooo ()

(ii) or(t1€Dy,...ty, € Dy, > t@D1,...,t@ D}, ) € A and so the propositional formula

5 .
(pgoa(tl)l eDin.. 'AngU(tkl)l € Dkl g pgoa(t)L@D’l V.. 'Vpgoa(t)L©D;€2) € ®°, which
1mphes that (p,QOO'(tl)LEDl N A p.QOO'(tkl)lEDkl - pgoa(t)i@D’l V...V pQOU(t)i©D;€2) €
g that, together with the fact that pyoy(t/yvoos ()] € ®% and since for each t’ €
oo (t')mgoo(t')

{tl-"ytklat}y P° FHep Pooo(t)~goo(t)) = (pgoo'(t’)eD g pgoo’(t’)leD)a allows us to

conclude that:

é
) |_7'lc|:vL pgoa'(tl)EDl ANERAN pgoo(tkl )€Dk1 - pQOU(t)©D'1 V...V pg°0’(t)©D;€2 .
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e If Vi is an axiom, then it is either an instance of:

o Eql-Eq4, where we immediately conclude that ®° FHepL PIOP,(4);
¢ DEq which would imply prop,, € PO

o D(A), which reduces to the analysis in (ii) ;

o E(I'), which reduces to the analysis in (i);

o EqC1-EqC4, where we conclude that ®° FHep PIOP,(,y @s an immediate application

of the axioms of propositional logic.

o If Vi results from applying inference rule C4 to §; and §; — o2, then d2 should coincide
with Yo and Mo = ) {01,01 = d2}. We have several cases to analyze, we overview

some of them:

o if 61 — J2 is an instance of Eq2-Eq4 (after the application of N and C4), then the
deduction is clearly deducible in the propositional context since ®’ contains all

such properties;

o the case where V¢ is deduced using EqC1-EqC4 (after applying N and C4), or

C1-C3, is covered by the propositional reasoning, leading to ®° FHepL PYOP,(4);

o deductions from D(A) are under the scope of the propositional context as we saw

before;

o the propositional analogue of DEq in ®° allows us to conclude that ®° FHcpL

Prop,(,y when 61 — &3 is an instance of DEq (after applying N and C4);

o if 01 — 09 follows from N1 and takes the form Vi A Voo — V(p1 A ¢32), since
@1 A @2 € Loch., then 1,97 € Locg., and from My +(p z) Vo1 A Voo, by induction

hypothesis, we have oo FHepL PFOPg(1) A PrOPg(ps), SO o FHepL PrOPo(p1Ap2)i

o if §; = &2 follows from N1 but is of the form V(¢1 A ¢2) = Vi, for some i € {1,2},

then it is straightforward;

o if 47 — J2 is an instance of N3 then it is of the form -Vi¢ — V-1 and since
1) € Loc%*, then ¢ € Locl’%; recall that Mo - ) =V so, by induction hypothesis,
oy Prop,(y) Which means that o+ Propy(~y)- O

Proof of Lemma 4.4.6. Assume that Algorithm 4.1 returns Sat and let us prove, by induction
on i, that M; is consistent for every ¢ € I. Let us begin observing that M, is consistent
since otherwise we would derive 1 from M, and, in that case, using Lemma 4.4.8, we would
be able to deduce prop, from ®’, which is a contradiction with the initial assumption that

Algorithm 4.1 returns Sat.
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Let i € I and assume that M;_; is consistent but M; is inconsistent. We analyze both cases

that potentially lead to the inconsistency: v;(py,;) =1, v;(py,) = 0.

Case 1: Assume v;(py,) = 1. Since M; is inconsistent, M; 5y d for any & € GlobZ.. In

particular:

M; = oa) Vﬂ[%]gi,n

which, since M; = M;; U {V[gpi]g_n} and recalling Remark 4.4.5, implies that

Mi-1 =(r.a) Vﬁ[cpi]gviyn. Let us check that it would lead to v;(py,,) = 0, which is a

contradiction. Recalling that either ¢; € Eqp(N) or ¢; € DResp(N), we can use induc-

tion on the structure of the proof to conclude the first case.

<

If Vﬂ[goi]?v_’n € M;_; then it is a consequence of originally Vﬁ[cpi]?v_’n € My: no-
tice that folr different valuations the constants are distinct, so [(pl]?v; + [@/J]?U_m for
any v # v; and for any v € Loc; for different formulas ¢ # ¢; we silould alsol have
W]?U-,n * [cpi]?v_,n, since the constants are different for distinct names. But then,
sincelvﬁ[goi]?vml € My, py, € BY and v; satisfies ® we should have vi(py,) = 0.

Since ¢; € Eq(IN) u DRes(N), the only chance for Vﬁ[wi]?vm to be an instance of an

axiom would be D(A), which would reduce us to the previous case.

If it is the result of applying C4 to 1, 47 — 2, then d5 should coincide with Vﬁ[npi]?v‘ .
and M;-1 =) {01,01 — d2}. We have several cases depending on 6; — d2. We
analyze some of them and the others are left to the reader:

If 61 — 02 is an instance of Eq2 (together with N, C3 and C4) then ¢; should be of
the form #; ~ to. Since t1,ts € RelTerm®, the propositional representation of Eq2 is
in ®°, and v; satisfies ®°. Notice yet that d; is of the form V[t ~ tl]g.,n and by
induction hypothesis v;(pe,~t, ) = 0, 80 v;(pty~t,) = 0. Analogously, we cz;n address
the case were §; — J2 is an instance of Eq4.

If 1 - J2 is an instance of classical axiom EqC2 (applying N and C3) then ¢;
should be of the form -(¢) — V[cpi]gm) which means M;_1 = py ¥ A Vﬁ[cpi]gm
and it follows that M;_1 F(p a) Vﬂ[gp;]gvi’n, which by induction hypothesis impliles
Ui(PsOi) =0.

If 67 — 02 is an instance of EqC4 (with N) then ; should be of the form

ﬁ((v[‘Pi]Zi,n — Vo) —» VY¢) which implies M;_1 + 5y (V[%]Zi,n - Vo) A=V,
that can be written as M;_1 Fp Ay Vﬁ[gpi]g' . By induction hypothesis it follows

that v;(py,) = 0.

Case 2: Assume v;(py,) = 0. Since M; is inconsistent, M;  xy 0 for any § € Glob%.. In

particular:

M; =ra) V[0ilZ,, .
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which, since M; = M;_ 1 U {V=[p;]2 } and recalling Remark 4.4.5, implies that

Cu;,n

M1 =op) V[cpz-]gj‘ - We check, again by induction on the structure of the proof, that
it implies v;(py,) = 1, which is a contradiction. Note that ¢; € Eqp(N') or ¢; € DResp (V).

o If V[gpi]?v' , € M;_; then it should result from V[cpi]g‘v_ . € My by the same reason as

for case 1. And, the same way, we are able to conclude that v;(py,) = 1.

e Since p; € Eq(IN) u DRes(NV), V[gpi]g)_ could be an instance of E(I') or D(A) (which

would report us to the previous case) or an instance of Eql. In the last case ;

\n

should be of the form ¢ ~ ¢ for some ¢ € RelTerm®. Since v; satisfies %, we would have
Ui(psoi) =1

e If it is the result of applying C4 to &1, §; — d2 then d5 should coincide with V[goi]’cjvl .
and M;-1 F(p ) {61,01 — 02}. We have several cases depending on d; — d2. Again,

we analyze some of them:

o 1If §; — d2 is an instance of Eq2 (applying N), then ¢; is of the form t9 ~ t; with
t1,ts € RelTerm?, and &; should be of the form V[t ~ tg]chv. _, which by induction
hypothesis would imply v;(ps;~t,) = 1, and so vi(py,) = 1.

o 1If §y —» 02 is an instance of Eq3 (applying N), then ¢; should be ¢; ~ t3 and
01 should be V(t; ~ t2) A V(t2 ~ t3). But notice that ¢ |,t3 € RelTerm’ and
to = t1 l= t3 |, so we would have, by reflexivity and transitivity that
Vi (Ptysty) A Ptoiats) = 1, which together with the propositional representative of
transitivity in ®° implies Vi (Ptyntg) = 1.

o If §; - J2 is an instance of Eq4 (applying N), then ; is an equation of the form
Ftr,.ootn) ~ f(E), ... th) with t1,... ,tn, ¢}, ..., 1 € RelTerm® and &, is given
by ¥(t1 ~ t1) A... AV(t, » t;,) (if some #; or ¢} is a normal form, consider in
its substitution the subterm of § that originated it). By induction hypothesis
'Ui(ptlzt’l A ... APt,atr ) = 1, which together with the propositional representative of
Eq4 implies that v;(py,) = 1.

o If 01 — dy is a consequence of NI, then &; is of the form V([i;]2 A1) But

Co,.
notice that M; 1 () V([@i]?ﬂyn Apa) implies M; 1 = o) V[cpi]ém, which by
induction hypothesis implies Ui(éw) =1. Z

o If 01 - 02 is an instance of DEq (applying N), then ¢; is of the form to € D with
ty € RelTerm® and &, is V(t1 ~ ta) AV(ty € D). Notice that M; ; F@,A) 01,
e, Mi1 Frna) V(t1 ~ to) A Y(t; € D) and by induction hypothesis we have
Vi (Ptynty, A Ptitep) = 1, which by the propositional representative of ®° implies

that v;(prep) = 1.
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Both cases lead to a contradiction, so M; should be consistent for each i € I, and so M is

consistent regarding F*. [
We are now ready to use all of these technical details in the proof of Lemma 4.4.2.

Proof of Lemma 4.4.2. Assume that I is a convergent equational theory, A is a set of domain
clauses with the subterm property and let § € Glob be any global formula in DNF. To prove
the direct anhcatlon consider an F-structure (A,I* P) with P = (S, <7, ) and sa‘msfymg J:

(A, T4 P) - V /\ 5] This means that there exists j € {1,...,m} such that (A, 1% P) - /\ 5]
g=1li=1

Since each 65 is a literal, we can rewrite it as
(A T4 P) - Vo] AL A VYL A=Yl AL A ﬁ\w{;j A AL AEL. (4.10)

We need to verify that for each ¢ e {1,...,k;}, there exists a valuation satisfying

N propy A —prop,; and, furthermore, that there exists a probability distribution 7w over
prop,€H,; £

the set of all valuations {0, 1}66 satisfying the GenPSAT instance (Hj, S;).
For the first assertion, let pﬁv“’l be the outcome such that (A, IA) pﬁV‘Pe IFloc ﬁgaé Notice
that (4.10) implies that for each s € {1,...,n;}, (A,T), pﬁV“’é IFloc ¥. Using Lemma 4.4.3, it

is immediate to conclude that v _, ; satisfies A propy A —prop ;.
p ¥e prop,,€H; “e
) J
For the latter assertion, notice that we can assume that there exists at least one

probabilistic literal in (4.10). Otherwise, testing (H;,S;) would be equivalent to test Hj;
in SAT and we were done. That said, we need to find out a probability distribution over
the set of all valuations {0, 1}36 satisfying (Hj,S;). Again, we follow a reasoning similar
to the proof of completeness of DEQPRL: collect in € the local formulas occurring inside
the probabilistic literals f{, . ,fsj, InPr({{) U...U InPr(fgj), define the suitable atoms

= { AvAn AN —w]|Tc Q} , and then assign an outcome py for each @ € © such that S? # .
yeY we\T

Now consider the set of valuations V ¢ {0, 1}8(S arising from this construction:
V ={v,, |06 and S’ + &}. (4.11)

Notice that V # & due to the suitable construction of ©, which implies that U S? =S # .
0O

A probability distribution 7 : {0, 1}36 — [0,1] is then defined based on p,

1(S%), for each # € © such that S +
0, for the remaining v € {0, 1}86 \

T(Vp,)

m(v)

It remains to prove that 7 is actually a probability distribution over {0, 1}36: obviously

it is always non-negative, i.e., 7(v) > 0 for every valuation v; then recall that U S’ =S and
SC)
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S%1nS% = & whenever 6 # o, and let us check that the probability distribution sums up to 1:

1= 1(S%) = Yor?)=> ww)+ > ww)= > w(v).
0c© 0O veV ve{0,1}8°\V ve{0,1}5°
Once defined the probability distribution, let us check that the GenPSAT instance (Hj;,S;)
is satisfiable, i.e., each propositional formula in H; is satisfied with probability 1 and the
probability formulas in S; are also satisfied. To ease notation, let us use W% to denote the

set of valuations in W ¢ {0, 1}65 satisfying prop,, W% = {ve W | v(prop,) = 1}.

e Foreachse{l,...,n;}, wehave (A, T4 P) - Vep!, hence we also have (A, T4 P) - Pr(wg) =1.

The successive application of P2, as was remarked in (4.4), allows us to write it equivalently

as (A, T4 P) I > Pr(0) =1, i.e., > 1(S?%) = 1. But then,
0€O s.t. O] 0€O s.t. 0>l
Z v (propd)g) -m(v) = Z m(v) = Z T(Vpy) = Z ,u(SG) =1.
ve{0,1}8° eVl 0O s.t. O-1pl 0O s.t. O—1p?

e Clearly, 7 satisfies ® with probability 1 since (A,I* P) satisfies all instances of Eql-Eq4,

DEq, E(T'), D(A), and a reasoning similar to the previous one can be applied.

e Finally, for each r € {1,...,s;}, let & be a literal of the form ¢ - Pr(v1)+...+qn-Pr(en)»g,
with x € {>,<}. By (4.10), (A, I P) - q1 - Pr(¢1) + ... + gn - Pr(¢n) » ¢, which, recalling
once more (4.4), can be written as ¢ - > w(SH) ++qp- > 1(S?) mq or even,

0eO st 0—p1 0eO st 0—pp
recalling the definition of 7, as

- Z 7"—(Upe)'*'”'"'qn' Z W(UPQ)NQ-

0eO st 60— 0cO st 0—pn,

But note that for each 1<i<n, {v,, |0 €O and 0 - ¢;} = {v e {0, 1}86 | v(pi) = 1} and we

can write the previous inequality as

- Y, m(W)+rgne Y, w(v) g,

veV ¥l veV Pk
or, recalling the null assignment of probabilities for elements of {0, 1}3(S \V, as
a-| X m@)+ Y w@) |+t Y w()+ Y w(v) g,
veV¥1 ve({0,1}B%\V)#1 veVen ve({0,1}B2 \V)en

ie,q- Y w(w)+-+qn- Y w(v)mg, and so 7w satisfies fﬂ.
veV¥1 veV¥n
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For the reciprocal implication, assume that Algorithm 4.1 returns Sat and let Vi be the

set of valuations satisfying ~ A prop, A —prop_; for each £ € {1,... k;}, V1 ={v1,... v, }.
prop,,€H; #e ’

Then use Lemma 4.4.4 and let m be a probability distribution satisfying the GenPSAT
instance (Hj,S;) assigning a finite number of non-zero probabilities to valuations. Let V5
denote the finite set of valuations for which 7 assigns non-zero probabilities. Please note that,
since each propositional formula in H; is satisfied with probability 1, and V5 encompasses the
valuations to which is assigned non-zero probability, it follows that all valuations in V5 satisfy
the propositional formulas in H;. Let V' = V3 u V5.

As we briefly explained, a model for § is found by extending the signature F with new
constants ¢, n, for each n € N and v € V, that should keep hold the propositional behaviour
into the logic. For this purpose, let F* be an extension of F respecting (4.8). Then, consider
the consistent set M = U M; ¢ GlobZ. defined inductively on (4.9) and take a maximal
consistent set =* extendzier{g M, whose existence is guaranteed by Lindenbaum’s Lemma.
Consider the F'*-algebra A = T« (@)=« derived from the congruence relation defined by t; =" t»
iff V(1 ~t3) € E*. The interpretations for domain names are taken according to the maximal
consistent set Z*; T4 : D — p(A) is defined as I*(D) = {[t]- | Y(t € D) € Z* and t € Tp+(2)}
for each D € D.

Afterwards, we translate valuations into outcomes, defining an outcome p* : N — A for
each valuation v € V as p”(n) = [¢yn]=. Recall that [[-]]g) : T(N) — A is defined, accordingly, as
[[t]]AU = [[t]g)yn];, where 7 = names(t) and &, ,, are the respective constants. The set of outcomes
is defined as the union of two components, S = S; U S, arising from V; and Vb, respectively:
S1 ={p’|veVi} and Sy = {p” | v € Vo}. Note that So # @ provided that Vi # @& (see
Lemma 4.4.4).

Regarding the probabilistic component, we first define a probability distribution over the
outcomes in S and then use it to define the probability space. For the purpose, we import
the probabilities on the propositional level through the probability distribution P :S — [0,1]
defined by:

P(p")
P(p)

A probability space P = (S,.o, u) is then defined using the discrete o-algebra o/ over S, and
the probability measure p: .o/ — [0,1] defined by u(X) = ¥ P(p).
peX

m(v), for each p¥ € So,

0, for pe S\ Ss.

The conclusion that (A,IA,}P’) is actually an F-structure follows by the straightforward

verification that y is a probability measure.

o A satisfies I' immediately by definition of My and of the congruence relation =~.
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o (A,T*) verifies A: given (t1 €Dy,... tg, €Dy, —>t’1©D',...,t;€2©Dk2) € A and
o' € A%, notice that o' results from applying a substitution o € Tp«(@)* and then
a quotient by =*. Assume that [[ti]]g € IA(Di) for each 1 < ¢ < k;, which means that
[0(t:)]=x € IA(D;) or, equivalently, Y(o(t;) € D;) e E*. It means that
V(o(t1) e Dy A Ao (tk,) € Dy, ) € 2%, and from M it follows that

V(o(t]))®D] v v a(t;cz)@D;Q) €=".

But =% is maximal consistent with respect to the deductive system Hr 5y and a(t)),..,

o(ty,) are nameless terms, so it follows that there exist j € {1,...,k2} such that
V(o(t;)®D}) e ="

Once defined the F-structure (A, 4, IP), let us check that for each ¢,t1,t2 € RelTerm, D € D,

v €V, and denoting by njs = names(¢1) Unames(tz) and 7 = names(t),
(AT, p¥ Ikioc @ iff v (py) =1 for each ¢ € Eq(/N) uDRes(V):

(A,IA),pv lFloc t1 R T2 iff [[tlﬂg} = [[tQ]]f;

iff [6]202 = [ta]002

Cv,n1~2 511,7L1~2
i V(] s L] Ye=

i v([t]22 e [t2]212 )eM  (by Remark 4.4.7)
iff v (pt1%t2) =1
(ATA), p e t €D iff - [t]2 e I4(D)
iff - [[¢]2 )= €1*(D)
iff V([t]2 eD)eE*
iff V([t]’;} ,€D)eM (by Remark 4.4.7)

iff  v(pwp) =1

By induction we easily conclude that for each ¢ € subform(d) nLoc and v eV,
(A T4, p¥ IFioe @ iff © (propw) =1. (4.12)

It remains to prove that, actually, (A,I* P) is a model for ¢. For that, recall that ¢ is given
in DNF by U (Wﬁ{ Ao A Wﬁ%j /\ﬁV@{ Aol A —Ngoé /\f{ A .../\fgj) and let us check that we
j=1 7

have a model for the j** disjunct.

e For each se{l,...,n;} andveV, Wl e subform(d) n Loc and v (propd)j) =1, so, by (4.12),
(AT, p¥ IFioc ¢§, and it follows that (A,I%,S) I V?/)g.
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e For each ¢ e {1,... k;}, gpz € subform(d) n Loc, and there exists v, € V; such that
Vg (propwj) = 0. Then (A, I*), p If1oc gpz and so (A, I*,S) I- —Ngo%.
4

e Finally, since 7 satisfies the GenPSAT instance (Hj;, S;), given r € {1,...,s;}, in particular,
m satisfies 52. Let &Z be a probabilistic formula of the form ¢; - Pr(¢1) + - + ¢, - Pr(pn) % g,
with € {>,<}, it follows that

qr- Y, m()++qn- Y, w(v)xg

veV ¥ 1 veVen

which, by (4.12) and by definition of P, is equivalent to
a- Y, P(p")+tan Y, P(p') g

PUESPL pUeSen
that can be written as ¢ - u(S¥) + -+ + g - 1(S¥") » ¢ and is exactly what we want:
(A TA P) - & O
Notice that, given a global formula § € Glob written in DNF, Algorithm 4.1 makes a poly-
nomial number of calls to a couple of oracles: a SAT oracle and a GenPSAT oracle. It results in
high complexity costs. The DNFSAT-DEqPrL solver that we present is in PN, Furthermore,
rewriting a given global formula into disjunctive normal form can lead to an explosion on the
length of the formula. For these reasons, even though Algorithm 4.1 is intuitive and easily

explained, it does not constitute the most efficient way to decide SAT-DEqPrL.

CNFSAT-DEqgPrL problem

Despite the high complexity costs that we achieved with the presented DNFSAT-DEqPrL
algorithm, it has given us a valuable hint in the search for a more efficient satisfiability
algorithm. As we already know, we should focus on the problem whose input is given in CNF.

The CNFSAT-DEqgPrL problem consists in deciding the existence of a model for a global
formula § € Glob given in conjunctive normal form. We analyze the CNFSAT-DEqPrL problem
inspired on the developments for GenPSAT presented in Chapter 3 and explore a polynomial
reduction to the Satisfiability Modulo Theories (SMT) with respect to the theory of quantifier-
-free linear arithmetic over the integers and reals (QF_LIRA) [20].

On the details of the input formula: Assume that we are given a global formula

ng .
6 € Glob given in CNF by R \; 7. Since each conjunct of § is a disjunction of literals in

j=1i=1
V0Locu =VL0Locu Prob u —Prob, we can rewrite it as:
/\1(\1@[){ Ve vV v =Yy v...vﬁVgpi:j vE V.. vED), (4.13)
J=
where, for each r € {1,...,s;}, the probabilistic literal {ﬁ is assumed to take the following

form: q(, 1y Pr(¢ej1)) + + Urjaiy " Pr(<p(r’jﬁ)) w q(r,j)> With wl € {>,<}.
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Witnessing existential literals: Following the same motivation to address the need of
witnesses for existential literals as for CNFSAT-EqCL in Section 2.4, we need, at least, as many
copies of BY (4.6) as the number of existential formulas -V Loc occurring in . In its description,

6 counts with Zj"il k; literals of =VLoc, so the final set of propositional symbols should contain

: coom R 5 KA 5
all the required copies, U U {p’"*1|p e B’}. When ky =0, U {pli"¥1| p € B’} represents
§'=10=1 =1

the empty set.

Probability also deserves a witness: As we know, the probabilistic feature envisage a
probability distribution over the set of valuations. In this sense, we should not limit our
valuations to strictly represent witnesses for existential literals. Hence, we further need to

consider an extra copy of B°.

Interpreting Vloc and -Vloc in the propositional context: Satisfying an element
of the form V¢ imposes that ¢ must be verified in all possible outcome, whereas satisfying
a formula as -V requires that at least one possible outcome satisfies . Therefore, our
reduction to the propositional context must carry this sensitivity. In this way, the satisfiability
of those literals is tested using several labeled copies of propositional variables (one copy
for each literal of the form —VLoc plus the original copy), as if they had embedded several
valuations. The labels are extended from the propositional variables to the propositional

formulas as expected.

Perfect tuning with GenPSAT: Prompted by the inclusion of SAT in GenPSAT, the
satisfiability of propositional formulas (representing literals in VLoc) is tested by assigning
to it probability 1. Accordingly, and inspired on the GenPSAT normal forms (see Chapter 3),
we realize that the probabilistic (propositional) formulas to be tested should be atomic. For
this purpose, we shall replace the propositional formulas occurring inside probabilistic (propo-
sitional) formulas by ghost propositional symbols. The existential literals are not supposed
to influence probabilities (they have their own witnesses), so we discard them for a moment.

Let us collect in &toc all the appropriate local formulas, suggested by d:

m . . Sj
Stoc = U1 ({w{, s U Ul{%j,lw S ‘P(r,j,eh}) ’
J= =

and in ® the corresponding propositional symbols:

m S5
@ = JL:JI ({pw{7 AR ’png‘] } U TL:JI{ng(r’j’l)7 AR 7p(’0(r’j’[{;) }) *

Furthermore, for each 1 € &%, the [0, 1]-variable ay is intended to represent the probability
of .
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Incorporating ®°: As we have already seen, in order to obtain a correct translation into
the propositional context, we should impose the requirements collected in ®° (4.7). For this
purpose, all the considered copies of B® must verify those restrictions (with probability 1).
And so, we should keep a special propositional ghost symbol for this purpose, ps, and a

variable to represent its probability, .

The translation to QF_LIRA: All these things considered, let

m K

) el ] 5

B=B"ulJ U{pV " |peB’uBup,}
j'=10'=1

represent the set of propositional symbols for our problem and denote by M the number of

m Sj .
elements of ®uU {p,}, M < 3 (nj + ZJ: &) + 1. For ease of notation, let
=1 r=1

v:&tcu{o} - {1,...,.M}

represent a bijection from the &foc coupled with the symbol ¢ to the set {1,..., M} such that
v(¢) = M. Note that the inverse bijection v~! is such that v~ 1({1,...,M}) = S%cu {¢}.

Inspired in Subsection 3.3.2, let H = [h;;] denote a (still unknown) matrix of size
M x (M +1) whose columns represent the valuations over B evaluated on each propositional
(ghost) symbol of & u {p,}, i.e., hiy = vy (py—l(z‘)) foreach 1 <i <M and 1 <k <M +1.
The (M + 1)-vector 7 = 7] represents a probability distribution over {vy,...,va41}. As we
already mentioned, ay, represents the probability of each v € @%oc and oy aims to represent
the probability of ®°.

In order to model all the possible valuations {v1, ...,vpr41}, we consider M +1 copies of B:

M+1

B = |J{®p|peB}.
k=1

Given F ¢ B, we denote by (¥ F the set {F)p|p e F}.

The idea is to test the satisfiability of § through the assertion

kj M+1 . Sj H» .
(awi = 1) vV ( \V (’“)prop[]’f]) vV ( 5.9V 7 Q(r,j)))

Jj=1\s=1 (=1 \ k=1 ) 5=

m g
(prob) AV
subject to the additional assertions:

M+1 m Ky . ,
(prop_pos) /{r ((k)pwj > ( A /]\ (k)propq[jj’“ A (K) propwj)), for each 1) € &toc;
s j=10=1 s s

MY (k) (k)
(prop_prob) k/_\l ( Poiriey < prop(p(m_,s)), for each ¢, ; ) € Stoc;
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M+1 m kj’ o
(prop_phi) A ((k)paﬁ - A (/\ A B gli"t] A(k)¢));
k=1

¢€@6 3'=1¢'=1

(prob_phi) (ag =1);

M+1
(vall) ( > b = ozl,_1(2-)), for each i e {1,..., M};
k=1

(val2) ((0<bjk <hig) A (hig — 1+ 7 <bjp <mg)), foreach i e {1,...,M} and ke {1,..., M +1};

(cons) (hik =1« (k)py—l(i))7 foreachie{1,...,.M} and ke {1,...,M +1};

M+1
(sumsl) ( El Ty = 1).
So far we have introduced:
e 1 assertion (prob);
e >y n; assertions (prop_pos);

m
7=1

(Zf«il @«) assertions (prop_prob);

1 assertions (prop_phi);

M assertions (vall);

M x (M +1) assertions (val2);
o M x (M +1) assertions (cons);
e 1 assertions (sumsl).

Hence, we have O(M + M x (M + 1)) assertions, each of polynomial
size on the length of 0, over M x (M + 1) binary variables h;;, M x (M + 1) real
variables b;;, M real variables 0 < oy < 1, (M + 1) real variables 0 < 7, < 1 and
Sfj Eﬂ) + 1.

m m
(M+1) - (\B(;|+ ]B(g\-j; ko +M) propositional variables, where M = 3 (nj +r )

j=1
Because of this, the presented translation to QF_LIRA is polynomial.

The solver: We test the satisfiability of § by translating it into a QF_LIRA problem and
then solving the latter appropriately. The procedure is presented in Algorithm 4.2.

Given a global formula ¢ € Glob written in conjunctive normal form, the CNFSAT-DEqPrL
solver tests the satisfiability of § by reduction to a QF_LIRA problem with polynomial size
on the length of §. Note that we have fixed a convergent equational theory I' and a set of

domain clauses A with the subterm property, so that the sets of propositional formulas B°
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and ®° are well defined and have polynomial size on the length of §. The procedure consists

in initializing an empty QF_LIRA problem and then use the following auxiliary procedures:

e assert introduces an assertion into the QF_LIRA problem;

e qgf_lira_solver returns Sat or Unsat depending on whether the problem is satisfiable or

not.

When the resulting QF_LIRA problem is satisfiable, we conclude that ¢ is also satisfiable.

Algorithm 4.2 CNFSAT-DEqgPrL solver based on SMT - QF_LIRA
1: procedure CNFSATDEQPRL

2: input: CNF global formula 4: /\ (VW Vo VY v SVl v ﬁwpij VE V..V ggj)

3: output: Sat or Unsat dependlng on whether ¢ is satisfiable or not
4:  assume: M := Z (nj + Z 2y +1

5: v: 620c u{¢}— {1 M} is a bijection
6: declare: propositional variables: U ((k)85U U U {F)pl"T | pe By U ME U {(k)p¢})
o — lel
7: binary variables: h;, for ie{l,...,M}, k: e{l,...,M+1}
8: [0, 1]-variables: a,-1(;), Tk, bk, for i€ {1,..., M}, ke{l,...,M +1}
9: for j=1tom do
MR (w M propld 1 p )
10: assert| A A Pyi < /\ /\ prop ;" * A Tprop,; > (prop_pos)
k=1 s=1 j'=10'= W
M+1 Sj f
: (k) (k)
11: assert k/\l 7‘/\1 S/\1( P PrOP%.,j,S))) > (prop_prob)
12: for i=1to M do
M+1
13: assert| X b = Oél,—l(i)) > (vall)
k=1
14: for k=1to M +1do
15: assert((OSbik Shik)/\(hik_l"‘ﬂkgbikéﬂ'k)) > (val2)
16: assert (hik =1« (k)p,,_l(i)) > (cons)
m [ nj ki (M+1 Sj 63; .
. - (k) [.77 ] . J .
17: assert /:\1(8\/1(% 1) Vé\=/1( \=/ prop’ ) VT\/I(E1 U(r,5,5) X g.0)"T Q(r,j)))) > (prob)
M+1 m ky s g
18: assert| A (k)pd, « A | A /\ (k)gb[J DN (k)qﬁ > (prop_phi)
k=1 pe®d \j'=10'=
19: assert (a¢ = 1) > (prob_phi)
M+1
20: assert| > mp = 1) > (sumsl)
21: return gf_lira_solver() D return Sat if the assertions are satisfiable, Unsat otherwise
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For the sake of illustration, we now use this algorithm to decide whether a global formula
is satisfiable or not. Later on, we will illustrate the importance of each variable of the QF_LIRA

problem in the construction of a model.

Example 4.4.9. Recall Example 4.1.1 and consider the signature F*°*| the equational theory
™" and the axiomatization A*°". Let us test the satisfiability of the CNF global formula:

2 2
Pr(n ~ zero) < 3 Pr(n € even) A V(n € even) A (—Pr(n ~ zero) < 3V —~Vsuc(n) € odd) ,

with n € N. We start by noting that RelTerm?® = {n, zero, suc(n)} and defining ®°. The parame-

ters that come into play when the formula is seen in the CNF form (4.13),
(VW VA LT AV S VI ﬁV<pf€]_ vEl v vfgj), are:

7=1
j=1: n=0 ki=0 s;=1 (=2
j:22 n2:1 ]{7220 8220
j=3: n3=0 kz=1 s3=1 (=1
Note that

&toc={n~zero,neceven}
and consider the bijection v : &% u{p} - {1,2,3} such that v(n ~ zero) =1, v(n € even) = 2,
v(9) =3,
To clarify the following observations, let us remind all the relevant assertions that will
allow us to draw a conclusion about the satisfiability of the formula:

ki (M+1 sj o
(prob) /\ ( ( Gyl = 1) v \:/ ( v (k)prOp[j7 ]) (Z 9(r.5,5) X (r.,9) "“q(m)))

k=1

M+1 m Ky 0] ,
(prop_pos) A (k)pwj | A A Uf)propqﬁ A (F) prop,,; | |, for each Pl € Stoc;
s jr=1¢'=1

M+1
(vall) ( > b = al,1(i)), for each i e {1,...,M};
k=1

(val2) ((0<big < hig) A(hig =1+ 7 <bjg, <mg)), foreach i e {1,..., M} and ke {1,.... M +1};

(cons) (hy =1« (k)py_l(i)), foreachie{1,...,M} and ke{l,...,M +1}.
For the given formula, the assertion (prob) reads like

2 2 1
(anmzero <5 3 aneeven) A (Qneeven = 1) A (an~zero > g v \/ (k)pr p[suc](n)eodd)
k=1

which together with the remaining assertions carefully described in Algorithm 4.2 is unsatis-
fiable. To check that, assume that it would have a solution (denoted by x* for each variable

x) and let us derive a contradiction.
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Begin noting that by (vall), b,-1(nceven),r Tanges in the interval [0,7;] for each
ke {l,...,5}. Once apcepen = 1, then every b,-1(nceven),r should coincide with 7 and, by
(val2), h =1 for every k € {1,2,3,4,5}. Then, by (cons), (F)p. even holds. But, by
(prop_pos) this means that for each k, (k)propnee\,en A (k)propnee\,en also holds.

*
v~1(neeven),k
[3.1]

Observing that (n € even — suc(n) € odd) € ®°, it follows that for each k,

(k)propg‘:”cl(]n)eodd A () ProPsuc(n)eodd holds. (4.14)

[3,1]
-suc(n)eodd

Then, we have that (*)prop does not hold for every k. On the other hand, since

o <2

nezero < 5, there is no way for the last conjunct to hold and we conclude that the formula is

unsatisfiable. A
Now that we checked how to apply the procedure, let us prove its correctness.

Lemma 4.4.10. If T is a convergent equational theory and A is a set of domain clauses with
the subterm property, a global formula § € Glob in CNF is satisfiable iff Algorithm 4.2 returns
Sat.

Proof of Lemma 4.4.10. Assume that I' is a convergent equational theory, A is a set of domain
clauses with the subterm property and let § € Glob be any global formula in CNF. To prove
the direct implication, consider an F-structure (A,I* P) with P = (S, 7, 1) and satisfying 6:
(A, T4 P) - Kl T\L}I 53 Since each 53 is a literal, we can rewrite it as

j=1li=

(A TSP - A(Ve] v v Vgl vVl v v ﬂvcp;j vel v vel). (4.15)
§=1

Recall the construction carried out in the proof of completeness of DEQPRL, and which
was revisited in the proofs of Lemmas 4.4.2 and 4.4.4. Let € be the set of the local formulas

m . .
occurring inside the probabilistic literals occurring in 6, @ = U InPr(&) u...ulnPr(&l,), and
j=1

define the suitable atoms © = { AvAn AN —wl|Tc Q} We assign an outcome py € S for
e we\Y

cach 6 € © such that S? # @ and consider the set of valuations V; ¢ {0, 1}36 arising from this
construction:

Vi ={v,, |0€O and S’ = &}.
Notice that V; # & due to the suitable construction of ©, which implies that U S = S.

0c©
Furthermore, let us collect in V5 one valuation that attests the satisfiability of each exis-

tential literal, when it does exist, and a valuation arising from any other outcome in S when

this disjunct is not satisfiable:
m kj j . .
Vo= OU ({0 1 A1) oc el U oy [ pe S and (4.1%,2) 1 v} ).
j=1¢6=1 pTe
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Consider the set of valuations over the wider set of propositional symbols B,
Vi ={v;, |00,5" + &}

where, for each 0 € © with S¢ = &, Vg B - {0,1} is the valuation based on wv,, that
incorporates the information of every valuation that attests the satisfiability of existential

literals and is collected in V5. Thus, vy is defined by:

v¥ ;
PONTR S e

(b)) = TLH vy (0)-vp(0)
vr (py) = v v
PoNTO) T st pe po

A probability distribution 7 : {0, 1}[3“ — [0,1] is then defined using u,

m(vy,) = w(S?), for each # € © such that S? #
m(v) 0, for the remaining v € {0, 1} \ V;*.

We observe that m is obviously a probability distribution over {0, 1}[3‘ since it is always non-

negative and, recalling that U S? = S and S nS% = @ whenever 6; # 63, 7 sums up to

0e©
1:
oo owv)=> m(vp,) = > w(S%) =1.
ve{0,1}8 0O 0cO

It remains to check that the assertions are satisfied. To check that (vall) and (val2) are

satisfied, let us begin by establishing the probabilities of each propositional symbol in ®: given
ie{l,...,M},
O[Z—l(i) = Z 7T(’U*).

v*eVl*
ot (P11

Then, consider the system of linear inequalities

H7T=a"
>0
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where H is a M x K matrix of binary variables whose columns represent the valuations of V;

m S .
evaluated on each propositional (ghost) symbol of &uU {p,}. Notice that, since Q has ¥ Z]: 1z
j=1k=1

DRzl
local formulas, Vi has at most 2/=t*<!  valuations. K represents the number of elements

of V4. Furthermore, T is a K-vector of [0, 1]-variables that aims to represent a probability
distribution, and «a* is the (M + 1)-vector of reals a* = [Oé:-1(i)]~
A solution for (4.16) is found by considering an enumeration for the valuations in V; and
then defining H* = [h}, ] with
e = vk (1))
and the K-vector 7 = [m] with

T = m(vg).

Using Lemma 1.2.3, we also conclude that there exists a solution for (4.16) with at most

M + 1 positive entries, which obviously satisfies (sumsl) and, considering
bix, = hig - Tk

also satisfies (vall) and (val2). Assume without loss of generality that the non-negative entries
referred by Lemma 1.2.3 are within the first M + 1 columns of H* and, from now on, let H*
and 7* represent only the first M + 1 valuations {v{,...,v};,1}-

Now, foreachie {1,...,M} and ke {1,..., M+1}, let us assign boolean values to (k)py—l(z‘)
according to vy :

(k)p,,_l(i) is true iff vy (py_l(i)) =1.

The satisfiability of (prop_pos), (prop_prob) and (prop_phi) is an immediate consequence of the
definition of v}, for each ke {1,...M}.
For the remaining assertions, recall that (A,I* P) is a model for §. Hence, for each

je{l,...,m}, at least one of the following cases occur:

e either there exists ¢ € {1,...,k;} such that (A TAP) - —.Vapz and, in that case,

exists va%' e V5 such that v o (ﬂprop%) = 1 and so, for each v, € V',

v, (ﬁprop[jj?e]) = 1, which implies that for each k € {1,...,M + 1}, v} (ﬁprop[];g]) =1
L) “e

and so (k)prop[]’ej] holds;

e or there exists s € {1,...,n;} such that (A,I%P) I Vo, so, for every p € S,

(A,IA), P Floc Q,Z)Z. Since every valuation in Vi u V5 derives from an outcome in S, it

follows that every valuation in Vj u V5 satisfies prop v and by definition of a;j we have
oy =l
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e or there exists r € {1,...,s;} such that (A,T* P) I ¢, where & is a probabilistic
literal of the form g, ;1) Pr (go(nj’l)‘) gy Pr (Sp(w‘,li)) 7. q(r,j)- Assume that
v (<p(T7j,s)) = t, for each s € {1,...,#}, and pay attention to the following sequence of

(in)equalities:

i o i K o K

* — * _ * _ * * _
b Q(r,j,s)a@(r’j’s) =2 Q(r,j,s)al,—l(ts) =X d(r,j,s) 2 thJg =2 d(rj,s) ) htS,k N
s=1 s=1 s=1 k=1 s=1

k=1
e &
= Ydpgs| V() W) | = X dess | X ves (Propiy) T(0,,) | =
s=1 v eV s=1 S%E::ag
A 4.
= Z d(rj,s) Z TF(UPQ) = Z q(r,j,s) Z M(Se) =
s=1 0cO st SP+g s=1 0eO st SO+g
0=%(r.,9) 0=¢(r.,5)

4 ,
) s§1 q(r,j,S)N(S@(T’j’S)) iy d(r,j) -

Hence we conclude that (prob) is satisfiable.

Additionally, each valuation in Vi U V; satisfies ®° since (A,I*,P) satisfies all instances
of Eql-Eq4, DEq, E(I'), D(A), and it follows that o =1 and so (prob_phi) is satisfied. We
conclude that Algorithm 4.2 returns Sat.

For the reciprocal implication, assume that Algorithm 4.2 returns Sat. Let w denote the
valuation over B* that assigns Boolean values to the propositional symbols in B* and satisfies
the assertions (prop_pos), (prop-prob), (prop_phi), and let us mark as z* the solution for each
variable x in assertions (vall), (val2), (prob), (prob_phi), (sumsl) and also (prob).

Below are presented several steps, where we refine the valuation w until reaching a final

set of valuations V, derived from w, defined over the set of propositional symbols Y.

First Step: Let W = {wi,...,wp41} be the set of valuations such that, for each
ke{l,...,M+1}, wy: B~ {0,1} is defined from w as:
we(p) = w(®p).
Then, consider the probability distribution 7: W — [0,1] such that 7(wy) = 7}.
Second Step: Consider a subset Wy = {wy,,...,wg, } € W of the valuations with positive
probability: Wy = {w e W | m(w) > 0}. Due to assertion (sumsl), Wy # @.

It is time to highlight some remarks. Notice that for each j e {1,...,m}:

(i) either there exists s e {1,...,n;} such that oz;j =1, which implies that hZ(d}j) L1

for every k € {k1,...,k.}, and so (k”)pwg holds for every k € {ki,...,k,} and, by
(prop-pos), wy (propt[zf]) = wy, (propwg) =1, for every k € {ky,....,k.}, j€{1,...,m}
and e {1,...,k;};
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(ii) or there exists £ € {1,...,k;} for which there exists k;, such that (k[jyé])prop[j;l;]
holds: ‘

o ,
(iii) or either there exists 7 € {1,...,s;} for which El A(r.j,5) -a;(wys) w7 q(r,j)- Assume

that, for each s € {1,... ,67];}, ts = v(p(r.j,s)), and let us ease notation and denote by
Ve=A{weV|w (pw) =1}. These leads to the following equivalences:
a ,
* J
Sgl q(r,j,s) ) Oésa(r,j,s) My q(TJ)

‘ o M+l ;
iff Z Q(r,j,s) Z btng abd Q(r,j)
s=1 k=1

o .

iff ¥ g0, > 7| aey
= (r,3,8) helh ke k| "rd(rj)

hfs,lfl

o ,

: J

it Yaegs| X m(w) gy
s=1 wEW(;P('r,j s)

o ,
iff ; A(r.j5) > W(w)) M. (1 )

wEW‘p(r,j,s)

Furthermore, since a7, = 1, Uk(¢[j7£]) =vp(¢p) =1, forevery ke {ky,..., k. },je{l,...,m}
and £ e {1,...,k;}.

Third Step: Now consider a finest set of valuations over the set of propositional

symbols B:
m kj .
v=UU {v[ﬂ] | (k[a'aé])prop[i’jj] holds} U{Vkys- -0k, t € A0, 1}85,
j=14=1 ¥

where, for each p € B,
v = wig, (PUY)
Uk, (p) = Wiy (p)

vk, (P) = wi.(p)

Let mp denote the probability distribution 7y : V — [0,1] defined by:

WO(UM) = lel
mo(v,) = T,
mo(v) = 0 for any v eV~ {vg,,..., v, }

Notice that Y. m(v) = 1.
vey
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Now we aim at deriving a model for § form the valuations in V. For this purpose, we
follow the same reasoning as for DNFSAT-DEqPrL and extend F with new constants ¢, , for
each ne N and v e V. Let F* be an extension of F as described in (4.8). Then, consider the
consistent set M = U M; ¢ GlobZ, defined inductively on (4.9) and take a maximal consistent
extending ]\14E ,I whose existence is guaranteed by the Lindenbaum’s Lemma. Consider

set =*

the quotient F*-algebra A = T+ (@) =+ derived from the congruence relation defined by ¢ = 25
iff V(t1 ~ t3) € Z*. The interpretations for domain names are taken according to the maximal
consistent set Z*, I* : D - p(A) is defined as I*(D) = {[t]= | Y(t € D) € Z* and t € Tp«(2)}
for each D € D.

Then, we translate valuations into outcomes, defining an outcome p* : N — A for each
valuation v € V' as p¥(n) = [¢yn]=. The set of outcomes is the set S = {p¥ | v € V}. Note
that S # @ provided that Wy # @. Regarding the probabilistic component, let us import the
probabilities on the propositional level through the probability distribution P : S — [0,1]
defined by P(p") = mo(v) for each p” € S. A probability space P = (S, <7, i) is then defined
using the discrete o-algebra 7 over S, and the probability measure p: o7 — [0,1] defined by
w(X) =% P(p).

peX

The conclusion that (A,I*,P) is actually an F-structure follows by the straightforward
verification that s is a probability measure. The verification that A satisfies I', that (A,T*)
verifies A and that

(A,T%), p¥ e ¢ iff v (p,) = 1 for each ¢ € Eq(N') U DRes(N):

results from the same observations used in the context of DNFSAT-DEqPrL. Again, we con-

clude that for each ¢ € subform(é) nLoc and v eV,
(A, T%), p” Irioe @ iff v(prop,) = 1. (4.17)
From (4.17), we conclude that (A,T* P) is model for § just by recalling remarks (i)-(iii). O

The satisfiability proof gives us a way to effectively define the valuations that will lead to
the final model of a satisfiable global formula. Let us illustrate this construction in a small

example.

Example 4.4.11. Consider the signature F*°", the equational theory I'*°" and the axiomati-
zation A*°" that we have been using and was introduced in Example 4.1.1. Furthermore, let

us consider the satisfiable CNF global formula
2
Pr(n =~ zero) < 3 Pr(—n € even) A =V (n € even) A =V (n € odd).
Note that &toc={n~zero,-neeven} and consider v(n ~ zero) = 1, v(-n € even) = 2, v(¢) = 3.
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Now, for instance, the assertion (prob) presented in page 114 would read like:

2 3 3
(anzzero < g ’ Ol—meeven) A (\/ (k)prop?ﬁilven) A (\/ (k)propgiildd)'
k=1 k=1

Consider a solution for the QF_LIRA problem composed by the values z* for each variable z
and by a valuation w over B*, and let us sketch the construction of the model.

Along the reciprocal implication we are driven among the several valuations that will
afterwards lead to the outcomes that constitute the model for the given formula. We start

by realizing the existence of a valuation (o such that Vky 1](prop[j;l(]e\,en) =1 and another

[37

-

]

valuation vy, ] such that ks 1](prop i})dd) = 1. Then, we are able to show up the final set

(3,1

of valuations, v[3 1],v[3,1], V1, V2, V3, V4, OVer B°, defined by:

(p) = wk[m(p[z,ﬂ)’
p) = wiy, (PP,

[2,1]
0[3,1](
ve(p) = wi(p), for each p e B, ke {1,2,3,4}.

The probability distribution g is, in this way, strictly assigned to the last set of valuations:

mo(vp2,1)) = 0,
mo(vz1) = 0,
mo(vg) = mj, for each k.

Note that at least one valuation satisfies each propositional formula corresponding to the
existential conjuncts and the probability distribution is faithful to the probabilistic constraints.
The model for the given global formula arises by a construction similar to the one described

in the proof of completeness. A

Tseitin-like transformation on DEqPrL

So far, we have described two algorithms to decide the satisfiability of a global formulas. For
DNFSAT-DEqPrL, we argued that although we did not present the most efficient algorithm,
transforming a global formula into DNF would not also be the best choice, as it eventually
would lead to an explosion in the length of the formula. The same arguments can be used
against the transformation of a global formula into CNF. Luckily, we also have a Tseitin-like
transformation for DEQPRL, which provides us a method to transform any global formula
into an equisatisfiable CNF formula with linear size on the length of the original formula, and
allows us to take advantage of the CNFSAT-DEqPrL solver.

Following the same idea as for EQCL (see Section 2.4.1), the idea is to introduce additional
atoms V(n{ ~n3 ) for every non-atomic subformula &’ of 8, ensure that ¥(ng ~ng ) < ¢ and,

in the end, additionally ensure that the former formula is satisfied by imposing V(n‘f ~ ng)
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In this sense, given a global formula § € Glob, we consider the set of all subformulas of § that
are not atoms, subform(d) \ (YLocuProb), and fix a pair of new (and distinct) names for each
of them. To ease notation, we denote by GA(4") the atom corresponding to the subformula
0" € (subform(d) N (YLoc U Prob)). Furthermore, we abuse notation and also denote an atom
0" € (subform(d) n (VLoc u Prob)) by GA(4"). In short,

5 if 6" € (VLoc u Prob)

V(nd ~nd) otherwise

GA(S) = {

For each subformula §’ € (subform(§) \ (VLocu Prob)), we define the additional conjuncts

tc(d") representing the equivalence GA(d") <> ¢’ in CNF according to the structure of §':

te(=¢) = (GA(=¢) v GA(¢)) A (=GA(-¢) v =GA(¢));

te(¥1 AY2) = (SGA(1AY2) v GA(Y1)) A (GA(Y1 AY2) v GA(1h2)) A (GA(1h1 Ath2) v -GA(Y1) v ~GA(2) );

te(y1 v 2) =(GA(1Vip2) v =GA(¥h1)) A (GA(P1vh2) v ~GA(¢2)) A (=GA(Y1Vih2) v GA(1) v GA(t2)).
We define the Tseitin-like transformation on DEQPRL simply as:

tt(6) = GA(J) A A\ tc(d").
§'e(subform(8)~(VLocuProb))

Notice that the obtained CNF formula has linear size on the length of §, since subform(¢)
has linear size on the length of § and the transformation tc(-) increments the length of the
formula only by a constant. Furthermore, just like for EQCL (see Lemma 2.4.9), as a corollary

of the previous construction we have the following Lemma.

Lemma 4.4.12. Given ¢ € Glob, there exists an equisatisfiable formula &' € Glob in conjunctive

normal form whose length is linear on the length of & and can be computed in polynomial time.

Example 4.4.13. In the context of Example 4.2.2, for instance, we can use the Tseitin-like

transformation for DEQPRL to obtain an equisatisfiable formula in CNF for
(V(k~k*)vPr(k~k*)>a)—> Pr ({{n}k};} v mo(a,n)) > a,

for some 0 < o < 1, as follows: begin by rewriting the formula without the connective —,

introduced by abbreviation, and then identify its non-atomic subformulas:
61
~(V(k~ k) VPr(E~ k") 2a) v Pr({{n}x}p ~ m(a,n)) 2 a.

02

The CNF formula equisatisfiable to ¢ is:
tt(0) = GA(S) A tc(d1) Ate(d2) Ate(d),
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where

tc(81) = (GA(S1) v -V (k ~ k*)) A (GA(81) v =Pr(k » k*) > o) A (<GA(81) v V (k ~ k*) v Pr({{n}1} i+ ~ m2(a,n)) 2 @),
tc(d2) = (GA(d2) v GA(d1)) A (-GA(d2) v -GA(d1)),

tc(8) = (GA(J) v =GA(82)) A (GA(S) v —Pr ({{n}r )t » m2(a,n)) > @) A (=GA(8) v Pr({{n}i} 3t ~ m2(a,n)) > @).

SAT-DEqgPrL problem

In general, we are looking for a procedure to decide the SAT-DEqPrL problem. Fortunately,
the Tseitin-like transformation for DEQPRL and the CNFSAT-DEqPrL solver will greatly ease
our task. Given a global formula § € Glob, we seek out an equisatisfiable formula ¢’ in CNF
and then use the CNFSAT-DEqPrL solver to decide about the existence of a model for ¢’ (and
for ).

Theorem 4.4.14. If I' is a convergent equational theory and A is a set of domain clauses

with the subterm property, then the SAT-DEqPrL problem is decidable.

Proof. Given a global formula ¢ € Glob, we use the Tseitin-like transformation for DEQPRL
to convert § into an equisatisfiable formula tt(d) in conjunctive normal form. Then, we run
the CNFSAT-DEqQPrL solver presented in Algorithm 4.2 on tt(§). If CNFSAT-DEqPrL returns
Sat then tt(d) has a model, and so ¢ has a model; if it returns Unsat, then tt(d) is unsatisfiable

and J is also unsatisfiable. ]

4.4.2  Validity

The decidability of the logic follows as an immediate corollary of the satisfiability result.

Theorem 4.4.15. If I" is a convergent equational theory and A is a set of domain clauses

with the subterm property, then the logic is decidable.

Proof. Since the deduction metatheorem holds, given a finite set A € Glob and a formula
¢ € Glob, proving A Ay ¢ is equivalent to proving that - ) ((Ageath) = ¢), so we
proceed by checking the decidability of the validity problem. Let § € Glob be an arbitrary
formula. We decide whether ~ zy 6 or #(pzy & by testing the satisfiability of —d: if -0 is
satisfiable, since the logic is sound, we conclude that '7L(F, A) 0; if =0 is not satisfiable, we can

use completeness to conclude that - Ay 9. O

Let us illustrate our decision procedure on a concrete example.
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Example 4.4.16. Recall the signature F*°", the equational theory I'**" and the axiomatiza-

tion A", Given n € N, we conclude that the formula
2 2
(Pr(n ~ zero) < 3 Pr(n eeven) A V(ne even)) - (Pr(n ~ zero) < 3N V(suc(n) € odd))

is valid provided that we proved in Example 4.4.9 that its negation is not satisfiable.

Similarly, we can use Example 4.4.11 to conclude that:

2
Pr(n ~ zero) < 3 Pr(—n € even) i (pxor pxory V(1 € even) v ¥(n € odd).

4.4.3 Complexity

The satisfiability result highlights a way of deciding SAT-DEqPrL by reduction to a QF_LIRA
solver, under the assumption that I' is a convergent equational theory and A is a set of
domain clauses with the subterm property. In fact, our analysis revealed a reduction from
SAT-DEqPrL to CNFSAT-DEgPrL and, furthermore, from CNFSAT-DEqPrL to QF_LIRA. Given
the satisfiability result, we explored soundness and completeness of DEQPRL to derive the

decidability result. We will now analyse complexity of the procedures previously obtained.

The complexity of CNFSAT-DEqPrL

As we already observed, the CNFSAT-DEqPrL solver presented in Algorithm 4.2 exhibits a way
to transform a global formula § written in CNF as j/z\l(Vz/J{ Vo vV v Vel vy ﬁVgofcj)

into O(M + M x (M +1)) QF_LIRA assertions, where M = 374 (nj +hj+ X0, Ei) + 1. Since
@9 has polynomial size on the length of 8, provided that I" is given by means of a convergent
rewriting system and A is a set of domain clauses with the subterm property, each assertion
has polynomial size on the length of §. For these reasons, Algorithm 4.2 exhibits a polynomial
reduction from CNFSAT-DEqPrL to QF_LIRA.

The complexity result for the satisfiability problem CNFSAT-DEqPrL is parametric and
also depends on the complexity of determining normal forms for terms with respect to the
equational specification of the algebraic basis, which are fundamental to obtain the set of
relevant terms RelTerm?. The complexity of CNFSAT-DEqPrL is the same as for QF_LIRA

as long as the complexity of computing normal forms with respect to I" (we dubbed it the

['}-problem) is in P.

Corollary 4.4.17. Assuming that I is a convergent equational theory whose I'|-problem is in
P and A is a set of domain clauses with the subterm property, then the satisfiability problem
CNFSAT-DEQPrL is in NP and the validity problem for DNF formulas in DEQPRL is in coNP.

127



Note that when the rewriting system underlying the equational theory I' is subterm con-
vergent, the complexity class of the I' |-problem is in P. In fact, every term rewrites to a
strict subterm in each rewriting step, so that, in the worst case, a term ¢ takes |subterms(t)]
steps until reaching its normal form, which is linear on the length of ¢. Since the unification
algorithm also takes linear time (see [76,92]), it follows that in this case the I' |-problem is
actually in P.

We should also remark that, as for EQCL, SAT can obviously be modeled in DEQPRL, by
assigning an atom V(t; ~ t2) composed by two fresh terms t¢1,t5 to each propositional symbol
to be considered.

Corollary 4.4.18. IfT is a subterm theory and A is a set of domain clauses with the subterm
property, then CNFSAT-DEqPrL is NP-complete.

The complexity of SAT-DEqPrL

The complexity result for SAT-DEqPrL follows immediately from the analysis of complexity
of the CNFSAT-DEqgPrL problem and from Lemma 4.4.12.

Corollary 4.4.19. Assuming that I is a convergent equational theory whose I'|-problem is in
P and A is a set of domain clauses with the subterm property, then the satisfiability problem
SAT-DEqPrL is in NP and the validity problem for DEQPRL is in coNP.

Proof. The satisfiability procedure presented for DEQPRL reduces the analysis of the satis-
fiability of § to the analysis of the satisfiability of its equisatisfiable formula tt(d) written in
CNF. Lemma 4.4.12 allows us to conclude that tt(d) has linear length on the length of § and
can be computed in polynomial time. Consequently, we found out a linear reduction from
SAT-DEgPrL to CNFSAT-DEgPrL. Provided that I' is a convergent equational theory whose
I'|-problem is in P and A is a set of domain clauses with the subterm property, we conclude
that SAT-DEgPrL is in NP. O

Corollary 4.4.20. If the equational theory of I' is generated by a subterm convergent rewriting
system and A is a set of domain clauses with the subterm property, then the SAT-DEqPrL

problem is NP-complete.

4.4.4 Implementation

We implemented a DNFSAT-DEqPrL solver by reduction to QF_LIRA. The software was writ-
ten in Python, and used Maude [37] for the rewriting reductions, and Yices [55] to solve the
LIRA problem. The machine used for the tests was a Mac Pro at 3,33 GHz 6-Core Intel Xeon
with 6 GB of memory. This work was developed with Carlos Caleiro and Filipe Casal. Our

implementation is available in [28].
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With a DNFSAT-DEgPrL solver in hands, we were able to test the examples that we have
been proposing along this thesis. We now recall some examples that we have seen; they were

tested with the implemented tool and their formulations can be found in [28].

e Example 2.5.2: Recall the characterization of the capabilities of the Dolev-Yao in-
truder where the cryptographic primitives satisfy the equational theory I'®Y. We used
the implemented DNFSAT-DEqPrL solver to verify the existence of an offline guessing
attack to the cryptographic protocol presented in Example 2.5.2. For this purpose, we
wanted to test whether:

¥(my ~ (a,ma) A2~ {nalp,,) frov V({maly ~ ma(ma)),
and
V(my ~ (a,ma) A & {nalp,,) Frov V(pg, » Py = {ma},e ~ ma(ma)),

We proved that, by testing the satisfiability of:

V(m1 ~ (a,n0) Ama % {nadp,,) A=Y ({mal e~ ma(ma),
and
V(m1 ~ (a;na) Ama ~ {na}tp,,) A=V (Pyy, » Pab — {m2};£b ~ma(my)),

respectively. As expected, the solver returns Sat to the former formula and Unsat for

the latter. The running times were 51 seconds and 4 minutes, respectively.

e Example 4.2.2: Now, remind the setting where the Dolev-Yao intruder is extended
with some cryptanalytic capabilities. In this context, the algebraic properties were
axiomatized by TPY and APY.

We checked if whenever an attempt to guess the secret key k led to a message outside

the scope of plaintexts, would mean that the value of k was not guessed correctly, i.e.,
V(k € sym_key A m € plaintext) oy spv) V({{m}r}i+ ¢ plaintext > k # k*).  (4.18)

To decide that, we ran the implemented solver with the negation of the implication as

input, i.e.,
V(k € sym_key A m € plaintext) A =V ({{m} )i+ ¢ plaintext - k # k)

and we concluded that it is actually unsatisfiable, so (4.18) holds.

We also used the implemented DNFSAT-DEqPrL solver to conclude that even assuming
that a guess k* to the secret key k is indeed a symmetric key, guessing its concrete value
is not simpler than decrypting a message encrypted with k. We tested the satisfiability
of the following formula with ¢ = 0.4:

Pr(k~k*) = q-Pr(k* e sym_key) A V(k* € sym_key) A =Pr({{m}i} 5t ¥ m) > q.

The running times were 4.7 seconds and 12 seconds, respectively.
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e Example 4.4.1: Recall the algebraic characterization of the sum of single bits by
the equational theory I™*" and with the domain restrictions A*°" introduced in Exam-

ple 4.1.1. We concluded that, indeed, the global formula £ presented in Example 4.4.16,

2 2
(Pr(n ~ zero) < 3 Pr(neeven) A V(ne even)) - (Pr(n ~ zero) < 3" V(suc(n) € odd)) ,

is a theorem of DEQPRL by testing the satisfiability of -£ in the implemented software
and attesting that it was actually unsatisfiable. The running times for each disjunct

were 0.2 seconds and 0.5 seconds.

4.5 Applications to Information Security

Now we model some information security examples in DEQPRL and observe how important
are the implementation details on the estimation of probabilities of the success of attacks to

cryptographic protocols.

4.5.1 Offline Guessing Attacks with some Cryptanalysis

Let us recall the context of an offline guessing attack to a cryptographic protocol introduced in
Definition 2.5.1. In a wider and more expressive formulation, we can model an attacker who,
besides all the algebraic knowledge he has about the protocol and cryptographic primitives,
is endowed with some cryptanalytic capabilities.

Recall that, to analyze offline guessing one assumes that an attacker has observed messages
named my,...,my which were built as ¢1,...,t; € T(N), but the attacker cannot know the
concrete values of the random and secret names used to build them. Still, he can try to mount
an attack by guessing some secrets s1,...,s, € N used by the parties executing the protocol.
The attack is successful if the attacker can distinguish whether his guesses sJ, ..., s, are correct
or not. In DEQPRL, we can state a wider notion of offline guessing using cryptanalysis as

described below.

Definition 4.5.1. Let mq,...,my € T(N) represent the messages exchanged by the parties
executing a given cryptographic protocol, and I' denote the equational specification of the
underlying algebraic basis and A collects the domain restrictions on terms. The protocol is
susceptible to an offline guessing attack using cryptanalysis if there exists a recipe ¢ € Loc,

with subterms(y) ¢ T'({mi,...,mg,s;,...,s,}) such that:

Vimirti Ao Amg nty) fray Yo
and

V(imirti Ao Amgnty) Hray V(ST RS1AAS, RSy = @),
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Although this definition seems very similar to Definition 2.5.1, note that now the recipe
is a formula involving equations and domain restrictions and is constructed exclusively from
messages observed by the attacker and from guesses for the secret values. The idea is the
same: the recipe should not be derivable in general, but should be valid under the assumption
that the attacker correctly guessed the secrets, proving to constitute a reliable formula for the
attacker to check whether he actually guessed the secrets.

Again, this task is undecidable in general as the recipe may be arbitrarily complex, but
recall that for subterm convergent rewriting systems the problem is decidable, as only a finite
number of ‘dangerous’ recipes need to be tested [2,3,18].

The analysis of the existence of offline guessing attacks turns to be even more interesting
when probabilities come into play, as the attacker will be able to narrow the set of possible
secrets. In these lines, under appropriate probabilistic conditions and applying axiom P3, one

should be able to estimate the probability of offline guessing attacks within the logic.

Example 4.5.2. As an application, we can recall the protocol
1. a—=b:(a,ng)
2. b= a: (b,

presented in Example 2.5.2 and which was proved to be attackable in EQCL (and so, in
DEQPRL).

The existence of an offline guessing attack for this protocol led to an improvement of the
exchanged messages by concatenating a confounder ¢ with the nonce and encrypting with the

public key pk(b) afterwards, giving rise to Gong’s protocol [66]:

l.a—-b: {](nagc)l}pk(b)
2. b - a: {na}pab .

Gong’s protocol was proved to be secure against offline guessing [43,66], in the sense that the
probability of an attack is negligible. We will observe that such security highly depends on
the practical implementation of the protocol. This is one of the great achievements that we
obtain with DEQPRL: we are able to cover some implementation details formally within the
logic and conclude how do they compromise security.

Let us extend the set of domain names D = DPY u {conf} and, further, assume that the
confounder ¢ is sampled uniformly from a set with M elements, and that the set of symmetric
keys from which pg is uniformly chosen has N elements. The estimation of the probability
of an offline guessing attack on the independent names p,; and ¢, with guesses p>, and c*, is

given by:
Hyp l—(FDY7ADY) Pr(pab ~ p;b ANCR C*) < Pr({]({mg};gb, C*)|}pk(b) ~ ml) :
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where the set of hypothesis consists of the uniform probabilities and independence of p}, and
c*, of a record of the exchanged messages and of some cryptanalytic properties,

Hyp = {V(c¢* € conf) - Pr(cw~ ") = ﬁ, V(py, € sym_key) = Pr(pay ~ ply) = %, Ind%’*}\’;*,

V(c* e conf), V(py, € symkey), V(miw{(na,ci)lfokwy A m2~{na}p,)}-
According to the independence property for p), and c*, the probability of guessing ¢ and

Pab, and therefore the probability of success of an offline guessing attack is given by

1 4
Hyp I—(FDY’ADY) m < Pr(«ﬂ({mg}pzb,c*)[]»pk(b) ] ml) .

Often, symmetric keys are defined as being weak keys, meaning that they are chosen from
small sample spaces. In this sense, N is usually small. On the contrary, the commonly called
unguessable values are believed to be chosen from very big sets. However, in the practical
implementation of protocols it does not always happen, and we can model it in our logic.

Notice that if M is also a small number, the probability of an attack is not negligible, as it is

1

minimized by the non-negligible value ;.

4.5.2 On the Implementation Details

The reduced range of values taken by some critical parameters in the concrete implementation
of cryptographic protocols can seriously compromise their security. Recently (see [10]) it was
shown that some modern implementations of Diffie-Hellman key exchange are vulnerable to
attacks from adversaries with reasonable resources.

A Diffie-Hellman key exchange consists of a preliminary agreement of a large prime p and
a generator g by agents a and b, then both parties generate random integers x, and x. Once
all the values are fixed, a sends the exponentiation of g with z, modulo p to b, and b sends
the exponentiation of g with its private key x; modulo p to a. At the end of the protocol, a

and b are sharing the secret (¢”*)" mod p = (g**)**mod p.

1. a—=b:g" modp

2. b—>a:¢" modp

Computing discrete logarithms remains the best known cryptanalytic attack to the secu-
rity of Diffie-Hellman. In general, discrete log computations for arbitrary primes are known to
take enough time to ensure that any session expires before the intruder carries out an attack,
but Logjam [10] presents a technique that uses number field sieve and allows one to compute
the discrete log of primes in a specified 512-bit group in about one minute, by means of a pre-

computation of the first three steps of number field sieve for that specific group. In fact, this
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vulnerability was already known since 1992 [22], but was applied by Logjam [10] to down-
grade a TLS connection to use 512-bit Diffie-Hellman export-grade cryptography, through a
man-in-the-middle network attacker. Let us analyze formally, within DEQPRL, how would a

cryptanalytic attack through the discrete log compromise the security of Diffie-Hellman.

Example 4.5.3. Consider a Diffie-Hellman key exchange protocol:

1. a—>b:g¢" modp

2. b—>a:g" modp

Let us assume the attacker possesses enough computational resources to manage a pre-
computation of the first steps of number field sieve for a chosen group of 512-bit prime. Recall
that the discrete logs in that group are then computed in a feasible amount of time. So, we
can consider, in our signature, a function symbol representing the discrete log for each of
those primes.

Consider the signature FPH containing:

e DLOG(,(,") € F:? H representing an oracle for the discrete log of the subscript argument;
) DH . T

o (1) e F5" representing exponentiation;

e (1) mod (-) € F?H representing the remainder of the division of the first by the second

argument.

In the context of Diffie-Hellman key exchange, the equational properties of these operations
are given by:

IPH = {((2)"2 mod 23) ~ ((2°2)** mod x3)}.

Now let us fix some domains, representing the chosen group of 512-bit primes for the

implementation, the set of generators, the set of private keys and the set of ciphertexts:
DPH = { 512_prime, gen, priv_key, ciphertext }.
We axiomatize the domain restrictions simply as:
APH = { (x € priv_key, g € gen,p € 512_prime = (¢g* mod p) € ciphertext) }.

The probability of a cryptanalytic attack using discrete log can be expressed in
DEQPRL as:

HypPH ron aoiy Pr(DLOG, (g,m1) % x,) > Pr(p € 512 prime) , where
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T2

HprH:{V(m1 ~ g*“mod p Ama ~ g**mod p), ¥ (p € 512_prime—DLOG,(z1, 27> mod p) = xQ)},

meaning that the probability of an offline guessing attack is bounded below by the probability
of the intruder’s smart choice for the group to which he develops the precomputation actually
fall within the choice of the person who implemented the protocol.

Obviously, the attacker would not waste resources precomputing discrete logarithms
unlikely to be used. There are groups of 512-bit primes known to be much popular than
others, so the probability of the intruder’s smart choice be within one of the implementer’s
choice can be significantly large, thereby influencing the probability of sucess of an attack.

This formalization should be seen as a simple illustration of how the cryptanalytic attacks

can be modeled within DEQPRL. A

4.5.3 Privacy on e-voting

Recall the context of electronic voting protocols introduced in Subsection 2.5.2 and the always
present privacy concern. Obviously, in Chapter 2 we underestimated privacy of e-voting
protocols by strictly considering the case where the attacker was able to find out the user’s
vote. Easily, we realize that given a voting protocol we also would like to avoid cases where,
even without guessing the concrete votes of users, the attacker could be able to conclude that

two voters voted the same. We illustrate this case with an example.

Example 4.5.4. Recall Example 2.5.3, where we presented a very simple voting protocol in
which users where asked to submit their votes, chosen among three possible values represented
by A,B,C € FODY, by sending an hash of their votes. Then, let n € FEY\{A, B,C'} be a fixed
constant and let us inspire in the work of Médersheim et al. [82] to improve this voting protocol
by masking user’s vote. Recall the characterization of the cryptographic primitives by the
set of Horn clauses F,'?Y extending I'PY with the collision-free property for the hash function
he F?Y:

DY DY
L)' =T""u{h(z)~h(y) =z ~y}.
Also, let us extend the set of domain clauses APY with domain restrictions for h and n:
APY = APY U {(x € plaintext = h(z) € ciphertext), n € plaintext}.

Consider the protocol where a voter a submits his vote v, through an hash of the pairing
(n,v,) and a voter b submits his vote in the same way:
1. a—s:h((n,vg))
2. b= s:h((n,u))
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We easily observe that privacy is violated as long as the attacker can compare both messages

and draw conclusions on whether ¢ and b voted the same:
V(ml N h((n,va)) ANMy ~ h((n,vb))) '_(FBY’ABY) V(m1 N M9 <> Vg ® Ub).

Then, we conclude that in the presence of this voting protocol, where the mask n is the
same for every voter, the intruder violates privacy with probability 1, as he is able to compare
the votes from different users.

But we can take a step further on the estimation of the probability of an offline guessing
attack, and conclude that the intruder has the possibility of effectively find out a user’s vote.

For this purpose, let us assume that:
e the probability of an user to vote A, B,C is a4, ap,ac, with a4 + ag + ag = 1;
e the probability of guessing the constant n is au;
e the choice of the vote is independent of the choice of n.

Under these assumptions, we can effectively use DEQPRL to estimate the probability of an
offline guessing attack as the product of the probability of guessing the vote v, with the
probability of guessing n:

Hyp '_(FQY,AEY) Pr(m1 ~ h((n*ﬂ U;))) = Oy " On

where

Hyp = { V(mi~h((n,v,)) Ama=~h((n,v))), Pr(vi~v,) =ay,, Pr(n*~n) =a,,

(Pr(vi »vg) = ay, APr(n*~n) =a,) > Pr(v) sv,An*~n) =q,, -a, }.

We could be wondering whether we could only achieve a lower bound for this probability,
instead of the equality, by thinking that different components would lead to the same pairing.
But note that it can never happen, provided the congruence property for the projections on
the components.

We conclude that once the mask can be guessed, the secrecy of the vote is at risk. In the
same lines, we could easily extend the analysis of the existence of offline guessing attacks to

voting protocols where different and independent numbers n were chosen for each voter. A

4.6 Concluding Remarks

In a nutshell, we combined aspects from classical, equational, and probabilistic reasoning to
construct a logic suited for the qualitative and quantitative analysis of equational constraints

and domain restrictions over a set of outcomes. We began by defining a language that would
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allow us to make qualitative and quantitative assertions over local formulas. Once the seman-
tics has been fixed, by endowing the set of possible outcomes with a probability space, we have
also obtained a sound and weakly complete deductive system for DEQPRL, parametrized by a
Horn-clause specification of the algebraic basis and by a set of domain clauses to characterize
the domain restriction. Then, we paved the way to get a satisfiability result, by presenting a
procedure for deciding DNFSAT-DEqPrL with calls to a GenPSAT oracle; we generalized the
approach and found a polynomial reduction from CNFSAT-DEqPrL to QF_LIRA, provided that
the algebraic basis is given by means of a convergent rewriting system and, additionally, that
the axiomatization of domain restrictions enjoys a suitable subterm property. The complexity
result followed naturally from the previous constructions. The decidability result also took
advantage from the way in which the strategy was conducted, as it enabled the implementa-
tion of a prototype tool for DEQPRL using a QF_LIRA solver. This tool was tested in some
simple examples and the running times were satisfactory on them, however there is still room
for improvement with this implementation, namely in what concerns the interaction between
the several softwares used. At the end of the chapter, we tested DEQPRL by verifying and
estimating the probability of attacks to cryptographic protocols in the presence of an at-
tacker with an informed way of cryptanalysis. In these examples we were able to model some
implementation details that turned out to be very relevant for the analysis of security.
Again, even though our decidability results cover a very interesting range of examples, it
would be interesting to explore their extension in order to handle decidable equational theories

in general, i.e. not necessarily defined by means of convergent rewriting systems [51].
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Chapter 5

Conclusions and Future Work

The main aim of this thesis was to provide a logic that would allow us to formalize the kind of
reasoning inherent to the verification of security protocols, particularly in the context of offline
guessing attacks. In order to take confidence on the interaction of the several components
that came into play, we took a stepwise approach. We started by developing a logic involving
equations, classical reasoning, and quantifiers (Chapter 2), then we pinpointed the need to
explore a generalized probabilistic satisfiability problem (Chapter 3) and only then we were
finally able to present the envisaged probabilistic logic over an algebraic basis with equations

and domain restrictions (Chapter 4).

At the end of each chapter we have presented brief conclusions and remarks; where
possible, we left open questions for future work, which arose as a result of a deeper
understanding of the matter under consideration. Now we recall the main contributions

of this thesis and point out some limitations, room for improvement and future research.

In Chapter 2 we presented EQCL - a logic that combines aspects from classical
propositional logic, equational logic and quantifiers. We presented a sound and complete
axiomatization parametrized by an equational specification of the algebraic basis. Then, we
explored the satisfiability problem for EQCL and found a polynomial reduction to the SAT
problem for classical propositional logic, under the assumption that the underlying equational
theory was convergent. So far, this was the major milestone: we were able to automate the
kind of reasoning used in the verification of, for instance, offline guessing attacks in a wide
range of information security examples, like those that involve subterm convergent rewriting
systems. In such (not that restraining) conditions, the satisfiability problem was proved to
be NP-complete. This left open the opportunity to implement a prototype tool to decide this
satisfiability problem by using off-the-shelf solvers, and techniques that are similar to those

used in the SMT literature. Later, we had implemented an even wider prototype tool also
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involving a quantitative analysis by using Yices to solve the LIRA problems. We believe that
an implementation of the satisfiability procedure for EQCL using a modern tool for solving
SAT would lead to a more efficient performance, provided the very efficient way in which the

SAT solvers are currently designed, albeit its NP-completeness.

In the context of the satisfiability problems, a generalization of the probabilistic
satisfiability problem [59,60] was instrumental for dealing with more expressive probabilistic
expressions involving probabilistic formulas. In Chapter 3 we presented the GenPSAT problem
and provided the theoretical framework that allowed the translation between GenPSAT and
MIP problems. This enabled the implementation of a provably correct solver for GenPSAT.
This translation was able to encode strict inequalities and disequalities into the MIP context.
With the GenPSAT solver in hands, we detected and analyzed the phase transition behaviour.
For the problems also covered by other solvers (e.g. SAT problems, PSAT problems) we cannot
compete, in efficiency, with the existing solvers. We explored a reduction of GenPSAT to SMT
and used both Yices and Z3 trying to achieve better running times, but it has not revealed to
be more efficient in general. Imposing assertions (val2) strictly on the propositional variables
used to define probabilistic restrictions, instead of doing it in every single fixed propositional
variable, seems to enhance the performance in some cases. Of course, the importance of the
choice of the programming language and the way it interacts with the MIP solver cannot be
swept aside. That said, our prototype tool should be valued by its expressiveness and not by

its efficiency on existing problems with off-the-shelf optimized solvers.

Once we came back to the equational context, in Chapter 4, DEQPRL has arisen naturally.
DEQPRL is a probabilistic logic over an algebraic basis, including equations and domain
restrictions, that combines aspects from classical propositional logic and equational logic
with an exogenous approach to quantitative probabilistic reasoning. We presented a sound
and (weak) complete deductive system, parametrized by an equational specification of the
algebraic basis coupled with the intended domain restrictions. Then, we came up with
a satisfiability procedure, under the assumption that the equational basis was given by
means of a convergent rewriting system and, additionally, that the axiomatization of domain
restrictions enjoyed a suitable subterm property. Such satisfiability procedure was developed
through a polynomial reduction to QF_LIRA, inspired by the developments with GenPSAT.
An implementation of the satisfiability problem took shape and was developed using Maude
for the rewriting reductions and Yices to solve the LIRA problem. It was tested on the
examples we had put forward. There is still room for improvement with this implementation,
for many reasons: we assumed that the input was given in DNF, which suffer the limita-

tions that we already examined; the software calls Maude and Yices many times, which slows
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down the running time. For lack of time we did not have the opportunity to implement the
CNFSAT-DEgPrL procedure described in Algorithm 4.2, but would be interesting to do it.
Finding a polynomial reduction to SAT would also be very useful for performance purposes.

The logic DEQPRL was applied to meaningful examples in information security and was
proven to be very effective in incorporating some implementation details formally and in
drawing conclusions about their impact in security, namely by verifying and estimating the
probability of sucess of attacks to some cryptographic protocols. The application of the logic to
many more information security examples would be very interesting! The combination of the
procedure for the satisfiability problem for DEQPRL with the results in [2,3,18] that come up
with the ‘dangerous’ recipes to test offline guessing attacks would be an asset to automatically
decide the existence of offline guessing attacks or estimate its probability in cryptographic
protocols whose cryptographic primitives are given by subterm convergent rewriting systems.

Even so, a general tool like this will never be as effective as dedicated techniques [19,36,39,40].
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